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QUESTION 1088
What document made theft no longer restricted to physical constraints?

The Electronic Espionage Act of 1996.
The Gramm Leach Bliley Act of 1999.
The Computer Security Act of 1987.
The Federal Privacy Act of 1974.
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Correct Answer: A

QUESTION 1089
In the US, HIPAA addresses which of the following?

Availability and Accountability
Accuracy and Privacy
Security and Availability
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Security and Privacy

Correct Answer: D

QUESTION 1090

Which of the following placed requirements of federal government agencies to conduct security
related training, to identify sensitive systems, and to develop a security plan for those sensitive

systems?

A. 1987 US Computer Security Act.

B. 1996 US Economic and Protection of Proprietary Information Act.
C. 1994 US Computer Abuse Amendments Act.

D. 1986 (Amended in 1996) US Computer Fraud and Abuse Act.

Correct Answer: A

QUESTION 1091
Which of the following cannot be undertaken in conjunction with computer incident handling?

system development activity
help-desk function
system backup function
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risk management process

Correct Answer: A
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QUESTION 1092
What is the primary goal of incident handling?

Successfully retrieve all evidence that can be used to prosecute.
Improve the company’s ability to be prepared for threats and disasters.
Improve the company’s disaster recovery plan.

oo w >

Contain and repair any damage caused by an event.

Correct Answer: D

QUESTION 1093
Which one of the following is NOT a factor to consider when establishing a core incident response

team?

A. Technical knowledge

B. Communication skills

C. The recovery capability

D. Understanding business policy

Correct Answer: C

QUESTION 1094
Which of the following specifically addresses cyber attacks against an organization’s IT systems?

Continuity of support plan
Business continuity plan
Incident response plan
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Continuity of operations plan

Correct Answer: C

QUESTION 1095
When should a post-mortem review meeting be held after an intrusion has been properly taken
care of?

Within the first three months after the investigation of the intrusion is completed.

B. Within the first week after prosecution of intruders have taken place, whether successful or
not.

C. Within the first month after the investigation of the intrusion is completed.

D. Within the first week of completing the investigation of the intrusion.
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Correct Answer: D

QUESTION 1096

During a review of system logs of the enterprise, a security manager discovers that a colleague
working on an exercise ran a job to collect confidential information on the company’s clients. The
colleague who ran the job has since left the company to work for a competitor. Based on the (ISC)
Code of Ethics, which one of the following statements is MOST correct?

The manager should call the colleague and explain what has been discovered.

The manager should then ask for the return of the information in exchange for silence.

A. The manager should warn the competitor that a potential crime has been committed that
could put their company at risk.

B. The manager should inform his or her appropriate company management, and secure the
results of the recover exercise for future review.

C. The manager should call the colleague and ask the purpose of running the job prior to
informing his or her company management of the situation.

D. None of the above.

Correct Answer: C

QUESTION 1097

In what way could the use of “cookies” violate a person’s privacy?

A. When they are used to tie together a set of unconnected requests for web pages to cause an
electronic map of where one has been.

B. When they are used to keep logs of who is using an anonymizer to access a site instead of
their regular userid.

C. When the e-mail addresses of users that have registered to access the web site are sold to
marketing firms.

D. None of the above.

Correct Answer: A

QUESTION 1098

Which of the following is the BEST way to prevent software license violations?

A. Implementing a corporate policy on copyright infringements and software use.
B. Requiring that all PC’s be diskless workstations.

C. Installing metering software on the LAN so applications can be accessed through the

CISSP Exam Dumps  CISSP PDF Dumps CISSP VCE Dumps CISSP Q&As
https://www.ensurepass.com/CISSP.html



http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html

Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

metered software.
D. Regularly scanning used PC’s to ensure that unauthorized copies of software have not been
loaded on the PC.

Correct Answer: D

QUESTION 1099
The ISC2 Code of Ethics does not include which of the following behaviors for a CISSP:

A. moral
B. ethical
C. legal
D. control

Correct Answer: D

QUESTION 1100
Where can the phrase “Discourage unsafe practice” be found?

Computer Ethics Institute commandments

(ISC)2 Code of Ethics

Internet Activities Board’s Ethics and the Internet (RFC1087)
CIAC Guidelines
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Correct Answer: B

QUESTION 1101
One of the offences an individual or company can commit is decompiling vendor code. This is
usually done in the hopes of understanding the intricate details of its functionality. What best

describes this type of non-ethical engineering?

Inverse Engineering
Backward Engineering
Subvert Engineering
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Reverse Engineering

Correct Answer: D

CISSP Exam Dumps  CISSP PDF Dumps CISSP VCE Dumps CISSP Q&As
https://www.ensurepass.com/CISSP.html



http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html

Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

QUESTION 1102
Which one of the following is an ethical consideration of computer technology?

Ownership of proprietary software.
Information resource management.
Service level agreements.
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System implementation and design.

Correct Answer: B

QUESTION 1103
The Internet Activities Board characterizes which of the following as unethical behavior for
Internet users?

Writing computer viruses
Monitoring data traffic
Wasting computer resources
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Concealing unauthorized accesses

Correct Answer: C

QUESTION 1104
Which of the following is a potential problem when creating a message digest for forensic
purposes?

The process is very slow.

The file’s last access time is changed.

The message digest is almost as long as the data string.

One-way hashing technology invalidates message digest processing.
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A file could be changed during the process.

Correct Answer: E

QUESTION 1105
A forensic examination should inspect slack space because it

A. Contains system level access control kernel.
B. Can contain a hidden file or data.

C. Can contain vital system information.

D. Can be defected to avoid detection.
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