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QUESTION 1070
Evidence corroboration is achieved by

Creating multiple logs using more than one utility.
Establishing secure procedures for authenticating users.
Maintaining all evidence under the control of an independent source.
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Implementing disk mirroring on all devices where log files are stored.

Correct Answer: C

QUESTION 1071
You are documenting a possible computer attack. Which one of the following methods is NOT
appropriate for legal record keeping?

A bound paper notebook.
An electronic mail document.

A personal computer in “capture” mode that prints immediately.
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Microcassette recorder for verbal notes.

Correct Answer: D

QUESTION 1072

Which one of the following is NOT a requirement before a search warrant can be issued?

There is a probable cause that a crime has been committed.

There is an expectation that evidence exists of the crime.
There is probable cause to enter someone's home or business.
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There is a written document detailing the anticipated evidence.

Correct Answer: D

QUESTION 1073
Once a decision is made to further investigate a computer crime incident, which one of the
following is NOT employed?

Identifying what type of system is to be seized.
Identifying the search and seizure team members.
Identifying the cost of damage and plan for their recover.
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Determining the risk that the suspect will destroy evidence.

Correct Answer: C
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QUESTION 1074
From a legal perspective, which of the following rules must be addressed when investigating a
computer crime?

A. Search and seizure
B. Data protection

C. Engagement

D. Evidence

Correct Answer: D

QUESTION 1075
Which of the following is not a problem regarding computer investigation issues?

Information is intangible.

@

Evidence is difficult to gather.
Computer-generated records are only considered secondary evidence, thus are no as reliable
as best evidence.

D. In many instances, an expert or specialist is required.

Correct Answer: D

QUESTION 1076

Why is the investigation of computer crime involving malicious damage especially challenging?

Information stored in a computer is intangible evidence.

Evidence may be destroyed in an attempt to restore the system.
Isolating criminal activity in a detailed audit log is difficult.
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Reports resulting from common user error often obscure the actual violation.

Correct Answer: B

QUESTION 1077

After law enforcement is informed of a computer crime, the organization's investigators
constraints are

A. removed
B. reduced
C. increased
D. unchanged
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Correct Answer: C

QUESTION 1078
To understand the “whys” in crime, many times it is necessary to understand MOM. Which of the
following is not a component of MOM?

A. Opportunities
B. Methods

C. Motivation
D. Means

Correct Answer: B

QUESTION 1079

What category of law deals with regulatory standards that regulate performance and conduct?
Government agencies create these standards, which are usually applied to companies and
individuals within those companies.

Standards law
Conduct law

Compliance law
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Administrative law

Correct Answer: C

QUESTION 1080
Something that is proprietary to that company and importance for its survival and profitability is
what type of intellectual property law?

Trade Property
Trade Asset
Patent
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Trade Secret

Correct Answer: D
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QUESTION 1081
Which of the following statements regarding trade secrets is false?

A. For a company to have a resource qualify as a trade secret, it must provide the company with
some type of competitive value or advantage.

B. The Trade Secret Law normally protects the expression of the idea of the resource.
Many companies require their employees to sign nondisclosure agreements regarding the
protection of their trade secrets.

D. Aresource can be protected by law if it is not generally known and if it requires special skill,
ingenuity, and/or expenditure of money and effort to develop it.

Correct Answer: B

QUESTION 1082

Which category of law is also referenced as a Tort law?
Civil law

Criminal law
Administrative law
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Public law

Correct Answer: A

QUESTION 1083
Which of the following European Union (EU) principles pertaining to the protection of
information on private individuals is incorrect?

A. Data collected by an organization can be used for any purpose and for as long as necessary,
as long as it is never communicated outside of the organization by which it was collected.

B. Individuals have the right to correct errors contained in their personal data.
Transmission of personal information to locations where “equivalent” personal data
protection cannot be assured is prohibited.

D. Records kept on an individual should be accurate and up to date.

Correct Answer: A

QUESTION 1084
A country that fails to legally protect personal data in order to attract companies engaged in
collection of such data is referred to as a

A. data pirate
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B. data haven
C. country of convenience
D. sanctional nation

Correct Answer: B

QUESTION 1085
Which of the following requires all communications carriers to make wiretaps possible?

1994 US Communications Assistance for Law Enforcement Act.
1996 US Economic and Protection of Property Information Act.
1996 US National Information Infrastructure Protection Act.
1986 US Computer Security Act.
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Correct Answer: A

QUESTION 1086
Which of the following US federal government laws/regulations was the first to require the

development of computer security plan?

Privacy Act of 1974.

Computer Security Act of 1987.

Federal Information Resources Management Regulations.
Office of Management & Budget Circular A-130.
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Correct Answer: B

QUESTION 1087
Which US act places responsibility on senior organizational management for prevention and

detection programs with fines of up to $290 million for nonperformance?

The 1987 US Computer Security Act.

The 1986 US Computer Fraud and Abuse Act.

The 1991 US Federal Sentencing Guidelines.

The 1996 US National Information Infrastructure Protection Act.
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Correct Answer: C
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