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C. Tripwire
D. Nmap

Correct Answer: C

QUESTION 1052
Supporting evidence used to help prove an idea of point is described as? It cannot stand on its

own, but is used as a supplementary tool to help prove a primary piece of evidence:

Circumstantial evidence
Corroborative evidence
Opinion evidence

oo w >

Secondary evidence

Correct Answer: B

QUESTION 1053

Which of the following would best describe secondary evidence?

Oral testimony by a non-expert witness.

Oral testimony by an expert witness.
A copy of a piece of evidence.

oo w >

Evidence that proves a specific act.

Correct Answer: C

QUESTION 1054

Which of the following exceptions is less likely to make hearsay evidence admissible in court?

Records are collected during the regular conduct of business.

Records are collected by senior or executive management.
Records are collected at or near the time of occurrence of the act being investigated.

oo w >

Records are in the custody of the witness on a regular basis.

Correct Answer: B

QUESTION 1055

Once evidence is seized, a law enforcement officer should emphasize which of the following?

A. chain of command
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B. chain of custody
C. chain of control
D. chain of communications

Correct Answer: B

QUESTION 1056

Which of the following rules is less likely to allow computer evidence to be admissible in court?
It must prove a fact that is material to the case.

Its reliability must be proven.
The process for producing it must be documented.

oo w >

The chain of custody of evidence must show who collected, security, controlled, handled,

transported, and tampered with the evidence.

Correct Answer: C

QUESTION 1057
A copy of evidence or oral description of its contents; not reliable as best evidence is what type

of evidence?

Direct evidence
Circumstantial evidence
Hearsay evidence

oo w >

Secondary evidence

Correct Answer: D

QUESTION 1058

What is defined as inference of information from other, intermediate, relevant facts?

Secondary evidence

Conclusive evidence
Hearsay evidence

oo w >

Circumstantial evidence

Correct Answer: D
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QUESTION 1059
In order to be able to successfully prosecute an intruder:

A. A point of contact should be designated to be responsible for communicating with law
enforcement and other external agencies.

B. A proper chain of custody of evidence has to be preserved.
Collection of evidence has to be done following predefined procedures.

D. Whenever possible, analyze, a replica of the compromised resource, not the original, thereby
avoiding inadvertently tampering with evidence.

Correct Answer: B

QUESTION 1060
Which of the following proves or disproves a specific act through oral testimony based on
information gathered through the witness’s five senses?

direct evidence
best evidence
conclusive evidence

oo w >

hearsay evidence

Correct Answer: A

QUESTION 1061
In order to preserve a proper chain of custody of evidence?

A. Evidence has to be collected following predefined procedures in accordance with all laws and
legal regulations.

B. Law enforcement officials should be contacted for advice on how and when to collect critical
information.

C. Verifiable documentation indicating the sequence of individuals who have handled a piece of
evidence should be available.

D. Log files containing information regarding an intrusion are retained for at least as long as
normal business records, and longer in the case of an ongoing investigation.

Correct Answer: A

QUESTION 1062

What is the primary reason for the chain of custody of evidence?

A. To ensure that no evidence is lost.
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B. To ensure that all possible evidence is gathered.
C. To ensure that it will be admissible in court.
D. To ensure that incidents were handled with due care and due diligence.

Correct Answer: C

QUESTION 1063

Which element must computer evidence have to be admissible in court?

It must be relevant.

It must be annotated.

It must be printed.

oo w >

It must contain source code.

Correct Answer: A

QUESTION 1064

Which kind of evidence would printed business records, manuals, and, printouts classify as?
Direct evidence

Real evidence

Documentary evidence

oo w >

Demonstrative evidence

Correct Answer: B

QUESTION 1065

Since disks and other magnetic media are only copies of the actual or original evidence, what
type of evidence are they are often considered to represent?

A. Hearsay

B. lIrrelevant
C. Incomplete
D. Secondary

Correct Answer: A
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QUESTION 1066
Which of the following is LEAST necessary when creating evidence tags detailing the chain of
custody for electronic evidence?

The mode and means of transportation.
Notifying the person who owns the information being seized.
Complete description of the evidence, including quality if necessary.

oo w >

Who received the evidence?

Correct Answer: B

QUESTION 1067
To be admissible in court, computer evidence must be which of the following?

A. relevant

B. decrypted

C. edited

D. incriminating

Correct Answer: A

QUESTION 1068
Computer-generated evidence is considered:

Best evidence
Second hand evidence
Demonstrative evidence

oo w >

Direct evidence

Correct Answer: B

QUESTION 1069

Why would a memory dump be admissible as evidence in court?

Because it is used to demonstrate the truth of the contents.

Because it is used to identify the state of the system.
Because the state of the memory cannot be used as evidence.

oo w >

Because of the exclusionary rule.

Correct Answer: B
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