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D. Copies of the plan should be provided to recovery personnel for storage at home and office. 
 
Correct Answer: B 
 
 
QUESTION 1033 
Which disaster recovery plan test involves functional representatives meeting to review the plan 
in detail? 
 
A. Simulation test 
B. Checklist test 
C. Parallel test 
D. Structured walkthrough test 
 
Correct Answer: D 
 
 
QUESTION 1034 
What is the MAIN purpose of periodically testing off-site hardware backup facilities? 
 
A. To eliminate the need to develop detailed contingency plans. 
B. To ensure that program and system documentation remains current. 
C. To ensure the integrity of the data in the database. 
D. To ensure the continued compatibility of the contingency facilities. 
 
Correct Answer: D 
 
 
QUESTION 1035 
Scheduled tests of application contingency plans should be based on the 
 
A. Size and complexity of the application. 
B. Number of changes to the application. 
C. Criticality of the application. 
D. Reliability of the application. 
 
Correct Answer: C 
 
 
QUESTION 1036 
Which of the following is less likely to accompany a contingency plan, either within the plan itself 
or in the form of an appendix? 
 
A. Contact information for all personnel. 
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B. Vendor contract information, including offsite storage and alternate site. 
C. Equipment ad system requirements lists of hardware, software, firmware, and other 

resources required to support system operations. 
D. The Business Impact Analysis. 
 
Correct Answer: D 
 
 
QUESTION 1037 
The first step in contingency planning is to perform: 
 
A. A hardware backup. 
B. A data backup. 
C. An operating system software backup. 
D. An application software backup. 
 
Correct Answer: B 
 
 
QUESTION 1038 
Which of the following teams should not be included in an organization’s contingency plan? 
 
A. Damage assessment team 
B. Hardware salvage team 
C. Tiger team 
D. Legal affairs team 
 
Correct Answer: C 
 
 
QUESTION 1039 
In the public sector, as opposed to the private sector, due care is usually determined by 
 
A. Minimum standard requirements. 
B. Legislative requirements. 
C. Insurance rates. 
D. Potential for litigation. 
 
Correct Answer: B 
 
 
 
 
 

http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html


Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

CISSP Exam Dumps   CISSP PDF Dumps   CISSP VCE Dumps   CISSP Q&As 

https://www.ensurepass.com/CISSP.html

QUESTION 1040 
What is the minimum and customary practice of responsible protection of assets that affects a 
community or societal norm? 
 
A. Due diligence 
B. Risk mitigation 
C. Asset protection 
D. Due care 
 
Correct Answer: D 
 
 
QUESTION 1041 
Under the standard of due care, failure to achieve the minimum standards would be considered 
 
A. Negligent 
B. Unethical 
C. Abusive 
D. Illegal 
 
Correct Answer: A 
 
 
QUESTION 1042 
Under the principle of culpable negligence, executives can be held liable for losses that result 
from computer system breaches if: 
 
A. the company is not a multi-national company 
B. they have not exercised due care protecting computing resources 
C. they have failed to properly insure computer resources against loss 
D. the company does not prosecute the hacker that caused the breach 
 
Correct Answer: B 
 
 
QUESTION 1043 
The criteria for evaluating the legal requirements for implementing safeguards is to evaluate the 
cost (C) of instituting the protection versus the estimated loss (L) resulting from the exploitation f 
the corresponding vulnerability. Therefore, a legal liability exists when? 
 
A. C < L 
B. C < L – (residual risk) 
C. C > L 
D. C > L – (residual risk) 
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Correct Answer: A 
 
 
QUESTION 1044 
When companies come together to work in an integrated manner such as extranets, special care 
must be taken to ensure that each party promises to provide the necessary level of protection, 
liability and responsibility. These aspects should be defined in the contracts that each party signs. 
What describes this type of liability? 
 
A. Cascade liabilities 
B. Downstream liabilities 
C. Down-flow liabilities 
D. Down-set liabilities 
 
Correct Answer: B 
 
 
QUESTION 1045 
The typical computer felons are usually persons with which of the following characteristics? 
 
A. They have had previous contact with law enforcement. 
B. They conspire with others. 
C. They hold a position of trust. 
D. They deviate from the accepted norms of security. 
 
Correct Answer: D 
 
 
QUESTION 1046 
Which of the following is responsible for the most security issues? 
 
A. Outside espionage 
B. Hackers 
C. Personnel 
D. Equipment Failure 
 
Correct Answer: C 
 
 
QUESTION 1047 
Hackers are most often interested in: 
 
A. Helping the community in securing their networks. 
B. Seeing how far their skills will take them. 
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C. Getting recognition for their actions. 
D. Money. 
 
Correct Answer: B 
 
 
QUESTION 1048 
Which of the following categories of hackers poses the greatest threat? 
 
A. Disgruntled employees 
B. Student hackers 
C. Criminal hackers 
D. Corporate spies 
 
Correct Answer: A 
 
 
QUESTION 1049 
Individuals who have their sole aim as breaking into a computer system are being referred to as: 
 
A. Crackers 
B. Sniffers 
C. Hackers 
D. None of the choices 
 
Correct Answer: A 
 
 
QUESTION 1050 
Which of the following tools is less likely to be used by a hacker? 
 
A. l0phtcrack 
B. Tripwire 
C. Crack 
D. John the ripper 
 
Correct Answer: B 
 
 
QUESTION 1051 
Which of the following tools is not likely to be used by a hacker? 
 
A. Nessus 
B. Saint 
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