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QUESTION 1014
Which of the following focuses on sustaining an organizations business functions during and after

a disruption?

Business continuity plan
Business recovery plan
Continuity of operations plan

oo w >

Disaster recovery plan

Correct Answer: A

QUESTION 1015
What is not one of the drawbacks of a hot site?

Need Security controls, as it usually contain mirror copies of live production data?

B. Full redundancy in hardware, software, communication lines, and applications lines is very
expensive.

C. The hot sites are available immediately or within maximum allowable downtime (MTD).

D. They are administratively resource intensive, as transaction redundancy controls need to be

implemented to keep data up-to-date.

Correct Answer: C

QUESTION 1016

Which one of the following processing alternatives involves a ready-to-use computing facility

with telecommunications equipment, but not computers?

A. Company-owned hot site
B. Commercial hot site

C. Coldsite

D. Warmsite

Correct Answer: D

QUESTION 1017
What is a hot-site facility?

A. Asite with pre-installed computers, raised flooring, air conditioning, telecommunications,
and networking equipment, and UPS.
B. Asite is which space is reserved with pre-installed wiring and raised floors.
A site with raised flooring, air conditioning, telecommunications, and networking equipment,
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and UPS.
D. Asite with readymade work space with telecommunications equipment, LANs, PCs, and

terminals with work groups.

Correct Answer: A

QUESTION 1018
Contracts and agreements are unenforceable in which of the following alternate back facilities?

A. hotsite

B. warmsite

C. coldsite

D. reciprocal agreement

Correct Answer: D

QUESTION 1019
Which of the following computer recovery sites is the least expensive and the most difficulty to
test?

A. non-mobile hot site
B. mobile hot site

C. warmsite

D. coldsite

Correct Answer: D

QUESTION 1020
Which of the following is an advantage of the use of hot sites as a backup alternative?

The costs associated with hot sites are low.
Hot sites can be made ready for operation within a short period of time.
Hot sites can be used for an extended amount of time.

oo w >

Hot sites do not require that equipment and systems software be compatible with the

primary installation being backed up.

Correct Answer: B
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QUESTION 1021
What is not a benefit of Cold Sites?

No resource contention with other organization.
Quick Recovery.
Geographical location that is not affected by the same disaster.

oo w >

Low cost.

Correct Answer: B

QUESTION 1022
What is the PRIMARY reason that reciprocal agreements between independent organizations for

backup processing capability are seldom used?

Lack of successful recoveries using reciprocal agreements.
Legal liability of the host site in the event that the recovery fails.
Dissimilar equipment used by disaster recovery organization members.

oo w >

Difficulty in enforcing the reciprocal agreement.

Correct Answer: D

QUESTION 1023
Which of the following alternative business recovery strategies would be LEAST appropriate in a
large database and on-line communications network environment where the critical business

continuity period is 7 days?

Hot site
Warm site

Duplicate information processing facilities

oo w >

Reciprocal agreement

Correct Answer: D

QUESTION 1024
A contingency plan should address:

Potential risks
Residual risks
Identified risks
All of the above

oo w >
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Correct Answer: B

QUESTION 1025
Prior to a live disaster test, which of the following is most important?

Restore all files in preparation for the test.
Document expected findings.
Arrange physical security for the test site.

oo w >

Conduct a successful structured walk-through.

Correct Answer: D

QUESTION 1026

Which of the following business continuity stages ensures the continuity strategy remains visible?

Backup, Recover and Restoration.

Testing Strategy Development.
Post Recovery Transition Data Development.

oo w >

Implementation, Testing and Maintenance.

Correct Answer: D

QUESTION 1027
During the testing of the business continuity plan (BCP), which of the following methods of
results analysis provides the BEST assurance that the plan is workable?

Measurement of accuracy.
Elapsed time for completion of critical tasks.
Quantitatively measuring the results of the test.

oo w >

Evaluation of the observed test results.

Correct Answer: C

QUESTION 1028

Which of the following recovery plan test results would be most useful to management?

elapsed time to perform various activities

list of successful and unsuccessful activities

amount of work completed

oo w >

description of each activity
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Correct Answer: B

QUESTION 1029
Failure of a contingency plan is usually:

A technical failure.
A management failure.

Because of a lack of awareness.

oo w >

Because of a lack of training.

Correct Answer: B

QUESTION 1030

The first step in contingency planning is to perform:

A hardware backup.

A data backup.
An operating system software backup.

oo w >

An application software backup.

Correct Answer: B

QUESTION 1031

Which of the following server contingency solutions offers the highest availability?
System backups.

Electronic vaulting/remote journaling.
Redundant arrays of independent disks (RAID).

oo w >

Load balancing/disk replication.

Correct Answer: D

QUESTION 1032
Which of the following statement pertaining to the maintenance of an IT contingency plan is
incorrect?

A. The plan should be reviewed at least once a year for accuracy and completeness.

B. The Contingency Planning Coordinator should make sure that every employee gets an
up-to-date copy of the plan.

C. Strict version control should be maintained.
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