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Correct Answer: C

QUESTION 957
What attack is primarily based on the fragmentation implementation of IP and large ICMP packet
size?

Exhaustive
Brute force
Ping of Death
Spoofing

oo w >

Correct Answer: C

QUESTION 958
Land attack attacks a target by:

Producing large volume of ICMP echos.
Producing fragmented IP packets.
Attacking an established TCP connection.

oo w >

None of the choices.

Correct Answer: C

QUESTION 959

What attack is primarily based on the fragmentation implementation of IP?

Teardrop

Exhaustive
Spoofing

oo w >

Brute force

Correct Answer: A

QUESTION 960
What attack floods networks with broadcast traffic so that the network is congested?

Spoofing
Teardrop
Brute force
SMURF
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Correct Answer: D

QUESTION 961
What attack involves repeatedly sending identical e-message to a particular address?

A. SMURF

B. Brute force
C. Teardrop
D. Spamming

Correct Answer: D

QUESTION 962
A stack overflow attack that “crashes” a Transmission Control Protocol/Internet Protocol (TCP/IP)

service daemon can result in a serious security breach because the

Process does not implement proper object reuse.
Process is executed by a privileged entity.
Network interface becomes promiscuous.

oo w >

Daemon can be replaced by a trojan horse.

Correct Answer: B

QUESTION 963
The intrusion detection system at your site has detected Internet Protocol (IP) packets where the
IP source address is the same as the destination address. This situation indicates

Misdirected traffic jammed to the internal network.
A denial of service attack.
An error in the internal address matrix.

oo w >

A hyper overflow in the IP stack.

Correct Answer: B

QUESTION 964
What type of attacks occurs when a rogue application has been planted on an unsuspecting
user’s workstation?

A. Physical attacks
B. Logical attacks
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C. Trojan Horse attacks
D. Social Engineering attacks

Correct Answer: C

QUESTION 965

Man-in-the-middle attacks are a real threat to what type of communication?

Communication based on random challenge.

Communication based on face to face contact.
Communication based on token.

oo w >

Communication based on asymmetric encryption.

Correct Answer: D

QUESTION 966

Which of the following threats is not addressed by digital signature and token technologies?

Spoofing

replay attacks
password compromise

oo w >

denial-of-service

Correct Answer: D

QUESTION 967
Which one of the following is concerned with masking the frequency, length, and
origin-destination patterns of the communications between protocol entities?

Masking analysis
Protocol analysis
Traffic analysis

oo w >

Pattern analysis

Correct Answer: C

QUESTION 968

Which of the following would NOT be considered a Denial of Service Attack?

A. Zone Transfer
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B. Smurf
C. SynFlood
D. TearDrop

Correct Answer: A

QUESTION 969
The connection using fiber optics from a phone company's branch office to local customers is

which of the following?

A. new loop
B. local loop
C. loopback
D. indigenous loop

Correct Answer: B

QUESTION 970
Which step ensures the confidentiality of a facsimile transmission?

Pre-schedule the transmission of the information.
Locate the facsimile equipment in a private area.
Encrypt the transmission.

oo w >

Phone ahead to the intended recipient.

Correct Answer: C

QUESTION 971

Which one of the following could a company implement to help reduce PBX fraud?

Call vectoring

Direct Inward System Access (DISA)
Teleconferencing bridges

oo w >

Remote maintenance ports

Correct Answer: B
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QUESTION 972
Phreakers are hackers who specialize in telephone fraud. What type of telephone fraud
manipulates the line voltage to receive a toll-free call?

A. Red boxes
B. Blue boxes
C. White boxes
D. Black boxes

Correct Answer: D

QUESTION 973
Which one of the following devices might be used to commit telecommunications fraud using the
“shoulder surfing” technique?

Magnetic stripe copier
Tone generator
Tone recorder

oo w >

Video recorder

Correct Answer: C

QUESTION 974

What technique is used to prevent eavesdropping of digital cellular telephone conversations?

Encryption

Authentication
Call detail suppression

oo w >

Time-division multiplexing

Correct Answer: D

QUESTION 975
Which of the following is a telecommunication device that translates data from digital to analog
form and back to digital?

Multiplexer
Modem
Protocol converter

oo w >

Concentrator
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