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B. host
C. node
D. network

Correct Answer: A

QUESTION 862
Both TCP and UDP use port numbers of what length?

32 bits
16 bits
8 bits
4 bits

oo w >

Correct Answer: B

QUESTION 863
Which of the following type of packets can *easily* be denied with a stateful packet filter?

ICMP
TCP
ubP
IP

oo w >

Correct Answer: B

QUESTION 864
Which ports are the “Register ports”, registered by the IANA?

Ports 128 to 255

Ports 1024 to 49151
Ports 1023 to 65535
Ports 1024 to 32767

oo w >

Correct Answer: B
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QUESTION 865
What protocol was UDP based and mainly intended to provide validation of dial up user login

passwords?

PPTP
L2TP
IPSec
TACACS

oo w >

Correct Answer: D

QUESTION 866
On which port is POP3 usually run?

110
109
139
119

oo w >

Correct Answer: A

QUESTION 867
The primary function of this protocol is to send messages between network devices regarding the
health of the network:

Internet Control Message Protocol (ICMP)
Reverse Address Resolution Protocol (RARP)
Address Resolution Protocol (AR)

Internet Protocol (IP)

oo w >

Correct Answer: A

QUESTION 868
Telnet and rlogin use which protocol?

ubP
SNMP
TCP
IGP

oo w >

Correct Answer: C
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QUESTION 869
The IP header contains a protocol field. If this file contains the value of 2, what type of data is
contained within the IP datagram?

A. TCP
B. ICMP
C. UDP
D. IGMP

Correct Answer: D

QUESTION 870
The IP header contains a protocol field. If this field contains the value of 17, what type of data is
contained within the ip datagram?

A. TCP
B. ICMP
C. UDP
D. IGMP

Correct Answer: C

QUESTION 871

Why do some sites choose not to implement Trivial File Transfer Protocol (TFTP)?

list restrictions
inherent security risks
user authentication requirement

oo w >

directory restriction

Correct Answer: B

QUESTION 872

The IP header contains a protocol field. If this field contains the value of 6, what type of data is
contained within the ip datagram?

A. TCP
B. ICMP
C. UDP
D. IGMP
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Correct Answer: A

QUESTION 873
Which of the following is not a basic security service defined by the OSI?

Routing control
Authentication

Data Confidentiality
Logging and monitoring

oo w >

Correct Answer: D

QUESTION 874
Which of the following is not an OSI architecture-defined broad category of security standards?

Security techniques standards
Layer security protocol standards
Application-specific security

oo w >

Firewall security standards

Correct Answer: D

QUESTION 875
Which one of the following is the Open Systems Interconnection (OSI) protocol for message

handling?

X.25

X.400
X.500
X.509

oo w >

Correct Answer: B

QUESTION 876
The IP header contains a protocol field. If this field contains the value of 1, what type of data is

contained within the IP datagram?

A. TCP
B. ICMP
C. UDP
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D. IGMP

Correct Answer: B

QUESTION 877

Which of the following is true?

TCP is connection-oriented. UDP is not.

UDP provides for Error Correction. TCP does not.
UDP is useful for longer messages.

oo w >

UDP guarantees delivers of data. TCP does not guarantee delivery of data.

Correct Answer: A

QUESTION 878
What works as an E-mail message transfer agent?

A. SMTP
B. SNMP
C. S-RPC
D. S/MIME

Correct Answer: A

QUESTION 879
A common way to create fault tolerance with leased lines is to group several T-1’s together with
an inverse multiplexer placed:

at one end of the connection

A

B. at both ends of the connection

C. somewhere between both end points
D

in the middle of the connection
Correct Answer: B
QUESTION 880
Several methods provide telecommunications continuity, which of the following is a method of

routing traffic through split cable or duplicate cable facilities?

A. diverse routing
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