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Correct Answer: B

QUESTION 783
Which of the following mail standards relies on a "Web of Trust"?

Secure Multipurpose Internet Mail extensions (S/MIME)
Pretty Good Privacy (PGP)

MIME Object Security Services (MOSS)

Privacy Enhanced Mail (PEM)
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Correct Answer: B

QUESTION 784
Which of the following offers confidentiality to an e-mail message?

The sender encrypting it with its private key.
The sender encrypting it with its public key.
The sender encrypting it with its receiver's public key.
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The sender encrypting it with the receiver's private key.

Correct Answer: C

QUESTION 785

Which of the following items should not be retained in an E-mail directory?

drafts of documents

copies of documents
permanent records
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temporary documents

Correct Answer: C

QUESTION 786
In a Secure Electronic Transaction (SET), how many certificates are required for a payment
gateway to support multiple acquires?

Two certificates for the gateway only.
Two certificates for the gateway and two for the acquirers.
Two certificates for each acquirer.
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Two certificates for the gateway and two for each acquirer.
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Correct Answer: B

QUESTION 787

Which protocol makes use of an electronic wallet on a customer's PC and sends encrypted credit
card information to merchant's Web server, which digitally signs it and sends it on to its
processing bank?

A. SSH
B. S/MIME
C. SET
D. SSL

Correct Answer: C

QUESTION 788
Which of the following best describes the Secure Electronic Transaction (SET) protocol?

A. Originated by VISA and MasterCard as an Internet credit card protocol.

B. Originated by VISA and MasterCard as an Internet credit card protocol using digital
signatures.

C. Originated by VISA and MasterCard as an Internet credit card protocol using the transport
layer.

D. Originated by VISA and MasterCard as an Internet credit card protocol using SSL.

Correct Answer: B

QUESTION 789
Which of the following would best define the "Wap Gap" security issue?

The processing capability gap between wireless devices and PC's.

B. The fact that WTLS transmissions have to be decrypted at the carrier's WAP gateway to be
re-encrypted with SSL for use over wired networks..

C. The fact that Wireless communications are far easier to intercept than wired
communications.

D. The inability of wireless devices to implement strong encryption.

Correct Answer: B
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QUESTION 790
What encryption algorithm is best suited for communication with handheld wireless devices?

A. ECC
B. RSA
C. SHA
D. RC4

Correct Answer: A

QUESTION 791
Which security measure BEST provides non-repudiation in electronic mail?

Digital signature

Double length Key Encrypting Key (KEK)
Message authentication

Triple Data Encryption Standard (DES)
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Correct Answer: A

QUESTION 792
Which of the following services is not provided by the digital signature standard (DSS)?

Encryption
Integrity
Digital signature

oo w >

Authentication

Correct Answer: A

QUESTION 793
Public key cryptography provides integrity verification through the use of public key signature
and?

Secure hashes
Zero knowledge
Private key signature
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Session key

Correct Answer: A
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QUESTION 794
Electronic signatures can prevent messages from being:

A. Erased

B. Disclosed
C. Repudiated
D. Forwarded

Correct Answer: C

QUESTION 795
Why do vendors publish MD5 hash values when they provide software patches for their
customers to download from the Internet?

Recipients can verify the software's integrity after downloading.
B. Recipients can confirm the authenticity of the site from which they are downloading the
patch.
C. Recipients can request future updates to the software by using the assigned hash value.
D. Recipients need the hash value to successfully activate the new software.

Correct Answer: A

QUESTION 796

What attribute is included in a X.509-certificate?
Distinguished name of subject

Telephone number of the department
secret key of the issuing CA
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the key pair of the certificate holder

Correct Answer: A

QUESTION 797
What is used to bind a document to its creation at a particular time?

Network Time Protocol (NTP)
Digital Signature

Digital Timestamp
Certification Authority (CA)
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Correct Answer: C
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QUESTION 798
What attribute is included in an X-509-certificate?

Distinguished name of the subject.
Telephone number of the department.
Secret key of the issuing CA.
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The key pair of the certificate holder.

Correct Answer: A

QUESTION 799
Which of the following standards concerns digital certificates?

A. X.400
B. X.25
C. X.509
D. X.75

Correct Answer: C

QUESTION 800
What level of assurance for a digital certificate only requires an e-mail address?

A. LevelO
B. Levell
C. Level?2
D. Level3

Correct Answer: B

QUESTION 801
The "revocation request grace period" is defined as:

A. The period for to the user within he must make a revocation request upon a revocation
reason.

B. Minimum response time for performing a revocation by the CA
Maximum response time for performing a revocation by the CA

D. Time period between the arrival of a revocation reason and the publication of the revocation
information.

Correct Answer: C
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