Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

QUESTION 668
The MAIN reason for developing closed-circuit television (CCTV) as part of your physical security
program is to

Provide hard evidence for criminal prosecution.
Apprehend criminals.
Deter criminal activity.

oo w >

Increase guard visibility.

Correct Answer: D

QUESTION 669

Closed circuit TV is a feature of:

Detective Physical Controls

Corrective Physical Controls
Corrective Logical Controls

oo w >

Logical Physical Controls

Correct Answer: A

QUESTION 670

Motion detector is a feature of:

Corrective Logical Controls.

Logical Physical Controls.
Corrective Physical Controls.

oo w >

Detective Physical Controls.

Correct Answer: D

QUESTION 671

Which of the following is a physical control?

Monitoring of system activity.

Environmental controls.
Identification and authentication methods.

oo w >

Logical access control mechanisms.

Correct Answer: B
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QUESTION 672
Which of the following is a detective control?

Segregation of duties
Back-up procedures
Audit trails

oo w >

Physical access control

Correct Answer: C

QUESTION 673
The basic Electronic Access Control (EAC) components required for access doors are an
electromagnetic lock

A credential reader, and a door closed sensor.
A card reader, and a door open sensor.
A biometric reader, and a door open sensor.

oo w >

A card reader, and door motion detector.

Correct Answer: A

QUESTION 674
Which of the following control pairing places emphasis on "soft" mechanisms that support the
access control objectives?

Preventive/Technical Pairing
Preventive/Administrative Pairing
Preventive/Physical Pairing

oo w >

Detective/Administrative Pairing

Correct Answer: B

QUESTION 675
Controls like guards and general steps to maintain building security, securing of server rooms or
laptops, the protection of cables, and the backing up of files are some of the examples of:

Administrative controls
Logical controls
Technical controls

oo w >

Physical controls
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Correct Answer: D

QUESTION 676
Which of the following is NOT a type of motion detector?

photoelectric sensor
wave pattern
capacitance

oo w >

audio detector

Correct Answer: D

QUESTION 677
Which of the following measures would be the BEST deterrent to the theft of corporate

information from a laptop which was left in a hotel room?

Store all data on disks and lock them in an in-room safe.

B. Remove the batteries and power supply from the laptop and store them separately from the
computer.

C. Install a cable lock on the laptop when it is unattended.

D. Encrypt the data on the hard drive.

Correct Answer: D

QUESTION 678
Guards are appropriate whenever the function required by the security program involves which

of the following?

The use of discriminating judgment.
The use of physical force.
The operation of access control devices.

oo w >

The need to detect unauthorized access.

Correct Answer: A

QUESTION 679
Which of the following floors would be most appropriate to locate information processing
facilities in a 6-stories building?

A. Basement
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B. Ground floor
C. Third floor
D. Sixth floor

Correct Answer: C

QUESTION 680
Which of the following risk will most likely affect confidentiality, integrity and availability?

Physical damage

Unauthorized disclosure of information
Loss of control over system

Physical theft

oo w >

Correct Answer: D

QUESTION 681
Which is the last line of defense in a physical security sense?

people
interior barriers
exterior barriers

oo w >

perimeter barriers

Correct Answer: A

QUESTION 682

The recording of events with a closed-circuit TV camera is considered a:
Preventative control

Detective control

Compensating control

oo w >

Corrective Control

Correct Answer: B

QUESTION 683

Sensor is:

A. Logical, Physical
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B. Corrective, Logical
C. Detective, Physical
D. Corrective, Physical

Correct Answer: C

QUESTION 684
What fencing height is likely to stop a determined intruder?

3’ to 4’ high
6’ to 7’ high
8’ high and above with strands of barbed wire

oo w >

No fence can stop a determined intruder

Correct Answer: C

QUESTION 685

A controlled light fixture mounted on a 5-meter pole can illuminate an area 30 meter in diameter.

For security lighting purposes, what would be the proper distance between fixtures?

A. 25 meters
B. 30 meters
C. 35 meters
D. 40 meters

Correct Answer: A

QUESTION 686
Critical areas should be lighted:

Eight feet high and two feet out.
Eight feet high and four feet out.
Ten feet high and four feet out.

oo w >

Ten feet high and six feet out.

Correct Answer: A
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