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QUESTION 649 
Which of the following is NOT a type of access control? 
 
A. Intrusive 
B. Deterrent 
C. Detective 
D. Preventive 
 
Correct Answer: A 
 
 
QUESTION 650 
As a type of access control, which of the following asks for avoiding occurrence? 
 
A. Preventive 
B. Deterrent 
C. Intrusive 
D. Detective 
 
Correct Answer: A 
 
 
QUESTION 651 
As a type of access control, which of the following asks for identifying occurrences? 
 
A. Deterrent 
B. Preventive 
C. Detective 
D. Intrusive 
 
Correct Answer: C 
 
 
QUESTION 652 
As a type of access control, which of the following asks for discouraging occurrence? 
 
A. Detective 
B. Intrusive 
C. Deterrent 
D. Preventive 
 
Correct Answer: C 
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QUESTION 653 
As a type of access control, which of the following asks for restoring controls? 
 
A. Deterrent 
B. Intrusive 
C. Corrective 
D. Preventive 
 
Correct Answer: C 
 
 
QUESTION 654 
What type of access control focuses on restoring resources? 
 
A. Recovery 
B. Preventive 
C. Intrusive 
D. Corrective 
 
Correct Answer: A 
 
 
QUESTION 655 
Access control is the collection of mechanisms that permits managers of a system to exercise 
influence over the use of: 
 
A. A man guard 
B. An IS system 
C. A threshold 
D. A Trap 
 
Correct Answer: B 
 
 
QUESTION 656 
What fencing height is likely to stop a determined intruder? 
 
A. 3’ to 4’ high 
B. 6’ to 7’ high 
C. 8’ high and above with strands of barbed wire 
D. No fence can stop a determined intruder 
 
Correct Answer: C 
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QUESTION 657 
Lock picking is classified under which one of the following lock mechanism attacks? 
 
A. Illicit key 
B. Circumvention 
C. Manipulation 
D. Shimming 
 
Correct Answer: C 
 
 
QUESTION 658 
The Physical Security domain addresses three areas that can be utilized to physically protect an 
enterprise’s resources and sensitive information. Which of the following is not one of these 
areas? 
 
A. Threats 
B. Countermeasures 
C. Vulnerabilities 
D. Risks 
 
Correct Answer: B 
 
 
QUESTION 659 
Which issue when selecting a facility site deals with the surrounding terrain, building markings  
and signs, and high or low population in the area? 
 
A. surrounding area and external entities 
B. natural disasters 
C. accessibility 
D. visibility 
 
Correct Answer: D 
 
 
QUESTION 660 
Which of the following is not a physical control for physical security? 
 
A. lighting 
B. fences 
C. training 
D. facility construction materials 
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Correct Answer: C 
 
 
QUESTION 661 
The main risks that physical security components combat are all of the following EXCEPT: 
 
A. SYN flood 
B. physical damage 
C. theft 
D. availability 
 
Correct Answer: A 
 
 
QUESTION 662 
What mechanism automatically causes an alarm originating in a data center to be transmitted 
over the local municipal fire or police alarm circuits for relaying to both the local police/fire 
station and the appropriate headquarters? 
 
A. Central station alarm 
B. Proprietary alarm 
C. A remote station alarm 
D. An auxiliary station alarm 
 
Correct Answer: D 
 
 
QUESTION 663 
Examples of types of physical access controls include all except which of the following? 
 
A. badges 
B. locks 
C. guards 
D. passwords 
 
Correct Answer: D 
 
 
QUESTION 664 
Which of the following is the most costly countermeasures to reducing physical security risks? 
 
A. procedural controls 
B. hardware devices 
C. electronic systems 
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D. personnel 
 
Correct Answer: D 
 
 
QUESTION 665 
Which of the following protection devices is used for spot protection within a few inches of the 
object, rather than for overall room security monitoring? 
 
A. Wave pattern motion detectors 
B. Capacitance detectors 
C. Field-powered devices 
D. Audio detectors 
 
Correct Answer: B 
 
 
QUESTION 666 
Which of the following questions is less likely to help in assessing physical access controls? 
 
A. Does management regularly review the list of persons with physical access to sensitive 

facilities? 
B. Is the operating system configured to prevent circumvention of the security software and 

application controls? 
C. Are keys or other access devices needed to enter the computer room and media library? 
D. Are visitors to sensitive areas signed in and escorted? 
 
Correct Answer: B 
 
 
QUESTION 667 
The concentric circle approach is used to 
 
A. Evaluate environmental threats. 
B. Assess the physical security facility. 
C. Assess the communications network security. 
D. Develop a personnel security program. 
 
Correct Answer: B 
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