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Correct Answer: B 
 
 
QUESTION 630 
Technical controls such as encryption and access control can be built into the operating system, 
be software applications, or can be supplemental hardware/software units. Such controls, also 
known as logical controls, represent which pairing? 
 
A. Preventive/Administrative Pairing 
B. Preventive/Technical Pairing 
C. Preventive/Physical Pairing 
D. Detective/Technical Pairing 
 
Correct Answer: B 
 
 
QUESTION 631 
Which one of the following can be identified when exceptions occur using operations security 
detective controls? 
 
A. Unauthorized people seeing confidential reports. 
B. Unauthorized people destroying confidential reports. 
C. Authorized operations people performing unauthorized functions. 
D. Authorized operations people not responding to important console messages. 
 
Correct Answer: C 
 
 
QUESTION 632 
Which of the following is not an example of an operation control? 
 
A. backup and recovery 
B. audit trails 
C. contingency planning 
D. operations procedures 
 
Correct Answer: C 
 
 
QUESTION 633 
Which of the following is not an example of an operational control? 
 
A. backup and recovery 
B. audit trails 
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C. contingency planning 
D. operations procedures 
 
Correct Answer: B 
 
 
QUESTION 634 
Access control allows you to exercise directing influence over which of the following aspects of a 
system? 
 
A. Behavior, user, and content provider. 
B. Behavior, use, and content. 
C. User logs and content. 
D. None of the choices. 
 
Correct Answer: B 
 
 
QUESTION 635 
____________ is the means by which the ability to do something with a computer resource is 
explicitly enabled or restricted. 
 
A. Access control 
B. Type of access 
C. System resource 
D. Work permit 
 
Correct Answer: A 
 
 
QUESTION 636 
The ability to do something with a computer resource can be explicitly enabled or restricted 
through: 
 
A. Physical and system-based controls. 
B. Theoretical and system-based controls. 
C. Mental and system-based controls. 
D. Physical and trap-based controls. 
 
Correct Answer: A 
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QUESTION 637 
The main categories of access control do NOT include: 
 
A. Administrative Access Control 
B. Logical Access Control 
C. Random Access Control 
D. Physical Access Control 
 
Correct Answer: C 
 
 
QUESTION 638 
You have very strict Physical Access controls. At the same time you have loose Logical Access 
Controls. What is true about this setting? 
 
A. None of the choices. 
B. It can 100% secure your environment. 
C. It may secure your environment. 
D. It may not secure your environment. 
 
Correct Answer: D 
 
 
QUESTION 639 
Which of the following is not a detective technical control? 
 
A. Intrusion detection system 
B. Violation reports 
C. Honeypot 
D. None of the choices 
 
Correct Answer: D 
 
 
QUESTION 640 
A business continuity plan is an example of which of the following? 
 
A. Corrective Control 
B. Detective Control 
C. Preventive Control 
D. Compensating Control 
 
Correct Answer: A 
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QUESTION 641 
________ Technical Controls warn of technical Access Control violations. 
 
A. Elusive 
B. Descriptive 
C. Corrective 
D. Detective 
 
Correct Answer: D 
 
 
QUESTION 642 
A two factor authentication method is considered a: 
 
A. Technical control 
B. Patching control 
C. Corrective control 
D. Systematic control 
 
Correct Answer: A 
 
 
QUESTION 643 
Which of the following are NOT considered technical controls? 
 
A. Access Control software 
B. Man trap 
C. Passwords 
D. Antivirus Software 
 
Correct Answer: B 
 
 
QUESTION 644 
___________________ are the technical ways of restricting who or what can access system 
resources. 
 
A. Preventive Manual Controls 
B. Detective Technical Controls 
C. Preventive Circuit Controls 
D. Preventive Technical Controls 
 
Correct Answer: D 
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QUESTION 645 
Which of the following is not a form of detective administrative control? 
 
A. Rotation of duties 
B. Required vacations 
C. Separation of duties 
D. Security reviews and audits 
 
Correct Answer: C 
 
 
QUESTION 646 
Preventive Technical Controls are usually built: 
 
A. By using MD5. 
B. Into an operating system. 
C. By security officer. 
D. By security administrator. 
 
Correct Answer: B 
 
 
QUESTION 647 
Preventive Technical Controls cannot: 
 
A. Protect the OS from unauthorized modification. 
B. Protect confidential information from being disclosed to unauthorized persons. 
C. Protect the OS from unauthorized manipulation. 
D. Protect users from being monitored. 
 
Correct Answer: D 
 
 
QUESTION 648 
How do Preventive Technical Controls protect system integrity and availability? 
 
A. By limiting the number of threads only. 
B. By limiting the number of system variables. 
C. By limiting the number of function calls only. 
D. By limiting the number of users and/or processes. 
 
Correct Answer: D 
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