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QUESTION 591 
Which of the following is required in order to provide accountability? 
 
A. Authentication 
B. Integrity 
C. Confidentiality 
D. Audit trails 
 
Correct Answer: A 
 
 
QUESTION 592 
The principle of accountability is a principle by which specific action can be traced back to: 
 
A. A policy 
B. An individual 
C. A group 
D. A manager 
 
Correct Answer: B 
 
 
QUESTION 593 
The principle of _________ is a principle by which specific action can be traced back to anyone of 
your users. 
 
A. Security 
B. Integrity 
C. Accountability 
D. Policy 
 
Correct Answer: C 
 
 
QUESTION 594 
According to the principle of accountability, what action should be traceable to a specific user? 
 
A. Material 
B. Intangible 
C. Tangible 
D. Significant 
 
Correct Answer: D 
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QUESTION 595 
Which of the following best ensures accountability of users for actions taken within a system or 
domain? 
 
A. Identification 
B. Authentication 
C. Authorization 
D. Credentials 
 
Correct Answer: A 
 
 
QUESTION 596 
Individual accountability does not include which of the following? 
 
A. unique identifiers 
B. policies & procedures 
C. access rules 
D. audit trails 
 
Correct Answer: B 
 
 
QUESTION 597 
Controls provide accountability for individuals who are accessing sensitive information. This 
accountability is accomplished: 
 
A. through access control mechanisms that require identification and authentication and  

through the audit function 
B. through logical or technical controls involving the restriction of access to systems and the  

protection of information 
C. through logical or technical controls but not involving the restriction of access to systems and  

the protection of information 
D. through access control mechanisms that do not require identification and authentication and  

do not operate through the audit function 
 
Correct Answer: A 
 
 
QUESTION 598 
What types of computer attacks are most commonly reported by IDSs? 
 
A. System penetration 
B. Denial of service 
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C. System scanning 
D. All of the choices 
 
Correct Answer: D 
 
 
QUESTION 599 
Operation security requires the implementation of physical security to control which of the 
following? 
 
A. unauthorized personnel access 
B. incoming hardware 
C. contingency conditions 
D. evacuation procedures 
 
Correct Answer: A 
 
 
QUESTION 600 
Configuration Management is a requirement for the following level(s)? 
 
A. B3 and A1 
B. B1, B2 and B3 
C. A1 
D. B2, B3, and A1 
 
Correct Answer: D 
 
 
QUESTION 601 
Which of the following is not concerned with configuration management? 
 
A. Hardware 
B. Software 
C. Documentation 
D. They all are concerned with configuration management 
 
Correct Answer: D 
 
 
QUESTION 602 
Configuration Management controls what? 
 
A. Auditing of changes to the Trusted Computing Base. 
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B. Control of changes to the Trusted Computing Base. 
C. Changes in the configuration access to the Trusted Computing Base. 
D. Auditing and controlling any changes to the Trusted Computing Base. 
 
Correct Answer: D 
 
 
QUESTION 603 
In addition to ensuring that changes to the computer system take place in an identifiable and 
controlled environment, configuration management provides assurance that future changes: 
 
A. The application software cannot bypass system security features. 
B. Do not adversely affect implementation of the security policy. 
C. The operating system is always subjected to independent validation and verification. 
D. In technical documentation maintain an accurate description of the Trusted Computer Base. 
 
Correct Answer: B 
 
 
QUESTION 604 
Which set of principal tasks constitutes configuration management? 
 
A. Program management, system engineering, and quality assurance. 
B. Requirements verification, design, and system integration and testing. 
C. Independent validation and verification of the initial and subsequent baseline. 
D. Identification, control, status accounting, and auditing of changes. 
 
Correct Answer: D 
 
 
QUESTION 605 
If the computer system being used contains confidential information, users must not: 
 
A. Leave their computer without first logging off. 
B. Share their desks. 
C. Encrypt their passwords. 
D. Communicate. 
 
Correct Answer: A 
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QUESTION 606 
Separation of duties is valuable in deterring: 
 
A. DoS 
B. external intruder 
C. fraud 
D. trojan house 
 
Correct Answer: C 
 
 
QUESTION 607 
What principle requires that for particular sets of transactions, no single individual be allowed to 
execute all transactions within the set? 
 
A. Use of rights 
B. Balance of power 
C. Separation of duties 
D. Fair use 
 
Correct Answer: C 
 
 
QUESTION 608 
Separation of duty can be: 
 
A. Dynamic only 
B. Encrypted 
C. Static only 
D. Static or dynamic 
 
Correct Answer: D 
 
 
QUESTION 609 
What is the company benefit, in terms of risk, for people taking a vacation of a specified 
minimum length? 
 
A. Reduces stress levels, thereby lowering insurance claims. 
B. Improves morale, thereby decreasing errors. 
C. Increases potential for discovering frauds. 
D. Reduces dependence on critical individuals. 
 
Correct Answer: C 
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