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QUESTION 477 
A periodic review of user account management should not determine: 
 
A. Conformity with the concept of least privilege. 
B. Whether active accounts are still being used. 
C. Strength of user-chosen passwords. 
D. Whether management authorizations are up-to-date. 
 
Correct Answer: C 
 
 
QUESTION 478 
Which of the following functions is less likely to be performed by a typical security administrator? 
 
A. Setting user clearances and initial passwords. 
B. Adding and removing system users. 
C. Setting or changing file sensitivity labels. 
D. Reviewing audit data. 
 
Correct Answer: B 
 
 
QUESTION 479 
Who is responsible for setting user clearances to computer-based information? 
 
A. Security administrators 
B. Operators 
C. Data owners 
D. Data custodians 
 
Correct Answer: A 
 
 
QUESTION 480 
Who is the individual permitted to add users or install trusted programs? 
 
A. Database Administrator 
B. Computer Manager 
C. Security Administrator 
D. Operations Manager 
 
Correct Answer: D 
 
 

http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html


Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

CISSP Exam Dumps   CISSP PDF Dumps   CISSP VCE Dumps   CISSP Q&As 

https://www.ensurepass.com/CISSP.html

QUESTION 481 
In Unix, which file is required for you to set up an environment such that every user on the other 
host is a trusted user that can log into this host without authentication? 
 
A. /etc/shadow 
B. /etc/host.equiv 
C. /etc/passwd 
D. None of the choices 
 
Correct Answer: B 
 
 
QUESTION 482 
For what reason would a network administrator leverage promiscuous mode? 
 
A. To screen out all network errors that affect network statistical information. 
B. To monitor the network to gain a complete statistical picture of activity. 
C. To monitor only unauthorized activity and use. 
D. To capture only unauthorized internal/external use. 
 
Correct Answer: B 
 
 
QUESTION 483 
Which of the following questions is less likely to help in assessing controls over hardware and 
software maintenance? 
 
A. Is access to all program libraries restricted and controlled? 
B. Are integrity verification programs used by applications to look for evidences of data  

tampering, errors, and omissions? 
C. Is there version control? 
D. Are system components tested, documented, and approved prior to promotion to  

production? 
 
Correct Answer: B 
 
 
QUESTION 484 
Which of the following correctly describe “good” security practice? 
 
A. Accounts should be monitored regularly. 
B. You should have a procedure in place to verify password strength. 
C. You should ensure that there are no accounts without passwords. 
D. All of the choices. 
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Correct Answer: D 
 
 
QUESTION 485 
Access to the _________ account on a Unix server must be limited to only the system 
administrators that must absolutely have this level of access. 
 
A. Superuser of inetd. 
B. Manager or root. 
C. Fsf or root 
D. Superuser or root. 
 
Correct Answer: D 
 
 
QUESTION 486 
Which of the following files should the security administrator be restricted to READ only access? 
 
A. Security parameters 
B. User passwords 
C. User profiles 
D. System log 
 
Correct Answer: D 
 
 
QUESTION 487 
Root login should only be allowed via: 
 
A. Rsh 
B. System console 
C. Remote program 
D. VNC 
 
Correct Answer: B 
 
 
QUESTION 488 
What does "System Integrity" mean? 
 
A. The software of the system has been implemented as designed. 
B. Users can't tamper with processes they do not own. 
C. Hardware and firmware have undergone periodic testing to verify that they are functioning  

properly. 
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D. Design specifications have been verified against the formal top-level specification. 
 
Correct Answer: C 
 
 
QUESTION 489 
Operations Security seeks to primarily protect against which of the following? 
 
A. object reuse 
B. facility disaster 
C. compromising emanations 
D. asset threats 
 
Correct Answer: D 
 
 
QUESTION 490 
In order to avoid mishandling of media or information, you should consider using: 
 
A. Labeling 
B. Token 
C. Ticket 
D. SLL 
 
Correct Answer: A 
 
 
QUESTION 491 
In order to avoid mishandling of media or information, which of the following should be labeled? 
 
A. All of the choices. 
B. Printed copies 
C. Tape 
D. Floppy disks 
 
Correct Answer: A 
 
 
QUESTION 492 
Compact Disc (CD) optical media types is used more often for: 
 
A. very small data sets 
B. very small files data sets 
C. larger data sets 
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D. very aggregated data sets 
 
Correct Answer: A 
 
 
QUESTION 493 
At which temperature does damage start occurring to magnetic media? 
 
A. 100 degrees 
B. 125 degrees 
C. 150 degrees 
D. 175 degrees 
 
Correct Answer: A 
 
 
QUESTION 494 
Which of the following statements pertaining to air conditioning for an information processing 
facility is correct? 
 
A. The AC units must be controllable from outside the area. 
B. The AC units must keep negative pressure in the room so that smoke and other gases are 

forced out of the room. 
C. The AC units must be on the same power source as the equipment in the room to allow for 

easier shutdown. 
D. The AC units must be dedicated to the information processing facilities. 
 
Correct Answer: D 
 
 
QUESTION 495 
Removing unnecessary processes, segregating inter-process communications, and reducing 
executing privileges to increase system security is commonly called 
 
A. Hardening 
B. Segmenting 
C. Aggregating 
D. Kerneling 
 
Correct Answer: A 
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