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QUESTION 401 
With __________, access decisions are based on the roles that individual users have as part of an 
organization. 
 
A. Server based access control. 
B. Rule based access control. 
C. Role based access control. 
D. Token based access control. 
 
Correct Answer: C 
 
 
QUESTION 402 
Under Role based access control, access rights are grouped by: 
 
A. Policy name 
B. Rules 
C. Role name 
D. Sensitivity label 
 
Correct Answer: C 
 
 
QUESTION 403 
Which of the following will you consider as a “role” under a role based access control system? 
 
A. Bank rules 
B. Bank computer 
C. Bank teller 
D. Bank network 
 
Correct Answer: C 
 
 
QUESTION 404 
Role based access control is attracting increasing attention particularly for what applications? 
 
A. Scientific 
B. Commercial 
C. Security 
D. Technical 
 
Correct Answer: B 
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QUESTION 405 
What is one advantage of deploying Role based access control in large networked applications? 
 
A. Higher security 
B. Higher bandwidth 
C. User friendliness 
D. Lower cost 
 
Correct Answer: D 
 
 
QUESTION 406 
DAC and MAC policies can be effectively replaced by: 
 
A. Rule based access control. 
B. Role based access control. 
C. Server based access control. 
D. Token based access control. 
 
Correct Answer: B 
 
 
QUESTION 407 
Which of the following correctly describe Role based access control? 
 
A. It allows you to specify and enforce enterprise-specific security policies in a way that maps to 

your user profile groups. 
B. It allows you to specify and enforce enterprise-specific security policies in a way that maps to 

your organizations structure. 
C. It allows you to specify and enforce enterprise-specific security policies in a way that maps to 

your ticketing system. 
D. It allows you to specify and enforce enterprise-specific security policies in a way that maps to 

your ACL. 
 
Correct Answer: B 
 
 
QUESTION 408 
Which of the following RFC talks about Rule Based Security Policy? 
 
A. 1316 
B. 1989 
C. 2717 
D. 2828 
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Correct Answer: D 
 
 
QUESTION 409 
With Rule Based Security Policy, a security policy is based on: 
 
A. Global rules imposed for all users. 
B. Local rules imposed for some users. 
C. Global rules imposed for no body. 
D. Global rules imposed for only the local users. 
 
Correct Answer: A 
 
 
QUESTION 410 
With Rule Based Security Policy, global rules usually rely on comparison of the _______ of the 
resource being accessed. 
 
A. A group of users. 
B. Users 
C. Sensitivity 
D. Entities 
 
Correct Answer: C 
 
 
QUESTION 411 
Which of the following is a facial feature identification product that can employ artificial 
intelligence and can require the system to learn from experience? 
 
A. All of the choices. 
B. Digital nervous system. 
C. Neural networking 
D. DSV 
 
Correct Answer: C 
 
 
QUESTION 412 
Which option is NOT a benefit derived from the use of neural networks? 
 
A. Linearity 
B. Input-Output Mapping 
C. Adaptivity 
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D. Fault Tolerance 
 
Correct Answer: D 
 
 
QUESTION 413 
Which of the following is a characteristic of a decision support system (DSS)? 
 
A. DSS is aimed at solving highly structured problems. 
B. DSS emphasizes flexibility in the decision making approach of users. 
C. DSS supports only structured decision-making tasks. 
D. DSS combines the use of models with non-traditional data access and retrieval functions. 
 
Correct Answer: B 
 
 
QUESTION 414 
Which of the following is a communication mechanism that enables direct conversation between 
two applications? 
 
A. DDE 
B. OLE 
C. ODBC 
D. DCOM 
 
Correct Answer: A 
 
 
QUESTION 415 
Which expert system operating mode allows determining if a given hypothesis is valid? 
 
A. Vertical chaining 
B. Lateral chaining 
C. Forward chaining 
D. Backward chaining 
 
Correct Answer: D 
 
 
QUESTION 416 
Which one of the following is a security issue related to aggregation in a database? 
 
A. Polyinstantiation 
B. Inference 
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C. Partitioning 
D. Data swapping 
 
Correct Answer: B 
 
 
QUESTION 417 
How is polyinstantiation used to secure a multilevel database? 
 
A. It prevents low-level database users from inferring the existence of higher level data. 
B. It confirms that all constrained data items within the system conform to integrity  

specifications. 
C. It ensures that all mechanism in a system are responsible for enforcing the database security  

policy. 
D. Two operations at the same layer will conflict if they operate on the same data item and at  

least one of them is an update. 
 
Correct Answer: A 
 
 
QUESTION 418 
Which of the following defines the software that maintains and provides access to the database? 
 
A. database management system (DBMS) 
B. relational database management systems (RDBMS) 
C. database identification system (DBIS) 
D. Interface Definition Language system (IDLS) 
 
Correct Answer: A 
 
 
QUESTION 419 
Which of the following is not a responsibility of a database administrator? 
 
A. Maintaining databases 
B. Implementing access rules to databases 
C. Reorganizing databases 
D. Providing access authorization to databases 
 
Correct Answer: D 
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