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QUESTION 341 
What is called an automated means of identifying or authenticating the identity of a living person 
based on physiological or behavioral characteristics? 
 
A. Biometrics 
B. Micrometrics 
C. Macrometrics 
D. MicroBiometrics 
 
Correct Answer: A 
 
 
QUESTION 343 
In which situation would TEMPEST risks and technologies be of MOST interest? 
 
A. Where high availability is vital. 
B. Where the consequences of disclose are very high. 
C. Where countermeasures are easy to implement. 
D. Where data base integrity is crucial. 
 
Correct Answer: B 
 
 
QUESTION 344 
Which one of the following addresses the protection of computers and components from 
electromagnetic emissions? 
 
A. TEMPEST 
B. ISO 9000 
C. Hardening 
D. IEEE 802.2 
 
Correct Answer: A 
 
 
QUESTION 345 
Monitoring electromagnetic pulse emanations from PCs and CRTs provides a hacker with that 
significant advantage? 
 
A. Defeat the TEMPEST safeguard 
B. Bypass the system security application. 
C. Gain system information without trespassing 
D. Undetectable active monitoring. 
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Correct Answer: D 
 
 
QUESTION 346 
What name is given to the study and control of signal emanations from electrical and 
electromagnetic equipment? 
 
A. EMI 
B. Cross Talk 
C. EMP 
D. TEMPEST 
 
Correct Answer: D 
 
 
QUESTION 347 
TEMPEST addresses 
 
A. The vulnerability of time-dependent transmissions. 
B. Health hazards of electronic equipment. 
C. Signal emanations from electronic equipment. 
D. The protection of data from high energy attacks. 
 
Correct Answer: C 
 
 
QUESTION 348 
Which one of the following is the MOST solid defense against interception of a network 
transmission? 
 
A. Frequency hopping 
B. Optical fiber 
C. Alternate routing 
D. Encryption 
 
Correct Answer: B 
 
 
QUESTION 349 
Which of the following media is MOST resistant to tapping? 
 
A. Microwave 
B. Twisted pair 
C. Coaxial cable 
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D. Fiber optic 
 
Correct Answer: D 
 
 
QUESTION 350 
What type of wiretapping involves injecting something into the communications? 
 
A. Aggressive 
B. Captive 
C. Passive 
D. Active 
 
Correct Answer: D 
 
 
QUESTION 351 
Why would an Ethernet LAN in a bus topology have a greater risk of unauthorized disclosure than 
switched Ethernet in a hub-and-spoke or star topology? 
 
A. IEEE 802.5 protocol for Ethernet cannot support encryption. 
B. Ethernet is a broadcast technology. 
C. Hub and spoke connections are highly multiplexed. 
D. TCP/IP is an insecure protocol. 
 
Correct Answer: B 
 
 
QUESTION 352 
What type of attacks occurs when a smartcard is operating under normal physical conditions, but 
sensitive information is gained by examining the bytes going to and from the smartcard? 
 
A. Physical attacks. 
B. Logical attacks. 
C. Trojan Horse attacks. 
D. Social Engineering attacks. 
 
Correct Answer: B 
 
 
QUESTION 353 
What is an effective countermeasure against Trojan horse attack that targets smart cards? 
 
A. Singe-access device driver architecture. 
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B. Handprint driver architecture. 
C. Fingerprint driver architecture. 
D. All of the choices. 
 
Correct Answer: A 
 
 
QUESTION 354 
Which of the following could illegally capture network user passwords? 
 
A. Data diddling 
B. Sniffing 
C. Spoofing 
D. Smurfing 
 
Correct Answer: B 
 
 
QUESTION 355 
Which of the following statements is incorrect? 
 
A. Since the early days of mankind humans have struggled with the problems of protecting 

assets. 
B. The addition of a PIN keypad to the card reader was a solution to unreported card or lost 

cards problems. 
C. There has never been a problem of lost keys. 
D. Human guard is an inefficient and sometimes ineffective method of protecting resources. 
 
Correct Answer: C 
 
 
QUESTION 356 
A system uses a numeric password with 1-4 digits. How many passwords need to be tried before 
it is cracked? 
 
A. 1024 
B. 10000 
C. 100000 
D. 1000000 
 
Correct Answer: B 
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QUESTION 357 
Which of the following can be used to protect your system against brute force password attack? 
 
A. Decrease the value of password history. 
B. Employees must send in a signed email before obtaining a password. 
C. After three unsuccessful attempts to enter a password, the account will be locked. 
D. Increase the value of password age. 
 
Correct Answer: C 
 
 
QUESTION 358 
Which of the following is an effective measure against a certain type of brute force password 
attack? 
 
A. Password used must not be a word found in a dictionary. 
B. Password history is used. 
C. Password reuse is not allowed. 
D. None of the choices. 
 
Correct Answer: A 
 
 
QUESTION 359 
Which type of attack will most likely provide an attacker with multiple passwords to authenticate 
to a system? 
 
A. Password sniffing 
B. Dictionary attack 
C. Dumpster diving 
D. Social engineering 
 
Correct Answer: A 
 
 
QUESTION 360 
Which of the following are measures against password sniffing? 
 
A. Passwords must not be sent through email in plain text. 
B. Passwords must not be stored in plain text on any electronic media. 
C. You may store passwords electronically if it is encrypted. 
D. All of the choices. 
 
Correct Answer: D 
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