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QUESTION 322
What should you do immediately if the root password is compromised?

Change the root password.
Change all passwords.
Increase the value of password age.

oo w >

Decrease the value of password history.

Correct Answer: B

QUESTION 323
Which of the following is the most secure way to distribute password?

Employees must send in an email before obtaining a password.

B. Employees must show up in person and present proper identification before obtaining a
password.

C. Employees must send in a signed email before obtaining a password.

D. None of the choices.

Correct Answer: B

QUESTION 324

Which of the following does not apply to system-generated passwords?

Passwords are harder to remember for users.

If the password-generating algorithm gets to be known, the entire system is in jeopardy.
Passwords are more vulnerable to brute force and dictionary attacks.
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Passwords are harder to guess for attackers.

Correct Answer: C

QUESTION 325
Passwords can be required to change monthly, quarterly, or any other intervals:

A. depending on the criticality of the information needing protection

B. depending on the criticality of the information needing protection and the password’s
frequency of use

C. depending on the password’s frequency of use

D. not depending on the criticality of the information needing protection but depending on the
password’s frequency of use
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Correct Answer: B

QUESTION 326
In SSL/TLS protocol, what kind of authentication is supported?

Peer-to-peer authentication.
Only server authentication (optional).
Server authentication (mandatory) and client authentication (optional).

oo w >

Role based authentication scheme.

Correct Answer: C

QUESTION 327
Which of the following correctly describe the difference between identification and
authentication?

A. Authentication is a means to verify who you are, while identification is what you are
authorized to perform.

B. Identification is a means to verify who you are, while authentication is what you are
authorized to perform.

C. Identification is another name of authentication.

D. Identification is the child process of authentication.

Correct Answer: D

QUESTION 328

Identification establishes:

Authentication

Accountability
Authorization
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None of the choices

Correct Answer: B

QUESTION 329
Identification usually takes the form of:

A. LoginID
B. User password
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C. None of the choices

D. Passphrase

Correct Answer: A

QUESTION 330
What is called the act of a user professing an identity to a system, usually in the form of a log-on
ID?

Authentication
Identification
Integrity
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Confidentiality

Correct Answer: B

QUESTION 331
What is called the verification that the user's claimed identity is valid and is usually implemented

through a user password at log-on time?

Authentication
Identification
Integrity
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Confidentiality

Correct Answer: A

QUESTION 332
Identification and authentication are the keystones of most access control systems. ldentification

establishes:

A. user accountability for the actions on the system

B. top management accountability for the actions on the system

C. EDP department accountability for the actions of users on the system
D. authentication for actions on the system

Correct Answer: A
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QUESTION 333
Which one of the following authentication mechanisms creates a problem for mobile users?

address-based mechanism

A

B. reusable password mechanism
C. one-time password mechanism
D

challenge response mechanism
Correct Answer: A
QUESTION 334

Which of the following centralized access control mechanisms is not appropriate for mobile
workers access the corporate network over analog lines?

A. TACACS
B. Call-back
C. CHAP

D. RADIUS

Correct Answer: B

QUESTION 335
Authentication is typically based upon:

Something you have.
Something you know.
Something you are.

oo w >

All of the choices.

Correct Answer: D

QUESTION 336

A password represents:

Something you have.

Something you know.
All of the choices.
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Something you are.

Correct Answer: B
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QUESTION 337
A smart card represents:

Something you are.
Something you know.
Something you have.

oo w >

All of the choices.

Correct Answer: C

QUESTION 338
Which of the following is the most commonly used check on something you know?

A. One time password
B. Login phrase

C. Retinal

D. Password

Correct Answer: D

QUESTION 339
Retinal scans check for:

Something you are.
Something you have.
Something you know.
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All of the choices.

Correct Answer: A

QUESTION 340
What type of authentication takes advantage of an individual’s unique physical characteristics in

order to authenticate that person’s identity?

Password
Token
Ticket Granting
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Biometric

Correct Answer: D
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