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QUESTION 226 
Covert channel is a communication channel that can be used for: 
 
A. Hardening the system. 
B. Violating the security policy. 
C. Protecting the DMZ. 
D. Strengthening the security policy. 
 
Correct Answer: B 
 
 
QUESTION 227 
What is an indirect way to transmit information with no explicit reading of confidential 
information? 
 
A. Covert channels 
B. Backdoor 
C. Timing channels 
D. Overt channels 
 
Correct Answer: A 
 
 
QUESTION 228 
Which one of the following describes a covert timing channel? 
 
A. Modulated to carry an unintended information signal that can only be detected by special, 

sensitive receivers. 
B. Used by a supervisor to monitor the productivity of a user without their knowledge. 
C. Provides the timing trigger to activate a malicious program disguised as a legitimate function. 
D. Allows one process to signal information to another by modulating its own use of system 

resources. 
 
Correct Answer: D 
 
 
QUESTION 229 
Covert channel analysis is required for 
 
A. Systems processing Top Secret or classified information. 
B. A Trusted Computer Base with a level of trust B2 or above. 
C. A system that can be monitored in a supervisor state. 
D. Systems that use exposed communication links. 
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Correct Answer: B 
 
 
QUESTION 230 
In multi-processing systems, which one of the following lacks mandatory controls and is 
NORMALLY AVOIDED for communication? 
 
A. Storage channels 
B. Covert channels 
C. Timing channels 
D. Object channels 
 
Correct Answer: B 
 
 
QUESTION 231 
What security risk does a covert channel create? 
 
A. A process can signal information to another process. 
B. It bypasses the reference monitor functions. 
C. A user can send data to another user. 
D. Data can be disclosed by inference. 
 
Correct Answer: B 
 
 
QUESTION 232 
What is the essential difference between a self-audit and an independent audit? 
 
A. Tools used 
B. Results 
C. Objectivity 
D. Competence 
 
Correct Answer: C 
 
 
QUESTION 233 
What is called the formal acceptance of the adequacy of a system’s overall security by the 
management? 
 
A. Certification 
B. Acceptance 
C. Accreditation 
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D. Evaluation 
 
Correct Answer: C 
 
 
QUESTION 234 
FIPS-140 is a standard for the security of: 
 
A. Cryptographic service providers 
B. Smartcards 
C. Hardware and software cryptographic modules 
D. Hardware security modules 
 
Correct Answer: C 
 
 
QUESTION 235 
Which of the following will you consider as the MOST secure way of authentication? 
 
A. Biometric 
B. Password 
C. Token 
D. Ticket Granting 
 
Correct Answer: A 
 
 
QUESTION 236 
In biometric identification systems, at the beginning, it was soon apparent that truly positive  
identification could only be based on physical attributes of a person. This raised the necessity of 
answering 2 questions: 
 
A. What was the sex of a person and his age? 
B. What part of the body to be used and how to accomplish identification to be viable? 
C. What was the age of a person and his income level? 
D. What was the tone of the voice of a person and his habits? 
 
Correct Answer: B 
 
 
QUESTION 237 
What is called the percentage of invalid subjects that are falsely accepted? 
 
A. False Rejection Rate (FRR) or Type I Error 

http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html


Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

CISSP Exam Dumps   CISSP PDF Dumps   CISSP VCE Dumps   CISSP Q&As 

https://www.ensurepass.com/CISSP.html

B. False Acceptance Rate (FAR) or Type II Error 
C. Crossover Error Rate (CER) 
D. True Acceptance Rate (TAR) or Type III error 
 
Correct Answer: B 
 
 
QUESTION 238 
Which of the following biometrics devices has the highs Crossover Error Rate (CER)? 
 
A. Iris scan 
B. Hang Geometry 
C. Voice pattern 
D. Fingerprints 
 
Correct Answer: C 
 
 
QUESTION 239 
Which of the following biometric parameters are better suited for authentication use over a long 
period of time? 
 
A. Iris pattern 
B. Voice pattern 
C. Signature dynamics 
D. Retina pattern 
 
Correct Answer: A 
 
 
QUESTION 240 
Which one of the following is the MOST critical characteristic of a biometrics system? 
 
A. Acceptability 
B. Accuracy 
C. Throughput 
D. Reliability 
 
Correct Answer: B 
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QUESTION 241 
Which of the following biometric devices has the lowest user acceptance level? 
 
A. Voice recognition 
B. Fingerprint scan 
C. Hand geometry 
D. Signature recognition 
 
Correct Answer: B 
 
 
QUESTION 242 
Biometric performance is most commonly measured in terms of: 
 
A. FRR and FAR 
B. FAC and ERR 
C. IER and FAR 
D. FRR and GIC 
 
Correct Answer: A 
 
 
QUESTION 243 
What is the most critical characteristic of a biometric identifying system? 
 
A. Perceived intrusiveness 
B. Storage requirements 
C. Accuracy 
D. Reliability 
 
Correct Answer: C 
 
 
QUESTION 244 
Which of the following biometric characteristics cannot be used to uniquely authenticate an 
individual's identity? 
 
A. Retina scans 
B. Iris scans 
C. Palm scans 
D. Skin scans 
 
Correct Answer: D 
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