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Correct Answer: A 
 
 
QUESTION 188 
Which of the following is a type of mandatory access control? 
 
A. Rule-based access control 
B. Role-based access control 
C. User-directed access control 
D. Lattice-based access control 
 
Correct Answer: A 
 
 
QUESTION 189 
A central authority determines what subjects can have access to certain objects based on the 
organizational security policy is called: 
 
A. Mandatory Access Control 
B. Discretionary Access Control 
C. Non-Discretionary Access Control 
D. Rule-based Access Control 
 
Correct Answer: C 
 
 
QUESTION 190 
What can be defined as a table of subjects and objects indicating what actions individual subjects 
can take upon individual objects? 
 
A. A capacity table 
B. An access control list 
C. An access control matrix 
D. A capability table 
 
Correct Answer: C 
 
 
QUESTION 191 
What access control methodology facilitates frequent changes to data permissions? 
 
A. Rule-based 
B. List-based 
C. Role-based 
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D. Ticket-based 
 
Correct Answer: A 
 
 
QUESTION 192 
Which of the following is a means of restricting access to objects based on the identity of the 
subject to which they belong? 
 
A. Mandatory access control 
B. Group access control 
C. Discretionary access control 
D. User access control 
 
Correct Answer: C 
 
 
QUESTION 193 
What is the method of coordinating access to resources based on the listening of permitted IP 
addresses? 
 
A. MAC 
B. ACL 
C. DAC 
D. None of the choices 
 
Correct Answer: B 
 
 
QUESTION 194 
What control is based on a specific profile for each user? 
 
A. Lattice based access control. 
B. Directory based access control. 
C. Rule based access control. 
D. ID based access control. 
 
Correct Answer: D 
 
 
QUESTION 195 
In a very large environment, which of the following is an administrative burden? 
 
A. Rule based access control. 
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B. Directory based access control. 
C. Lattice based access control 
D. ID bases access control 
 
Correct Answer: D 
 
 
QUESTION 196 
Which of the following is a feature of the Rule based access control? 
 
A. The use of profile. 
B. The use of information flow label. 
C. The use of data flow diagram. 
D. The use of token. 
 
Correct Answer: A 
 
 
QUESTION 197 
What is an access control model? 
 
A. A formal description of access control ID specification. 
B. A formal description of security policy. 
C. A formal description of a sensibility label. 
D. None of the choices. 
 
Correct Answer: B 
 
 
QUESTION 198 
Which of the following is true about MAC? 
 
A. It is more flexible than DAC. 
B. It is more secure than DAC. 
C. It is less secure than DAC. 
D. It is more scalable than DAC. 
 
Correct Answer: B 
 
 
QUESTION 199 
Which of the following is true regarding a secure access model? 
 
A. Secure information cannot flow to a more secure user. 
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B. Secure information cannot flow to a less secure user. 
C. Secure information can flow to a less secure user. 
D. None of the choices. 
 
Correct Answer: B 
 
 
QUESTION 200 
In the Information Flow Model, what acts as a type of dependency? 
 
A. State 
B. Successive points 
C. Transformation 
D. Flow 
 
Correct Answer: D 
 
 
QUESTION 201 
A firewall can be classified as a: 
 
A. Directory based access control. 
B. Rule based access control. 
C. Lattice based access control. 
D. ID based access control. 
 
Correct Answer: B 
 
 
QUESTION 202 
Which of the following are the two most well-known access control models? 
 
A. Lattice and Biba 
B. Bell LaPadula and Biba 
C. Bell LaPadula and Chinese war 
D. Bell LaPadula and Info Flow 
 
Correct Answer: B 
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QUESTION 203 
What security model implies a central authority that determines what subjects can have access 
to what objects? 
 
A. Centralized access control 
B. Discretionary access control 
C. Mandatory access control 
D. Non-discretionary access control 
 
Correct Answer: D 
 
 
QUESTION 204 
Which of the following is best known for capturing security requirements of commercial 
applications? 
 
A. Lattice 
B. Biba 
C. Bell LaPadula 
D. Clark and Wilson 
 
Correct Answer: D 
 
 
QUESTION 205 
Which of the following is a straightforward approach that provides access rights to subjects for 
objects? 
 
A. Access Matrix model 
B. Take-Grant Model 
C. Bell-LaPadula Model 
D. Biba Model 
 
Correct Answer: A 
 
 
QUESTION 206 
What is called the type of access control where there are pairs of elements that have the least 
upper bound of values and greatest lower bound of values? 
 
A. Mandatory model 
B. Discretionary model 
C. Lattice model 
D. Rule model 
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