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QUESTION 74 
The purpose of information classification is to 
 
A. Assign access controls. 
B. Apply different protective measures. 
C. Define the parameters required for security labels. 
D. Ensure separation of duties. 
 
Correct Answer: B 
 
 
QUESTION 75 
Who should determine the appropriate access control of information? 
 
A. Owner 
B. User 
C. Administrator 
D. Server 
 
Correct Answer: A 
 
 
QUESTION 76 
What is the main responsibility of the information owner? 
 
A. making the determination to decide what level of classification the information requires 
B. running regular backups 
C. audit the users when they require access to the information 
D. periodically checking the validity and accuracy for all data in the information system 
 
Correct Answer: A 
 
 
QUESTION 77 
What process determines who is trusted for a given purpose? 
 
A. Identification 
B. Authorization 
C. Authentication 
D. Accounting 
 
Correct Answer: B 
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QUESTION 78 
The intent of least privilege is to enforce the most restrictive user rights required 
 
A. To execute system processes. 
B. By their job description. 
C. To execute authorized tasks. 
D. By their security role. 
 
Correct Answer: C 
 
 
QUESTION 79 
What principle requires that a user be given no more privilege then necessary to perform a job? 
 
A. Principle of aggregate privilege. 
B. Principle of most privilege. 
C. Principle of effective privilege. 
D. Principle of least privilege. 
 
Correct Answer: D 
 
 
QUESTION 80 
To ensure least privilege requires that __________ is identified. 
 
A. what the users privilege owns 
B. what the users job is 
C. what the users cost is 
D. what the users group is 
 
Correct Answer: B 
 
 
QUESTION 81 
The concept of least privilege currently exists within the context of: 
 
A. ISO 
B. TCSEC 
C. OSI 
D. IEFT 
 
Correct Answer: B 
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QUESTION 82 
Which of the following rules is less likely to support the concept of least privilege? 
 
A. The number of administrative accounts should be kept to a minimum 
B. Administrators should use regular accounts when performing routing operations like reading 

mail 
C. Permissions on tools that are likely to be used by hackers should be as restrictive as possible 
D. Only data to and from critical systems and applications should be allowed through the 

firewall 
 
Correct Answer: D 
 
 
QUESTION 83 
Which level of “least privilege” enables operators the right to modify data directly in it’s original 
location, in addition to data copied from the original location? 
 
A. Access Change 
B. Read/Write 
C. Access Rewrite 
D. Access modify 
 
Correct Answer: A 
 
 
QUESTION 84 
This is a common security issue that is extremely hard to control in large environments. It occurs 
when a user has more computer rights, permissions, and privileges that what is required for the 
tasks the user needs to fulfill. What best describes this scenario? 
 
A. Excessive Rights 
B. Excessive Access 
C. Excessive Permissions 
D. Excessive Privileges 
 
Correct Answer: D 
 
 
QUESTION 85 
One method to simplify the administration of access controls is to group 
 
A. Capabilities and privileges 
B. Objects and subjects 
C. Programs and transactions 
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D. Administrators and managers 
 
Correct Answer: B 
 
 
QUESTION 86 
Cryptography does not concern itself with: 
 
A. Availability 
B. Integrity 
C. Confidentiality 
D. Authenticity 
 
Correct Answer: A 
 
 
QUESTION 87 
Which of the following measures would be the BEST deterrent to the theft of corporate 
information from a laptop which was left in a hotel room? 
 
A. Store all data on disks and lock them in an in-room safe. 
B. Remove the batteries and power supply from the laptop and store them separately from the 

computer. 
C. Install a cable lock on the laptop when it is unattended. 
D. Encrypt the data on the hard drive. 
 
Correct Answer: D 
 
 
QUESTION 88 
To support legacy applications that rely on risky protocols (e.g,, plain text passwords), which one 
of the following can be implemented to mitigate the risks on a corporate network? 
 
A. Implement strong centrally generated passwords to control use of the vulnerable 

applications. 
B. Implement a virtual private network (VPN) with controls on workstations joining the VPN. 
C. Ensure that only authorized trained users have access to workstations through physical 

access control. 
D. Ensure audit logging is enabled on all hosts and applications with associated frequent log 

reviews. 
 
Correct Answer: B 
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QUESTION 89 
Which of the following computer crime is more often associated with insiders? 
 
A. IP spoofing 
B. Password sniffing 
C. Data diddling 
D. Denial of Service (DOS) 
 
Correct Answer: C 
 
 
QUESTION 90 
The technique of skimming small amounts of money from multiple transactions is called the 
 
A. Scavenger technique 
B. Salami technique 
C. Synchronous attack technique 
D. Leakage technique 
 
Correct Answer: B 
 
 
QUESTION 91 
What best describes a scenario when an employee has been shaving off pennies from multiple 
accounts and depositing the funds into his own bank account? 
 
A. Data fiddling 
B. Data diddling 
C. Salami techniques 
D. Trojan horses 
 
Correct Answer: C 
 
 
QUESTION 92 
What is the act of willfully changing data, using fraudulent input or removal of controls called? 
 
A. Data diddling 
B. Data contaminating 
C. Data capturing 
D. Data trashing 
 
Correct Answer: A 
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