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C. The equipment must always be available for replacement if necessary.
D. The equipment can be used to reconfigure the network multiplexers.

Correct Answer: B

QUESTION 55

Management can expect penetration tests to provide all of the following EXCEPT

identification of security flaws

demonstration of the effects of the flaws

a method to correct the security flaws

oo w >

verification of the levels of existing infiltration resistance

Correct Answer: C

QUESTION 56

Which one of the following is a characteristic of a penetration testing project?

The project is open-ended until all known vulnerabilities are identified.

The project schedule is plotted to produce a critical path.
The project tasks are to break into a targeted system.

oo w >

The project plan is reviewed with the target audience.

Correct Answer: C

QUESTION 57
Which one of the following is the PRIMARY objective of penetration testing?

A. Assessment
B. Correction
C. Detection
D. Protection

Correct Answer: C

QUESTION 58
Open box testing, in the Flaw Hypothesis Methodology of Penetration Testing applies to the

analysis of

A. Routers and firewalls
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B. Host-based IDS systems
C. Network-based IDS systems
D. General purpose operating systems

Correct Answer: D

QUESTION 59

What is the FIRST step that should be considered in a penetration test?

The approval of change control management.

The development of a detailed test plan.
The formulation of specific management objectives.

oo w >

The communication process among team members.

Correct Answer: C

QUESTION 60

Penetration testing will typically include

Generally accepted auditing practices.

Review of Public Key Infrastructure (PKI) digital certificate, and encryption.

Social engineering, configuration review, and vulnerability assessment.

oo w >

Computer Emergency Response Team (CERT) procedures.

Correct Answer: C

QUESTION 61
Which of the following is not a valid reason to use external penetration service firms rather than

corporate resources?

They are more cost-effective
They offer a lack of corporate bias
They use highly talented ex-hackers

oo w >

They insure a more complete reporting

Correct Answer: C
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QUESTION 62
Which of the following tools can you use to assess your networks vulnerability?

A. ISS

B. All of the choices.
C. SATAN

D. Ballista

Correct Answer: B

QUESTION 63
Annualized Loss Expectancy (ALE) value is derived from an algorithm of the product of annual
rate of occurrence and

Cost of all losses expected.
Previous year’s actual loss.
Average of previous losses.

oo w >

Single loss expectancy.

Correct Answer: D

QUESTION 64

If your property insurance has Actual Cost Evaluation (ACV) clause your damaged property will be
compensated:

A. Based on the value of the item on the date of loss.

B. Based on new item for old regardless of condition of lost item.

C. Based on value of item one month before loss.

D. Based on value of item on the date of loss plus 10 percent.

Correct Answer: D

QUESTION 65
How is Annualized Loss Expectancy (ALE) derived from a threat?

A. ARO x (SLE — EF)
B. SLExXARO

C. SLE/EF

D. AVXEF

Correct Answer: B
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QUESTION 66
Qualitative loss resulting from the business interruption does not include:

Loss of revenue
Loss of competitive advantage or market share
Loss of public confidence and credibility

oo w >

Public embarrassment

Correct Answer: A

QUESTION 67
Which risk management methodology uses the exposure factor multiplied by the asset value to
determine its outcome?

Annualized Loss Expectancy
Single Loss Expectancy
Annualized Rate of Occurrence

oo w >

Information Risk Management

Correct Answer: B

QUESTION 68

Valuable paper insurance coverage does not cover damage to which of the following?

Inscribed, printed and written documents

Manuscripts
Records

oo w >

Money and Securities

Correct Answer: D

QUESTION 69

What is the window of time for recovery of information processing capabilities based on?

Quality of the data to be processed.

Nature of the disaster.

Criticality of the operations affected.

oo w >

Applications that are mainframe based.

Correct Answer: C

CISSP Exam Dumps  CISSP PDF Dumps CISSP VCE Dumps CISSP Q&As
https://www.ensurepass.com/CISSP.html



http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html

Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

QUESTION 70
What is the Maximum Tolerable Downtime (MTD):

Maximum elapsed time required to complete recovery of application data.
Minimum elapsed time required to complete recovery of application data.
Maximum elapsed time required to move back to primary site a major disruption.

oo w >

It is maximum delay businesses that can tolerate and still remain viable.

Correct Answer: D

QUESTION 71

A “critical application” is one that MUST

Remain operational for the organization to survive.

Be subject to continual program maintenance.
Undergo continual risk assessments.

oo w >

Be constantly monitored by operations management.

Correct Answer: A

QUESTION 72

Which of the following questions is less likely to help in assessing physical and environmental

protection?

Are entry codes changed periodically?

@

Are appropriate fire suppression and prevention devices installed and working?

Are there processes to ensure that unauthorized individuals cannot read, copy, alter, or steal
printed or electronic information?

D. Is physical access to data transmission lines controlled?

Correct Answer: C

QUESTION 73

A common Limitation of information classification systems is the INABILITY to

Limit the number of classifications.

Generate internal labels on diskettes.

Declassify information when appropriate.

oo w >

Establish information ownership.

Correct Answer: C
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