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QUESTION 16 
Which of the following choices is NOT part of a security policy? 
 
A. definition of overall steps of information security and the importance of security 
B. statement of management intend, supporting the goals and principles of information 

security 
C. definition of general and specific responsibilities for information security management 
D. description of specific technologies used in the field of information security 
 
Correct Answer: D 
 
 
QUESTION 17 
In an organization, an Information Technology security function should: 
 
A. Be a function within the information systems functions of an organization. 
B. Report directly to a specialized business unit such as legal, corporate security or insurance. 
C. Be lead by a Chief Security Officer and report directly to the CEO. 
D. Be independent but report to the Information Systems function. 
 
Correct Answer: C 
 
 
QUESTION 18 
Which of the following embodies all the detailed actions that personnel are required to follow? 
 
A. Standards 
B. Guidelines 
C. Procedures 
D. Baselines 
 
Correct Answer: C 
 
 
QUESTION 19 
A significant action has a state that enables actions on an ADP system to be traced to individuals 
who may then be held responsible. The action does NOT include: 
 
A. Violations of security policy. 
B. Attempted violations of security policy. 
C. Non-violations of security policy. 
D. Attempted violations of allowed actions. 
 
Correct Answer: C 
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QUESTION 20 
Network Security is a 
 
A. Product 
B. protocols 
C. ever evolving process 
D. quick-fix solution 
 
Correct Answer: C 
 
 
QUESTION 21 
Security is a process that is: 
 
A. Continuous 
B. Indicative 
C. Examined 
D. Abnormal 
 
Correct Answer: A 
 
 
QUESTION 22 
What are the three fundamental principles of security? 
 
A. Accountability, confidentiality, and integrity. 
B. Confidentiality, integrity, and availability. 
C. Integrity, availability, and accountability. 
D. Availability, accountability, and confidentiality. 
 
Correct Answer: B 
 
 
QUESTION 23 
Which of the following prevents, detects, and corrects errors so that the integrity, availability, and 
confidentiality of transactions over networks may be maintained? 
 
A. Communications security management and techniques. 
B. Networks security management and techniques. 
C. Clients security management and techniques. 
D. Servers security management and techniques. 
 
Correct Answer: A 
 

http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html


Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

CISSP Exam Dumps   CISSP PDF Dumps   CISSP VCE Dumps   CISSP Q&As 

https://www.ensurepass.com/CISSP.html

QUESTION 24 
Making sure that the data is accessible when and where it is needed is which of the following? 
 
A. confidentiality 
B. integrity 
C. acceptability 
D. availability 
 
Correct Answer: D 
 
 
QUESTION 25 
Which of the following describes elements that create reliability and stability in networks and 
systems and which assures that connectivity is accessible when needed? 
 
A. Availability 
B. Acceptability 
C. Confidentiality 
D. Integrity 
 
Correct Answer: A 
 
 
QUESTION 26 
Most computer attacks result in violation of which of the following security properties? 
 
A. Availability 
B. Confidentiality 
C. Integrity and control 
D. All of the choices 
 
Correct Answer: D 
 
 
QUESTION 27 
Which of the following are objectives of an information systems security program? 
 
A. Threats, vulnerabilities, and risks. 
B. Security, information value, and threats. 
C. Integrity, confidentiality, and availability. 
D. Authenticity, vulnerabilities, and costs. 
 
Correct Answer: C 
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QUESTION 28 
An area of the Telecommunications and Network Security domain that directly affects the 
Information Systems Security tenet of Availability can be defined as: 
 
A. Netware availability 
B. Network availability 
C. Network acceptability 
D. Network accountability 
 
Correct Answer: B 
 
 
QUESTION 29 
The Structures, transmission methods, transport formats, and security measures that are used to 
provide integrity, availability, and authentication, and confidentiality for transmissions over 
private and public communications networks and media includes: 
 
A. The Telecommunications and Network Security domain. 
B. The Telecommunications and Netware Security domain. 
C. The Technical communications and Network Security domain. 
D. The Telnet and Security domain. 
 
Correct Answer: A 
 
 
QUESTION 30 
Which one of the following is the MOST crucial link in the computer security chain? 
 
A. Access controls 
B. People 
C. Management 
D. Awareness programs 
 
Correct Answer: C 
 
 
QUESTION 31 
The security planning process must define how security will be managed, who will be responsible, 
and 
 
A. Who practices are reasonable and prudent for the enterprise? 
B. Who will work in the security department? 
C. What impact security will have on the intrinsic value of data? 
D. How security measures will be tested for effectiveness? 

http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html
http://www.ensurepass.com/CISSP.html


Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

CISSP Exam Dumps   CISSP PDF Dumps   CISSP VCE Dumps   CISSP Q&As 

https://www.ensurepass.com/CISSP.html

Correct Answer: D 
 
 
QUESTION 32 
Information security is the protection of data. Information will be protected mainly based on: 
 
A. Its sensitivity to the company. 
B. Its confidentiality. 
C. Its value. 
D. All of the choices. 
 
Correct Answer: D 
 
 
QUESTION 33 
Organizations develop change control procedures to ensure that 
 
A. All changes are authorized, tested, and recorded. 
B. Changes are controlled by the Policy Control Board (PCB). 
C. All changes are requested, scheduled, and completed on time. 
D. Management is advised of changes made to systems. 
 
Correct Answer: A 
 
 
QUESTION 34 
Within the organizational environment, the security function should report to an organizational 
level that 
 
A. Has information technology oversight. 
B. Has autonomy from other levels. 
C. Is an external operation. 
D. Provides the internal audit function. 
 
Correct Answer: B 
 
 
QUESTION 35 
What is the MAIN purpose of a change control/management system? 
 
A. Notify all interested parties of the completion of the change. 
B. Ensure that the change meets user specifications. 
C. Document the change for audit and management review. 
D. Ensure the orderly processing of a change request. 
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