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Explanation:

The organization first needs to move from ad hoc to repeatable processes. The organization then
needs to document the processes and implement process monitoring and measurement.
Baselining security levels will not necessarily assist in process improvement since baselining
focuses primarily on control improvement. The organization needs to standardize processes both
before documentation, and before monitoring and measurement.

QUESTION 138
What would a security manager PRIMARILY utilize when proposing the implementation of a
security solution?

A. Risk assessment report

B. Technical evaluation report
C. Business case

D. Budgetary requirements

Correct Answer: C

Explanation:

The information security manager needs to prioritize the controls based on risk management and
the requirements of the organization. The information security manager must look at the costs of
the various controls and compare them against the benefit the organization will receive from the
security solution. The information security manager needs to have knowledge of the development
of business cases to illustrate the costs and benefits of the various controls. All other choices are
supplemental.

QUESTION 139
From an information security perspective, information that no longer supports the main purpose of
the business should be:

A. analyzed under the retention policy.

B. protected under the information classification policy.
C. analyzed under the backup policy.

D. protected under the business impact analysis (BIA).

Correct Answer: A

Explanation:

Option A is the type of analysis that will determine whether the organization is required to
maintain the data for business, legal or regulatory reasons. Keeping data that are no longer
required unnecessarily consumes resources, and, in the case of sensitive personal information,
can increase the risk of data compromise. Options B, C and D are attributes that should be
considered in the destruction and retention policy. A BIA could help determine that this
information does not support the main objective of the business, but does not indicate the action
to take.

QUESTION 140
Data owners are PRIMARILY responsible for establishing risk mitigation methods to address
which of the following areas?

Platform security
Entitlement changes
Intrusion detection
Antivirus controls
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Correct Answer: B

Explanation:

Data owners are responsible for assigning user entitiements and approving access to the
systems for which they are responsible. Platform security, intrusion detection and antivirus
controls are all within the responsibility of the information security manager.

QUESTION 141
In performing a risk assessment on the impact of losing a server, the value of the server should
be calculated using the:

A. original cost to acquire.

B. cost of the software stored.

C. annualized loss expectancy (ALE).
D. cost to obtain a replacement.

Correct Answer: D

Explanation:

The value of the server should be based on its cost of replacement. The original cost may be
significantly different from the current cost and, therefore, not as relevant. The value of the
software is not at issue because it can be restored from backup media. The ALE for all risks
related to the server does not represent the server's value.

QUESTION 142

A mission-critical system has been identified as having an administrative system account with
attributes that prevent locking and change of privileges and name. Which would be the BEST
approach to prevent successful brute forcing of the account?

A. Prevent the system from being accessed remotely
B. Create a strong random password

C. Ask for a vendor patch

D. Track usage of the account by audit trails

Correct Answer: B

Explanation:

Creating a strong random password reduces the risk of a successful brute force attack by
exponentially increasing the time required. Preventing the system from being accessed remotely
is not always an option in mission-critical systems and still leaves local access risks. Vendor
patches are not always available, tracking usage is a detective control and will not prevent an
attack.

QUESTION 143

To ensure that payroll systems continue on in an event of a hurricane hitting a data center, what
would be the FIRS T crucial step an information security manager would take in ensuring
business continuity planning?

A. Conducting a qualitative and quantitative risk analysis.

B. Assigning value to the assets.

C. Weighing the cost of implementing the plan vs. financial loss.
D. Conducting a business impact analysis (BIA).

Correct Answer: D
Explanation:
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BIA is an essential component of an organization's business continuity plan; it includes an
exploratory component to reveal any vulnerabilities and a planning component to develop
strategies for minimizing risk. It is the first crucial step in business continuity planning. Qualitative
and quantitative risk analysis will have been completed to define the dangers to individuals,
businesses and government agencies posed by potential natural and human- caused adverse
events. Assigning value to assets is part of the BIA process. Weighing the cost of implementing
the plan vs. financial loss is another part of the BIA.

QUESTION 144
What mechanisms are used to identify deficiencies that would provide attackers with an
opportunity to compromise a computer system?

A. Business impact analyses

B. Security gap analyses

C. System performance metrics
D. Incident response processes

Correct Answer: B

Explanation:

A security gap analysis is a process which measures all security controls in place against typically
good business practice, and identifies related weaknesses. A business impact analysis is less
suited to identify security deficiencies. System performance metrics may indicate security
weaknesses, but that is not their primary purpose. Incident response processes exist for cases
where security weaknesses are exploited.

QUESTION 145

An organization has a process in place that involves the use of a vendor. A risk assessment was
completed during the development of the process. A year after the implementation a monetary
decision has been made to use a different vendor. What, if anything, should occur?

A. Nothing, since a risk assessment was completed during development.
B. A vulnerability assessment should be conducted.

C. A new risk assessment should be performed.

D. The new vendor's SAS 70 type Il report should be reviewed.

Correct Answer: C

Explanation:

The risk assessment process is continual and any changes to an established process should
include a new- risk assessment. While a review of the SAS 70 report and a vulnerability
assessment may be components of a risk assessment, neither would constitute sufficient due
diligence on its own.

QUESTION 146
After completing a full IT risk assessment, who can BEST decide which mitigating controls should
be implemented?

A. Senior management
B. Business manager
C. IT audit manager
D. Information security officer (ISO)
Correct Answer: B
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Explanation:

The business manager will be in the best position, based on the risk assessment and mitigation
proposals. to decide which controls should/could be implemented, in line with the business
strategy and with budget. Senior management will have to ensure that the business manager has
a clear understanding of the risk assessed but in no case will be in a position to decide on
specific controls. The IT audit manager will take part in the process to identify threats and
vulnerabilities, and to make recommendations for mitigations. The information security officer
(ISO) could make some decisions regarding implementation of controls. However, the business
manager will have a broader business view and full control over the budget and, therefore, will be
in a better position to make strategic decisions.

QUESTION 147
Which of the following risks is represented in the risk appetite of an organization?

A. Control
B. Inherent
C. Residual
D. Audit

Correct Answer: C

Explanation:

Residual risk is unmanaged, i.e., inherent risk which remains uncontrolled. This is key to the
organization's risk appetite and is the amount of residual risk that a business is living with that
affects its viability. Hence, inherent risk is incorrect. Control risk, the potential for controls to fail,
and audit risk, which relates only to audit's approach to their work, are not relevant in this context.

QUESTION 148
Which of the following security activities should be implemented in the change management
process to identify key vulnerabilities introduced by changes?

A. Business impact analysis (BIA)
B. Penetration testing

C. Audit and review

D. Threat analysis

Correct Answer: B

Explanation:

Penetration testing focuses on identifying vulnerabilities. None of the other choices would identify
vulnerabilities introduced by changes.

QUESTION 149

There is a time lag between the time when a security vulnerability is first published, and the time
when a patch is delivered. Which of the following should be carried out FIRST to mitigate the risk
during this time period?

A. Identify the vulnerable systems and apply compensating controls

B. Minimize the use of vulnerable systems

C. Communicate the vulnerability to system users

D. Update the signatures database of the intrusion detection system (IDS)

Correct Answer: A
Explanation:
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The best protection is to identify the vulnerable systems and apply compensating controls until a
patch is installed. Minimizing the use of vulnerable systems and communicating the vulnerability
to system users could be compensating controls but would not be the first course of action.
Choice D does not make clear the timing of when the intrusion detection system (IDS) signature
list would be updated to accommodate the vulnerabilities that are not yet publicly known.
Therefore, this approach should not always be considered as the first option.

QUESTION 150
The MOST effective use of a risk register is to:

A. identify risks and assign roles and responsibilities for mitigation.

B. identify threats and probabilities.

C. facilitate a thorough review of all IT-related risks on a periodic basis.

D. record the annualized financial amount of expected losses due to risks.

Correct Answer: C

Explanation:

A risk register is more than a simple list--it should lie used as a tool to ensure comprehensive
documentation, periodic review and formal update of all risk elements in the enterprise's IT and
related organization. ldentifying risks and assigning roles and responsibilities for mitigation are
elements of the register. Identifying threats and probabilities are two elements that are defined in
the risk matrix, as differentiated from the broader scope of content in, and purpose for, the risk
register. While the annualized loss expectancy (ALE) should be included in the register, this
quantification is only a single element in the overall risk analysis program.

QUESTION 151
Which of the following is the PRIMARY reason for implementing a risk management program?

A. Allows the organization to eliminate risk

B. Is a necessary part of management's due diligence

C. Satisfies audit and regulatory requirements

D. Assists in incrementing the return on investment (ROD)

Correct Answer: B

Explanation:

The key reason for performing risk management is that it is part of management's due diligence.
The elimination of all risk is not possible. Satisfying audit and regulatory requirements is of
secondary importance. A risk management program may or may not increase the return on
investment ROD.

QUESTION 152

Based on the information provided, which of the following situations presents the GREATEST
information security risk for an organization with multiple, but small, domestic processing
locations?

A. Systems operation procedures are not enforced
B. Change management procedures are poor

C. Systems development is outsourced

D. Systems capacity management is not performed

Correct Answer: B
Explanation:
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