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Correct Answer: C

Explanation:

Information security governance is the responsibility of the board of directors and executive
management. In this instance, the appropriate action is to ensure that a plan is in place for
implementation of needed safeguards and to require updates on that implementation.

QUESTION 91
A security manager is preparing a report to obtain the commitment of executive management to a
security program. Inclusion of which of the following would be of MOST value?

A. Examples of genuine incidents at similar organizations
B. Statement of generally accepted best practices

C. Associating realistic threats to corporate objectives

D. Analysis of current technological exposures

Correct Answer: C

Explanation:

Linking realistic threats to key business objectives will direct executive attention to them. All other
options are supportive but not of as great a value as choice C when trying to obtain the funds for
a new program.

QUESTION 92
Which of the following is the MOST important element of an information security strategy?

A. Defined objectives

B. Time frames for delivery

C. Adoption of a control framework
D. Complete policies

Correct Answer: A

Explanation:

Without defined objectives, a strategy--the plan to achieve objectives--cannot be developed. Time
frames for delivery are important but not critical for inclusion in the strategy document. Similarly,
the adoption of a control framework is not critical to having a successful information security
strategy. Policies are developed subsequent to, and as a part of, implementing a strategy.

QUESTION 93
The MOST important factor in ensuring the success of an information security program is
effective:

A. communication of information security requirements to all users in the organization.
B. formulation of policies and procedures for information security.

C. alignment with organizational goals and objectives .

D. monitoring compliance with information security policies and procedures.

Correct Answer: C

Explanation:

The success of security programs is dependent upon alignment with organizational goals and
objectives. Communication is a secondary step. Effective communication and education of users
is a critical determinant of success but alignment with organizational goals and objectives is the
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most important factor for success. Mere formulation of policies without effective communication to
users will not ensure success. Monitoring compliance with information security policies and
procedures can be, at best, a detective mechanism that will not lead to success in the midst of
uninformed users.

QUESTION 94
An information security manager mapping a job description to types of data access is MOST
likely to adhere to which of the following information security principles?

A. Ethics

B. Proportionality
C. Integration

D. Accountability

Correct Answer: B

Explanation:

Information security controls should be proportionate to the risks of modification, denial of use or
disclosure of the information. It is advisable to learn if the job description is apportioning more
data than are necessary for that position to execute the business rules (types of data access).
Principles of ethics and integration have the least to do with mapping job description to types of
data access. The principle of accountability would be the second most adhered to principle since
people with access to data may not always be accountable but may be required to perform an
operation.

QUESTION 95

The MOST basic requirement for an information security governance program is to:

A. be aligned with the corporate business strategy.
B. be based on a sound risk management approach.
C. provide adequate regulatory compliance.

D. provide best practices for security- initiatives.

Correct Answer: A

Explanation:

To receive senior management support, an information security program should be aligned with
the corporate business strategy. Risk management is a requirement of an information security
program which should take into consideration the business strategy. Security governance is much
broader than just regulatory compliance. Best practice is an operational concern and does not
have a direct impact on a governance program.

QUESTION 96
A security manager meeting the requirements for the international flow of personal data will need
to ensure:

A. a data processing agreement.

B. a data protection registration.

C. the agreement of the data subjects.
D. subject access procedures.

Correct Answer: C

Explanation:

Whenever personal data are transferred across national boundaries, the awareness and
agreement of the data subjects are required. Choices A, B and D are supplementary data
protection requirements that are not key for international data transfer.
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QUESTION 97
Which of the following would be the BEST option to improve accountability for a system
administrator who has security functions?

A. Include security responsibilities in the job description

B. Require the administrator to obtain security certification

C. Train the system administrator on penetration testing and vulnerability assessment
D. Train the system administrator on risk assessment

Correct Answer: A

Explanation:

The first step to improve accountability is to include security responsibilities in a job description.
This documents what is expected and approved by the organization. The other choices are
methods to ensure that the system administrator has the training to fulfill the responsibilities
included in the job description.

QUESTION 98
Which of the following is the MOST important information to include in a strategic plan for
information security?

A. Information security staffing requirements
B. Current state and desired future state

C. IT capital investment requirements

D. information security mission statement

Correct Answer: B

Explanation:

It is most important to paint a vision for the future and then draw a road map from the stalling
point to the desired future state. Staffing, capital investment and the mission all stem from this
foundation.

QUESTION 99
When a security standard conflicts with a business objective, the situation should be resolved by:

A. changing the security standard.
B. changing the business objective.
C. performing a risk analysis.

D. authorizing a risk acceptance.

Correct Answer: C

Explanation:

Conflicts of this type should be based on a risk analysis of the costs and benefits of allowing or
disallowing an exception to the standard. It is highly improbable that a business objective could
be changed to accommodate a security standard, while risk acceptance* is a process that derives
from the risk analysis.
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QUESTION 100
The PRIMARY goal in developing an information security strategy is to:

A. establish security metrics and performance monitoring.
B. educate business process owners regarding their duties.
C. ensure that legal and regulatory requirements are met
D. support the business objectives of the organization.

Correct Answer: D

Explanation:

The business objectives of the organization supersede all other factors. Establishing metrics and
measuring performance, meeting legal and regulatory requirements, and educating business
process owners are all subordinate to this overall goal.

QUESTION 101
Senior management commitment and support for information security can BEST be obtained
through presentations that:

A. use illustrative examples of successful attacks.

B. explain the technical risks to the organization.

C. evaluate the organization against best security practices.
D. tie security risks to key business objectives.

Correct Answer: D

Explanation:

Senior management seeks to understand the business justification for investing in security. This
can best be accomplished by tying security to key business objectives. Senior management will
not be as interested in technical risks or examples of successful attacks if they are not tied to the
impact on business environment and objectives. Industry best practices are important to senior
management but, again, senior management will give them the right level of importance when
they are presented in terms of key business objectives.

QUESTION 102
Minimum standards for securing the technical infrastructure should be defined in a security:

A. strategy.
B. qguidelines.
C. model.

D. architecture.

Correct Answer: D

Explanation:

Minimum standards for securing the technical infrastructure should be defined in a security
architecture document. This document defines how components are secured and the security
services that should be in place. A strategy is a broad, high-level document. A guideline is
advisory in nature, while a security model shows the relationships between components.

QUESTION 103
Data owners must provide a safe and secure environment to ensure confidentiality, integrity and
availability of the transaction. This is an example of an information security:

A. baseline.
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B. strategy.
C. procedure.
D. policy.

Correct Answer: D

Explanation:

A policy is a high-level statement of an organization's beliefs, goals, roles and objectives.
Baselines assume a minimum security level throughout an organization. The information security
strategy aligns the information security program with business objectives rather than making
control statements. A procedure is a step-by-step process of how policy and standards will be
implemented.

QUESTION 104
Successful implementation of information security governance will FIRST require:

A. security awareness training.

B. updated security policies.

C. acomputer incident management team.

D. a security architecture.

Correct Answer: B

Explanation:

Updated security policies are required to align management objectives with security procedures;
management objectives translate into policy, policy translates into procedures. Security
procedures will necessitate specialized teams such as the computer incident response and
management group as well as specialized tools such as the security mechanisms that comprise
the security architecture. Security awareness will promote the policies, procedures and
appropriate use of the security mechanisms.

QUESTION 105
Which of the following situations must be corrected FIRST to ensure successful information
security governance within an organization?

A. The information security department has difficulty filling vacancies.
B. The chief information officer (ClO) approves security policy changes.
C. The information security oversight committee only meets quarterly.
D. The data center manager has final signoff on all security projects.

Correct Answer: D

Explanation:

A steering committee should be in place to approve all security projects. The fact that the data
center manager has final signoff for all security projects indicates that a steering committee is not
being used and that information security is relegated to a subordinate place in the organization.
This would indicate a failure of information security governance. It is not inappropriate for an
oversight or steering committee to meet quarterly. Similarly, it may be desirable to have the chief
information officer (CIO) approve the security policy due to the size of the organization and
frequency of updates. Difficulty in filling vacancies is not uncommon due to the shortage of good,
qualified information security professionals.

QUESTION 106
Which of the following is the BEST justification to convince management to invest in an
information security program?
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