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D. A North American company servicing customers in South Africa that uses a cloud storage system
made by a European company.

Correct Answer: C

QUESTION 66

Users of a web-based email service have their accounts breached through compromised login
credentials. Which possible consequences of the breach illustrate the two categories of Calo's
Harm Dimensions?

A. Financial loss and blackmail.

B. Financial loss and solicitation.

C. Identity theft and embarrassment.

D. Identity theft and the leaking of information.

Correct Answer: D

QUESTION 67
Implementation of privacy controls for compliance with the requirements of the Children's Online
Privacy Protection Act (COPPA) is necessary for all the following situations EXCEPT?

A. Avirtual jigsaw puzzle game marketed for ages 5-9 displays pieces of the puzzle on a handheld
screen. Once the child completes a certain level, it flashes a message about new themes released
that day.

B. An interactive toy copies a child's behavior through gestures and kid-friendly sounds. It runs on
battery power and automatically connects to a base station at home to charge itself.

C. A math tutoring service commissioned an advertisement on a bulletin board inside a charter
school. The service makes it simple to reach out to tutors through a QR-code shaped like a
cartoon character.

D. A note-taking application converts hard copies of kids' class notes into audio books in seconds. It
does so by using the processing power of idle server farms.

Correct Answer: A

QUESTION 68
Which of the following does NOT illustrate the “respect to user privacy' principle?

A. Implementing privacy elements within the user interface that facilitate the use of technology by
any visually-challenged users.

B. Enabling Data Subject Access Request (DSARSs) that provide rights for correction, deletion,
amendment and rectification of personal information.

C. Developing a consent management self-service portal that enables the data subjects to review the
details of consent provided to an organization.

D. Filing breach notification paperwork with data protection authorities which detail the impact to data
subjects.

Correct Answer: D
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QUESTION 69
Value Sensitive Design (VSD) focuses on which of the following?

A. Quality and benefit.
B. Ethics and morality.
C. Principles and standards.
D. Privacy and human rights.

Correct Answer: C

QUESTION 70

A privacy engineer has been asked to review an online account login page. He finds there is no
limitation on the number of invalid login attempts a user can make when logging into their online
account. What would be the best recommendation to minimize the potential privacy risk from this
weakness?

A. Implement a CAPTCHA system.

B. Develop server-side input validation checks.

C. Enforce strong password and account credentials.

D. Implement strong Transport Layer Security (TLS) to ensure an encrypted link.

Correct Answer: B

QUESTION 71
Which of these actions is NOT generally part of the responsibility of an IT or software engineer?

A. Providing feedback on privacy policies.

B. Implementing multi-factor authentication.

C. Certifying compliance with security and privacy law.

D. Building privacy controls into the organization's IT systems or software.

Correct Answer: A

QUESTION 72

Which of the following are the mandatory pieces of information to be included in the
documentation of records of processing activities for an organization that processes personal
data on behalf of another organization?

A. Copies of the consent forms from each data subject.

B. Time limits for erasure of different categories of data.

C. Contact details of the processor and Data Protection Offer (DPO).
D. Descriptions of the processing activities and relevant data subjects.

Correct Answer: B

QUESTION 73
After downloading and loading a mobile app, the user is presented with an account registration
page requesting the user to provide certain personal details. Two statements are also displayed
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on the same page along with a box for the user to check to indicate their confirmation:

Statement 1 reads: "Please check this box to confirm you have read and accept the terms and
conditions of the end user license agreement" and includes a hyperlink to the terms and
conditions.

Statement 2 reads: "Please check this box to confirm you have read and understood the privacy
notice" and includes a hyperlink to the privacy notice.

Under the General Data Protection Regulation (GDPR), what lawful basis would you primarily
except the privacy notice to refer to?

A. Consent.

B. Vital interests.

C. Legal obligation.

D. Legitimate interests.
Correct Answer: A

QUESTION 74
Which of the following is the best method to minimize tracking through the use of cookies?

A. Use “private browsing' mode and delete checked files, clear cookies and cache once a day.

B. Install a commercially available third-party application on top of the browser that is already
installed.

C. Install and use a web browser that is advertised as “built specifically to safeguard user privacy'.

D. Manage settings in the browser to limit the use of cookies and remove them once the session
completes.

Correct Answer: D

QUESTION 75
Which of the following is NOT relevant to a user exercising their data portability rights?

A. Notice and consent for the downloading of data.

B. Detection of phishing attacks against the portability interface.

C. Re-authentication of an account, including two-factor authentication as appropriate.

D. Validation of users with unauthenticated identifiers (e.g. IP address, physical address).

Correct Answer: D

QUESTION 76

In order to prevent others from identifying an individual within a data set, privacy engineers use a
cryptographically-secure hashing algorithm. Use of hashes in this way illustrates the privacy tactic
known as what?

A. Isolation.
B. Obfuscation.
C. Perturbation.
D. Stripping.
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Correct Answer: B

QUESTION 77

An organization based in California, USA is implementing a new online helpdesk solution for
recording customer call information. The organization considers the capture of personal data on
the online helpdesk solution to be in the interest of the company in best servicing customer calls.
Before implementation, a privacy technologist should conduct which of the following?

A. A Data Protection Impact Assessment (DPIA) and consultation with the appropriate regulator to
ensure legal compliance.

B. A privacy risk and impact assessment to evaluate potential risks from the proposed processing
operations.

C. A Legitimate Interest Assessment (LIA) to ensure that the processing is proportionate and does
not override the privacy, rights and freedoms of the customers.

D. A security assessment of the help desk solution and provider to assess if the technology was
developed with a security by design approach.

Correct Answer: C

QUESTION 78
Which technique is most likely to facilitate the deletion of every instance of data associated with a
deleted user account from every data store held by an organization?

Auditing the code which deletes user accounts.

Building a standardized and documented retention program for user data deletion.

Monitoring each data store for presence of data associated with the deleted user account.
Training engineering teams on the importance of deleting user accounts their associated data
from all data stores when requested.
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Correct Answer: C

QUESTION 79
Which of the following CANNOT be effectively determined during a code audit?

A. Whether access control logic is recommended in all cases.

B. Whether data is being incorrectly shared with a third-party.

C. Whether consent is durably recorded in the case of a server crash.

D. Whether the differential privacy implementation correctly anonymizes data.

Correct Answer: D

QUESTION 80

An EU marketing company is planning to make use of personal data captured to make automated
decisions based on profiling. In some cases, processing and automated decisions may have a
legal effect on individuals, such as credit worthiness. When evaluating the implementation of
systems making automated decisions, in which situation would the company have to
accommodate an individual's right NOT to be subject to such processing to ensure compliance
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under the General Data Protection Regulation (GDPR)?

When an individual's legal status or rights are not affected by the decision.

When there is no human intervention or influence in the decision-making process.

When the individual has given explicit consent to such processing and suitable safeguards exist.
When the decision is necessary for entering into a contract and the individual can contest the
decision.
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Correct Answer: B

QUESTION 81
What is the best way to protect privacy on a Geographic Information System (GIS)?

A. Limiting the data provided to the system.

B. Using a Wireless Encryption Protocol (WEP).
C. Scrambling location information.

D. Using a firewall.

Correct Answer: A

QUESTION 82

What is the main privacy threat posed by Radio Frequency Identification (RFID)?
A. An individual with an RFID receiver can track people or consumer products.
B. Anindividual can scramble computer transmissions in weapons systems.

C. Anindividual can use an RFID receiver to engage in video surveillance.

D. An individual can tap mobile phone communications.

Correct Answer: D
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