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B. An electronic teddy bear with built-in voice recognition that only responds to its owner's voice.

C. Aninternet forum for victims of domestic violence that allows anonymous posts without
registration.

D. A website that has an opt-in form for marketing emails when registering to download a whitepaper.

Correct Answer: D

QUESTION 44

Aadhaar is a unique-identity number of 12 digits issued to all Indian residents based on their
biometric and demographic data. The data is collected by the Unique Identification Authority of
India. The Aadhaar database contains the Aadhaar number, name, date of birth, gender and
address of over 1 billion individuals. Which of the following datasets derived from that data would
be considered the most de- identified?

A. A count of the years of birth and hash of the person' s gender.

B. A count of the month of birth and hash of the person's first name.

C. A count of the day of birth and hash of the person's first initial of their first name.

D. Account of the century of birth and hash of the last 3 digits of the person's Aadhaar number.

Correct Answer: C

QUESTION 45
What has been identified as a significant privacy concern with chatbots?

A. Most chatbot providers do not agree to code audits

B. Chatbots can easily verify the identity of the contact.

C. Users' conversations with chatbots are not encrypted in transit.

D. Chatbot technology providers may be able to read chatbot conversations with users.

Correct Answer: D

QUESTION 46
What is the term for information provided to a social network by a member?

A. Profile data.

B. Declared data.

C. Personal choice data.
D. Identifier information.

Correct Answer: A
QUESTION 47
What tactic does pharming use to achieve its goal?

A. It modifies the user's Hosts file.

B. It encrypts files on a user's computer.

C. It creates a false display advertisement.
D. It generates a malicious instant message.

Correct Answer: C
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QUESTION 48
All of the following can be indications of a ransomware attack EXCEPT?

The inability to access certain files.

An increased amount of spam email in an individual's inbox.

An increase in activity of the CPU of a computer for no apparent reason.

The detection of suspicious network communications between the ransomware and the attacker's
command and control servers.
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Correct Answer: B

QUESTION 49
You are a wine collector who uses the web to do research about your hobby. You navigate to a
news site and an ad for wine pops up. What kind of advertising is this?

A. Remnant.

B. Behavioral.

C. Contextual.
D. Demographic.

Correct Answer: B

QUESTION 50
What is the main reason the Do Not Track (DNT) header is not acknowledged by more
companies?

A. Most web browsers incorporate the DNT feature.

B. The financial penalties for violating DNT guidelines are too high.

C. There is a lack of consensus about what the DNT header should mean.

D. It has been difficult to solve the technological challenges surrounding DNT.

Correct Answer: C

QUESTION 51
Why is first-party web tracking very difficult to prevent?

A. The available tools to block tracking would break most sites' functionality.
B. Consumers enjoy the many benefits they receive from targeted advertising.
C. Regulatory frameworks are not concerned with web tracking.

D. Most browsers do not support automatic blocking.

Correct Answer: D

QUESTION 52
During a transport layer security (TLS) session, what happens immediately after the web browser
creates a random PreMasterSecret?

A. The server decrypts the PremasterSecret.
B. The web browser opens a TLS connection to the PremasterSecret.
C. The web browser encrypts the PremasterSecret with the server's public key.
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D. The server and client use the same algorithm to convert the PremasterSecret into an encryption
key.

Correct Answer: C

QUESTION 53
What is the main benefit of using a private cloud?

A. The ability to use a backup system for personal files.

B. The ability to outsource data support to a third party.

C. The ability to restrict data access to employees and contractors.

D. The ability to cut costs for storing, maintaining, and accessing data.

Correct Answer: C

QUESTION 54
What is the best way to protect privacy on a geographic information system?

A. Limiting the data provided to the system.
B. Using a wireless encryption protocol.

C. Scrambling location information.

D. Using a firewall.

Correct Answer: A

QUESTION 55
In the realm of artificial intelligence, how has deep learning enabled greater implementation of
machine learning?

A. By using hand-coded classifiers like edge detection filters so that a program can identify where an
object starts and stops.

B. By increasing the size of neural networks and running massive amounts of data through the
network to train it.

C. By using algorithmic approaches such as decision tree learning and inductive logic programming.

D. By hand coding software routines with a specific set of instructions to accomplish a task.

Correct Answer: B

QUESTION 56
Which of the following is an example of the privacy risks associated with the Internet of Things
(loT)?

A. A group of hackers infiltrate a power grid and cause a major blackout.

B. Aninsurance company raises a person's rates based on driving habits gathered from a connected
car.

C. A website stores a cookie on a user's hard drive so the website can recognize the user on
subsequent visits.

D. A water district fines an individual after a meter reading reveals excess water use during drought
conditions.

Correct Answer: B
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QUESTION 57
How can a hacker gain control of a smartphone to perform remote audio and video surveillance?

A. By performing cross-site scripting.

B. By installing a roving bug on the phone.

C. By manipulating geographic information systems.

D. By accessing a phone's global positioning system satellite signal.

Correct Answer: B

QUESTION 58
Which of the following is NOT a workplace surveillance best practice?

A. Check local privacy laws before putting surveillance in place.

B. Ensure surveillance is discreet so employees do not alter their behavior.

C. Once surveillance data has been gathered, limit exposure of the content.

D. Ensure the minimal amount of surveillance is performed to meet the objective.

Correct Answer: B

QUESTION 59
A sensitive biometrics authentication system is particularly susceptible to?

A. False positives.

B. False negatives.

C. Slow recognition speeds.

D. Theft of finely individualized personal data.

Correct Answer: B

QUESTION 60
Which is the most accurate type of biometrics?

A. DNA

B. Voiceprint.

C. Fingerprint.

D. Facial recognition.

Correct Answer: B

QUESTION 61
What is true of providers of wireless technology?

A. They have the legal right in most countries to control and use any data on their systems.
B. They can see all unencrypted data that crosses the system.

C. They are typically exempt from data security regulations.

D. They routinely backup data that crosses their system.
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Correct Answer: B

QUESTION 62
What distinguishes a "smart" device?

A. It can perform multiple data functions simultaneously.

B. Itis programmable by a user without specialized training.

C. It can reapply access controls stored in its internal memory.
D. It augments its intelligence with information from the internet.

Correct Answer: D

QUESTION 63
What is the goal of privacy enhancing technologies (PETs) like multiparty computation and
differential privacy?

A. To facilitate audits of third party vendors.

B. To protect sensitive data while maintaining its utility.

C. To standardize privacy activities across organizational groups.
D. To protect the security perimeter and the data items themselves.

Correct Answer: B

QUESTION 64

To comply with the Sarbanes-Oxley Act (SOX), public companies in the United States are
required to annually report on the effectiveness of the auditing controls of their financial reporting
systems. These controls must be implemented to prevent unauthorized use, disclosure,
modification, and damage or loss of financial data. Why do these controls ensure both the privacy
and security of data?

A. Modification of data is an aspect of privacy; unauthorized use, disclosure, and damage or loss of
data are aspects of security.

B. Unauthorized use of data is an aspect of privacy; disclosure, modification, and damage or loss of
data are aspects of security.

C. Disclosure of data is an aspect of privacy; unauthorized use, modification, and damage or loss of
data are aspects of security.

D. Damage or loss of data are aspects of privacy; disclosure, unauthorized use, and modification of
data are aspects of privacy.

Correct Answer: C

QUESTION 65
Which of the following entities would most likely be exempt from complying with the General Data
Protection Regulation (GDPR)?

A. A South American company that regularly collects European customers' personal data.

B. A company that stores all customer data in Australia and is headquartered in a European Union
(EU) member state.

C. A Chinese company that has opened a satellite office in a European Union (EU) member state to
service European customers.
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