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QUESTION 20 
Which of the following statements describes an acceptable disclosure practice? 
 
A. An organization's privacy policy discloses how data will be used among groups within the 

organization itself. 
B. With regard to limitation of use, internal disclosure policies override contractual agreements with 

third parties. 
C. Intermediaries processing sensitive data on behalf of an organization require stricter disclosure 

oversight than vendors. 
D. When an organization discloses data to a vendor, the terms of the vendor' privacy notice prevail 

over the organization' privacy notice. 
 
Correct Answer: A 
 
 
QUESTION 21 
How should the sharing of information within an organization be documented? 
 
A. With a binding contract. 
B. With a data flow diagram. 
C. With a disclosure statement. 
D. With a memorandum of agreement. 
 
Correct Answer: C 
 
 
QUESTION 22 
What can be used to determine the type of data in storage without exposing its contents? 
 
A. Collection records. 
B. Data mapping. 
C. Server logs. 
D. Metadata. 
 
Correct Answer: D 
 
 
QUESTION 23 
What must be done to destroy data stored on "write once read many" (WORM) media? 
 
A. The data must be made inaccessible by encryption. 
B. The erase function must be used to remove all data. 
C. The media must be physically destroyed. 
D. The media must be reformatted. 
 
Correct Answer: C 
 
QUESTION 24 
Which of the following would best improve an organization' s system of limiting data use? 
 
A. Implementing digital rights management technology. 
B. Confirming implied consent for any secondary use of data. 
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C. Applying audit trails to resources to monitor company personnel. 
D. Instituting a system of user authentication for company personnel. 
 
Correct Answer: C 
 
 
QUESTION 25 
Which of the following is considered a records management best practice? 
 
A. Archiving expired data records and files. 
B. Storing decryption keys with their associated backup systems. 
C. Implementing consistent handling practices across all record types. 
D. Using classification to determine access rules and retention policy. 
 
Correct Answer: D 
 
 
QUESTION 26 
Which of the following provides a mechanism that allows an end-user to use a single sign-on 
(SSO) for multiple services? 
 
A. The Open ID Federation. 
B. PCI Data Security Standards Council 
C. International Organization for Standardization. 
D. Personal Information Protection and Electronic Documents Act. 
 
Correct Answer: A 
 
 
QUESTION 27 
A user who owns a resource wants to give other individuals access to the resource. What control 
would apply? 
 
A. Mandatory access control. 
B. Role-based access controls. 
C. Discretionary access control. 
D. Context of authority controls. 
 
Correct Answer: B 
 
 
QUESTION 28 
What is the potential advantage of homomorphic encryption? 
 
A. Encrypted information can be analyzed without decrypting it first. 
B. Ciphertext size decreases as the security level increases. 
C. It allows greater security and faster processing times. 
D. It makes data impenetrable to attacks. 
Correct Answer: C 
 
 
QUESTION 29 
What has been found to undermine the public key infrastructure system? 
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A. Man-in-the-middle attacks. 
B. Inability to track abandoned keys. 
C. Disreputable certificate authorities. 
D. Browsers missing a copy of the certificate authority's public key. 
 
Correct Answer: D 
 
 
QUESTION 30 
A credit card with the last few numbers visible is an example of what? 
 
A. Masking data 
B. Synthetic data 
C. Sighting controls. 
D. Partial encryption 
 
Correct Answer: A 
 
 
QUESTION 31 
What is an example of a just-in-time notice? 
 
A. A warning that a website may be unsafe. 
B. A full organizational privacy notice publicly available on a website 
C. A credit card company calling a user to verify a purchase before it is authorized 
D. Privacy information given to a user when he attempts to comment on an online article. 
 
Correct Answer: D 
 
 
QUESTION 32 
A vendor has been collecting data under an old contract, not aligned with the practices of the 
organization. Which is the preferred response? 
 
A. Destroy the data 
B. Update the contract to bring the vendor into alignment. 
C. Continue the terms of the existing contract until it expires. 
D. Terminate the contract and begin a vendor selection process. 
 
Correct Answer: B 
 
 
QUESTION 33 
What must be used in conjunction with disk encryption? 
 
A. Increased CPU speed. 
B. A strong password. 
C. A digital signature. 
D. Export controls. 
 
Correct Answer: C 
 
 
QUESTION 34 
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Which is NOT a way to validate a person's identity? 
 
A. Swiping a smartcard into an electronic reader. 
B. Using a program that creates random passwords. 
C. Answering a question about "something you know". 
D. Selecting a picture and tracing a unique pattern on it 
 
Correct Answer: B 
 
 
QUESTION 35 
Revocation and reissuing of compromised credentials is impossible for which of the following 
authentication techniques? 
 
A. Biometric data. 
B. Picture passwords. 
C. Personal identification number. 
D. Radio frequency identification. 
 
Correct Answer: D 
 
 
QUESTION 36 
What is the main function of the Amnesic Incognito Live System or TAILS device? 
 
A. It allows the user to run a self-contained computer from a USB device. 
B. It accesses systems with a credential that leaves no discernable tracks. 
C. It encrypts data stored on any computer on a network. 
D. It causes a system to suspend its security protocols. 
 
Correct Answer: A 
 
 
QUESTION 37 
Which is NOT a drawback to using a biometric recognition system? 
 
A. It can require more maintenance and support. 
B. It can be more expensive than other systems 
C. It has limited compatibility across systems. 
D. It is difficult for people to use. 
 
Correct Answer: A 
 
 
 
 
QUESTION 38 
What is a main benefit of data aggregation? 
 
A. It is a good way to perform analysis without needing a statistician. 
B. It applies two or more layers of protection to a single data record. 
C. It allows one to draw valid conclusions from small data samples. 
D. It is a good way to achieve de-identification and unlinkabilty. 
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Correct Answer: C 
 
 
QUESTION 39 
Under the Family Educational Rights and Privacy Act (FERPA), releasing personally identifiable 
information from a student's educational record requires written permission from the parent or 
eligible student in order for information to be? 
 
A. Released to a prospective employer. 
B. Released to schools to which a student is transferring. 
C. Released to specific individuals for audit or evaluation purposes. 
D. Released in response to a judicial order or lawfully ordered subpoena. 
 
Correct Answer: C 
 
 
QUESTION 40 
After committing to a Privacy by Design program, which activity should take place first? 
 
A. Create a privacy standard that applies to all projects and services. 
B. Establish a retention policy for all data being collected. 
C. Implement easy to use privacy settings for users. 
D. Perform privacy reviews on new projects. 
 
Correct Answer: B 
 
 
QUESTION 41 
When releasing aggregates, what must be performed to magnitude data to ensure privacy? 
 
A. Value swapping. 
B. Noise addition. 
C. Basic rounding. 
D. Top coding. 
 
Correct Answer: B 
 
 
QUESTION 42 
What term describes two re-identifiable data sets that both come from the same unidentified 
individual? 
 
A. Pseudonymous data. 
B. Anonymous data. 
C. Aggregated data. 
D. Imprecise data. 
 
Correct Answer: B 
 
 
QUESTION 43 
Which of the following most embodies the principle of Data Protection by Default? 
 
A. A messaging app for high school students that uses HTTPS to communicate with the server. 
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