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Which of the following would be a reason to undertake a BCDR test? 
 
A. Functional change of the application 
B. Change in staff 
C. User interface overhaul of the application 
D. Change in regulations 
 
Correct Answer: A 
Explanation: 
Any time a major functional change of an application occurs, a new BCDR test should be done to 
ensure the overall strategy and process are still applicable and appropriate. 
 
 
QUESTION 136 
What is the biggest challenge to data discovery in a cloud environment? 
 
A. Format 
B. Ownership 
C. Location 
D. Multitenancy 
 
Correct Answer: C 
Explanation: 
With the distributed nature of cloud environments, the foremost challenge for data discovery is 
awareness of the location of data and keeping track of it during the constant motion of cloud 
storage systems. 
 
 
QUESTION 137 
Which crucial aspect of cloud computing can be most threatened by insecure APIs? 
 
A. Automation 
B. Redundancy 
C. Resource pooling 
D. Elasticity 
 
Correct Answer: A 
Explanation: 
Cloud environments depend heavily on API calls for management and automation. Any 
vulnerability with the APIs can cause significant risk and exposure to all tenants of the cloud 
environment. 
 
 
QUESTION 138 
Which of the following should NOT be part of the requirement analysis phase of the software 
development lifecycle? 
 
A. Functionality 
B. Programming languages 
C. Software platform 
D. Security requirements 
 
Correct Answer: D 
Explanation: 
Security requirements should be incorporated into the software development lifecycle (SDLC) 
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from the earliest requirement gathering stage and should be incorporated prior to the requirement 
analysis phase. 
 
QUESTION 139 
Which of the cloud cross-cutting aspects relates to the assigning of jobs, tasks, and roles, as well 
as to ensuring they are successful and properly performed? 
 
A. Service-level agreements 
B. Governance 
C. Regulatory requirements 
D. Auditability 
 
Correct Answer: B 
Explanation: 
Governance at its core is the idea of assigning jobs, takes, roles, and responsibilities and 
ensuring they are satisfactory performed. 
 
 
QUESTION 140 
Which regulatory system pertains to the protection of healthcare data? 
 
A. HIPAA 
B. HAS 
C. HITECH 
D. HFCA 
 
Correct Answer: A 
Explanation: 
The Health Insurance Portability and Accountability Act (HIPAA) sets stringent requirements in 
the United States for the protection of healthcare records. 
 
 
QUESTION 141 
Which aspect of cloud computing makes it very difficult to perform repeat audits over time to track 
changes and compliance? 
 
A. Virtualization 
B. Multitenancy 
C. Resource pooling 
D. Dynamic optimization 
 
Correct Answer: A 
Explanation: 
Cloud environments will regularly change virtual machines as patching and versions are changed. 
Unlike a physical environment, there is little continuity from one period of time to another. It is 
very unlikely that the same virtual machines would be in use during a repeat audit. 
 
 
QUESTION 142 
Which security concept would business continuity and disaster recovery fall under? 
 
A. Confidentiality 
B. Availability 
C. Fault tolerance 
D. Integrity 
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Correct Answer: B 
Explanation: 
Disaster recovery and business continuity are vital concerns with availability. If data is destroyed 
or compromised, having regular backup systems in place as well as being able to perform 
disaster recovery in the event of a major or widespread problem allows operations to continue 
with an acceptable loss of time and data to management. This also ensures that sensitive data is 
protected and persisted in the event of the loss or corruption of data systems or physical storage 
systems. 
 
 
QUESTION 143 
Which of the following is NOT an application or utility to apply and enforce baselines on a 
system? 
 
A. Chef 
B. GitHub 
C. Puppet 
D. Active Directory 
 
Correct Answer: B 
Explanation: 
GitHub is an application for code collaboration, including versioning and branching of code trees. 
It is not used for applying or maintaining system configurations. 
 
 
QUESTION 144 
Which of the cloud cross-cutting aspects relates to the ability for a cloud customer to easily 
remove their applications and data from a cloud environment? 
 
A. Reversibility 
B. Availability 
C. Portability 
D. Interoperability 
 
Correct Answer: A 
Explanation: 
Reversibility is the ability for a cloud customer to easily remove their applications or data from a 
cloud environment, as well as to ensure that all traces of their applications or data have been 
securely removed per a predefined agreement with the cloud provider. 
 
 
QUESTION 145 
Which of the following is NOT a function performed by the record protocol of TLS? 
 
A. Encryption 
B. Acceleration 
C. Authentication 
D. Compression 
 
Correct Answer: B 
Explanation: 
The record protocol of TLS performs the authentication and encryption of data packets, and in 
some cases compression as well. It does not perform any acceleration functions. 
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QUESTION 146 
What concept does the "R" represent with the DREAD model? 
 
A. Reproducibility 
B. Repudiation 
C. Risk 
D. Residual 
 
Correct Answer: A 
Explanation: 
Reproducibility is the measure of how easy it is to reproduce and successful use an exploit. 
Scoring within the DREAD model ranges from 0, signifying a nearly impossibly exploit, up to 10, 
which signifies something that anyone from a simple function call could exploit, such as a URL. 
 
 
QUESTION 147 
The SOC Type 2 reports are divided into five principles. Which of the five principles must also be 
included when auditing any of the other four principles? 
 
A. Confidentiality 
B. Privacy 
C. Security 
D. Availability 
 
Correct Answer: C 
Explanation: 
Under the SOC guidelines, when any of the four principles other than security are being audited, 
which includes availability, confidentiality, processing integrity, and privacy, the security principle 
must also be included with the audit. 
 
 
QUESTION 148 
How many additional DNS queries are needed when DNSSEC integrity checks are added? 
 
A. Three 
B. Zero 
C. One 
D. Two 
 
Correct Answer: B 
Explanation: 
DNSSEC does not require any additional DNS queries to be performed. The DNSSEC integrity 
checks and validations are all performed as part of the single DNS lookup resolution. 
 
 
QUESTION 149 
Which of the following is the sole responsibility of the cloud customer, regardless of which cloud 
model is used? 
 
A. Platform 
B. Infrastructure 
C. Governance 
D. Application 
Correct Answer: C 
Explanation: 
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Regardless of which cloud-hosting model is used, the cloud customer always has sole 
responsibility for the governance of systems and data. 
 
 
QUESTION 150 
Which of the following service categories entails the least amount of support needed on the part 
of the cloud customer? 
 
A. SaaS 
B. IaaS 
C. DaaS 
D. PaaS 
 
Correct Answer: A 
Explanation: 
With SaaS providing a fully functioning application that is managed and maintained by the cloud 
provider, cloud customers incur the least amount of support responsibilities themselves of any 
service category. 
 
 
QUESTION 151 
Which of the following would NOT be a reason to activate a BCDR strategy? 
 
A. Staffing loss 
B. Terrorism attack 
C. Utility disruptions 
D. Natural disaster 
 
Correct Answer: A 
Explanation: 
The loss of staffing would not be a reason to declare a BCDR situation because it does not 
impact production operations or equipment, and the same staff would be needed for a BCDR 
situation. 
 
 
QUESTION 152 
Which of the cloud cross-cutting aspects relates to the oversight of processes and systems, as 
well as to ensuring their compliance with specific policies and regulations? 
 
A. Governance 
B. Regulatory requirements 
C. Service-level agreements 
D. Auditability 
 
Correct Answer: D 
Explanation: 
Auditing involves reports and evidence that show user activity, compliance with controls and 
regulations, the systems and processes that run and what they do, as well as information and 
data access and modification records. A cloud environment adds additional complexity to 
traditional audits because the cloud customer will not have the same level of access to systems 
and data as they would in a traditional data center. 
 
QUESTION 153 
Which of the cloud cross-cutting aspects relates to the ability to reuse or move components of an 
application or service? 
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