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Which of the following should the security analyst perform?

A. Contact the security department at the business partner and alert them to the email event.

B. Block the IP address for the business partner at the perimeter firewall.

C. Pull the devices of the affected employees from the network in case they are infected with a zero-
day virus.

D. Configure the email gateway to automatically quarantine all messages originating from the
business partner.

Correct Answer: A

QUESTION 78
A financial institution has several that currently employ the following controls:

* The severs follow a monthly patching cycle.

= All changes must go through a change management process.

= Developers and systems administrators must log into a jumpbox to access the servers hosting
the data using two-factor authentication.

* The servers are on an isolated VLAN and cannot be directly accessed from the internal
production network.

An outage recently occurred and lasted several days due to an upgrade that circumvented the
approval process. Once the security team discovered an unauthorized patch was installed, they
were able to resume operations within an hour. Which of the following should the security
administrator recommend to reduce the time to resolution if a similar incident occurs in the future?

A. Require more than one approver for all change management requests.

B. Implement file integrity monitoring with automated alerts on the servers.

C. Disable automatic patch update capabilities on the servers

D. Enhanced audit logging on the jump servers and ship the logs to the SIEM.

Correct Answer: B

QUESTION 79

A company's product site recently had failed API calls, resulting in customers being unable to
check out and purchase products. This type of failure could lead to the loss of customers and
damage to the company's reputation in the market. Which of the following should the company
implement to address the risk of system unavailability?

A. User and entity behavior analytics
B. Redundant reporting systems

C. A self-healing system

D. Application controls

Correct Answer: D

QUESTION 80
Which of the following is the MOST important cloud-specific risk from the CSP's viewpoint?

A. Isolation control failure
B. Management plane breach
C. Insecure data deletion
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D. Resource exhaustion

Correct Answer: C

QUESTION 81

An organization is considering a BYOD standard to support remote working. The first iteration of
the solution will utilize only approved collaboration applications and the ability to move corporate
data between those applications. The security team has concerns about the following:

» Unstructured data being exfiltrated after an employee leaves the organization
» Data being exfiltrated as a result of compromised credentials
= Sensitive information in emails being exfiltrated

Which of the following solutions should the security team implement to mitigate the risk of data
loss?

A. Mobile device management, remote wipe, and data loss detection
B. Conditional access, DoH, and full disk encryption

C. Mobile application management, MFA, and DRM

D. Certificates, DLP, and geofencing

Correct Answer: A

QUESTION 82
An organization is implementing a new identity and access management architecture with the
following objectives:

= Supporting MFA against on-premises infrastructure

= Improving the user experience by integrating with SaaS applications
= Applying risk-based policies based on location

= Performing just-in-time provisioning

Which of the following authentication protocols should the organization implement to support
these requirements?

A. Kerberos and TACACS
B. SAML and RADIUS

C. OAuth and OpenID

D. OTP and 802.1X

Correct Answer: C

QUESTION 83

An organization wants to perform a scan of all its systems against best practice security
configurations. Which of the following SCAP standards, when combined, will enable the
organization to view each of the configuration checks in a machine-readable checklist format for
fill automation? (Choose two.)

A. ARF
B. XCCDF
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CPE
CVE
CVSS
OVAL

Correct Answer: BF

QUESTION 84

An organization decided to begin issuing corporate mobile device users microSD HSMs that must
be installed in the mobile devices in order to access corporate resources remotely Which of the
following features of these devices MOST likely led to this decision? (Select TWO.)

Tmoowr

Software-backed keystore
Embedded cryptoprocessor
Hardware-backed public key storage
Support for stream ciphers
Decentralized key management
TPM 2.0 attestation services

Correct Answer: BC

QUESTION 85

The Chief information Officer (CIO) of a large bank, which uses multiple third-party organizations
to deliver a service, is concerned about the handling and security of customer data by the parties.
Which of the following should be implemented to BEST manage the risk?

A

Establish a review committee that assesses the importance of suppliers and ranks them according
to contract renewals. At the time of contract renewal, incorporate designs and operational controls
into the contracts and a right-to-audit clause. Regularly assess the supplier's post-contract
renewal with a dedicated risk management team.

Establish a team using members from first line risk, the business unit, and vendor management to
assess only design security controls of all suppliers. Store findings from the reviews in a database
for all other business units and risk teams to reference.

Establish an audit program that regularly reviews all suppliers regardless of the data they access,
how they access the data, and the type of data, Review all design and operational controls based
on best practice standard and report the finding back to upper management.

Establish a governance program that rates suppliers based on their access to data, the type of
data, and how they access the data Assign key controls that are reviewed and managed based on
the supplier's rating. Report finding units that rely on the suppliers and the various risk teams.

Correct Answer: A

QUESTION 86

A company has decided to purchase a license for software that is used to operate a mission-
critical process. The third-party developer is new to the industry but is delivering what the
company needs at this time. Which of the following BEST describes the reason why utilizing a
source code escrow will reduce the operational risk to the company if the third party stops
supporting the application?

A. The company will have access to the latest version to continue development.
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B. The company will be able to force the third-party developer to continue support.
C. The company will be able to manage the third-party developer's development process.
D. The company will be paid by the third-party developer to hire a new development team.

Correct Answer: A

QUESTION 87

A university issues badges through a homegrown identity management system to all staff and
students. Each week during the summer, temporary summer school students arrive and need to
be issued a badge to access minimal campus resources. The security team received a report
from an outside auditor indicating the homegrown system is not consistent with best practices in
the security field and leaves the institution vulnerable. Which of the following should the security
team recommend FIRST?

A. Investigating a potential threat identified in logs related to the identity management system

B. Updating the identity management system to use discretionary access control

C. Beginning research on two-factor authentication to later introduce into the identity management
system

D. Working with procurement and creating a requirements document to select a new IAM
system/vendor

Correct Answer: A

QUESTION 88

A high-severity vulnerability was found on a web application and introduced to the enterprise. The
vulnerability could allow an unauthorized user to utilize an open-source library to view privileged
user information. The enterprise is unwilling to accept the risk, but the developers cannot fix the
issue right away. Which of the following should be implemented to reduce the risk to an
acceptable level until the issue can be fixed?

A. Scan the code with a static code analyzer, change privileged user passwords, and provide
security training.

Change privileged usernames, review the OS logs, and deploy hardware tokens.

Implement MFA, review the application logs, and deploy a WAF.

Deploy a VPN, configure an official open-source library repository, and perform a full application
review for vulnerabilities.

cow

Correct Answer: C

QUESTION 89
Device event logs sources from MDM software as follows:
Device Date/Time Location Event Description
ANDROID 1022 01JANZ21 0255 39.9072N,77.0369W PUSH APPLICATION 1220 INSTALL QUEUED
ANDROID 1022 01JaN21 0301 39,9072N,77.0369W INVENTORY APPLICATION 1220 ADDED
ANDROID 1022 01JAaNZ21 0701 39.0067TH,TT7.4291W CHECE-IN NORMAL
ANDROID 1022 01JANZ1 0701 25.2854N,51.5310E CHECK=IN NORMAL
ANDROID 1022 01JANZ21 0900 39.006TNH, T7.4291W CHECK-IN NORMAL
ANDROID_ 1022 OD1JANZ1 1030 39.006TH,TT.4291W STATUS LOCAL STORAGE REFORTING 85% FULL

Which of the following security concerns and response actions would BEST address the risks
posed by the device in the logs?
A. Malicious installation of an application; change the MDM configuration to remove application 1D
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1220.
B. Resource leak; recover the device for analysis and clean up the local storage.
C. Impossible travel; disable the device's account and access while investigating.
D. Falsified status reporting; remotely wipe the device.

Correct Answer: A

QUESTION 90

A company is outsourcing to an MSSP that performs managed detection and response services.
The MSSP requires a server to be placed inside the network as a log aggregate and allows
remote access to MSSP analyst. Critical devices send logs to the log aggregator, where data is
stored for 12 months locally before being archived to a multitenant cloud. The data is then sent
from the log aggregate to a public IP address in the MSSP datacenter for analysis.

A security engineer is concerned about the security of the solution and notes the following:

= The critical devise send cleartext logs to the aggregator.

* The log aggregator utilize full disk encryption.

* The log aggregator sends to the analysis server via port 80.

* MSSP analysis utilize an SSL VPN with MFA to access the log aggregator remotely.
* The data is compressed and encrypted prior to being achieved in the cloud.

Which of the following should be the engineer's GREATEST concern?

A. Hardware vulnerabilities introduced by the log aggregate server
B. Network bridging from a remote access VPN

C. Encryption of data in transit

D. Multinancy and data remnants in the cloud

Correct Answer: C

QUESTION 91

A company's employees are not permitted to access company systems while traveling
internationally. The company email system is configured to block logins based on geographic
location, but some employees report their mobile phones continue to sync email traveling . Which
of the following is the MOST likely explanation? (Select TWO.)

Outdated escalation attack

Privilege escalation attack

VPN on the mobile device

Unrestricted email administrator accounts
Chief use of UDP protocols

Disabled GPS on mobile devices

Tmoow>»

Correct Answer: CF

QUESTION 92
Which of the following is a benefit of using steganalysis techniques in forensic response?

A. Breaking a symmetric cipher used in secure voice communications
B. Determining the frequency of unique attacks against DRM-protected media
C. Maintaining chain of custody for acquired evidence
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