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phase, services are not connecting properly to secure LDAP. Block is an except of output from
the troubleshooting session:

Which of the following BEST explains why secure LDAP is not working? (Select TWO.)

The clients may not trust idapt by default.

The secure LDAP service is not started, so no connections can be made.
Danvills.com is under a DDoS-inator attack and cannot respond to OCSP requests.
Secure LDAP should be running on UDP rather than TCP.

The company is using the wrong port. It should be using port 389 for secure LDAP.
Secure LDAP does not support wildcard certificates.

The clients may not trust Chicago by default.

eEIMOO®>

Correct Answer: BE

QUESTION 19

Immediately following the report of a potential breach, a security engineer creates a forensic
image of the server in question as part of the organization incident response procedure. Which of
the must occur to ensure the integrity of the image?

A. The image must be password protected against changes.

B. A hash value of the image must be computed.

C. The disk containing the image must be placed in a seated container.
D. A duplicate copy of the image must be maintained

Correct Answer: B

QUESTION 20

Ann, a CIRT member, is conducting incident response activities on a network that consists of
several hundred virtual servers and thousands of endpoints and users. The network generates
more than 10,000 log messages per second. The enterprise belong to a large, web-based
cryptocurrency startup, Ann has distilled the relevant information into an easily digestible report
for executive management . However, she still needs to collect evidence of the intrusion that
caused the incident. Which of the following should Ann use to gather the required information?

A. Traffic interceptor log analysis

B. Log reduction and visualization tools
C. Proof of work analysis

D. Ledger analysis software

Correct Answer: B

QUESTION 21

A company is migrating from company-owned phones to a BYOD strategy for mobile devices.
The pilot program will start with the executive management team and be rolled out to the rest of
the staff in phases. The company's Chief Financial Officer loses a phone multiple times a year.
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Which of the following will MOST likely secure the data on the lost device?

A. Require a VPN to be active to access company data.
B. Set up different profiles based on the person's risk.
C. Remotely wipe the device.

D. Require MFA to access company applications.

Correct Answer: D
QUESTION 22

A cybersecurity analyst discovered a private key that could have been exposed. Which of the
following is the BEST way for the analyst to determine if the key has been compromised?

A. HSTS
B. CRL

C. CSRs
D. OCSP

Correct Answer: C

QUESTION 23

An organization developed a social media application that is used by customers in multiple
remote geographic locations around the world. The organization's headquarters and only
datacenter are located in New York City. The Chief Information Security Officer wants to ensure
the following requirements are met for the social media application:

= Low latency for all mobile users to improve the users' experience
= SSL offloading to improve web server performance

= Protection against DoS and DDoS attacks

= High availability

Which of the following should the organization implement to BEST ensure all requirements are
met?

A. A cache server farm in its datacenter

B. A load-balanced group of reverse proxy servers with SSL acceleration
C. A CDN with the origin set to its datacenter

D. Dual gigabit-speed Internet connections with managed DDoS prevention

Correct Answer: B

QUESTION 24
A security engineer thinks the development team has been hard-coding sensitive environment
variables in its code. Which of the following would BEST secure the company's CI/CD pipeline?

A. Utilizing a trusted secrets manager

B. Performing DAST on a weekly basis

C. Introducing the use of container orchestration
D. Deploying instance tagging

Correct Answer: A
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QUESTION 25

A security analyst is validating the MAC policy on a set of Android devices. The policy was written
to ensure non-critical applications are unable to access certain resources. When reviewing
dmesg, the analyst notes many entries such as:

avc: denied { open } for pid=1018 comm= “irc” path= “/dev/if0”
dev= “tmpfs” scontext=u:r:irc:s0 tcontext=u:object r:default:s0
tclass=chr file permissive=1

Despite the deny message, this action was still permit following is the MOST likely fix for this
issue?

A. Add the objects of concern to the default context.
B. Set the devices to enforcing

C. Create separate domain and context files for irc.
D. Rebuild the policy, reinstall, and test.

Correct Answer: B

QUESTION 26

A recent data breach stemmed from unauthorized access to an employee's company account
with a cloud-based productivity suite. The attacker exploited excessive permissions granted to a
third-party OAuth application to collect sensitive information. Which of the following BEST
mitigates inappropriate access and permissions issues?

A. SIEM
B. CASB
C. WAF
D. SOAR

Correct Answer: C

QUESTION 27

A company is moving most of its customer-facing production systems to the cloud-facing
production systems to the cloud. laaS is the service model being used. The Chief Executive
Officer is concerned about the type of encryption available and requires the solution must have
the highest level of security. Which of the following encryption methods should the cloud security
engineer select during the implementation phase?

A. Instance-based

B. Storage-based

C. Proxy-based

D. Array controller-based

Correct Answer: B

QUESTION 28

A small company recently developed prototype technology for a military program. The company's
security engineer is concerned about potential theft of the newly developed, proprietary
information. Which of the following should the security engineer do to BEST manage the threats
proactively?
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Join an information-sharing community that is relevant to the company.

Leverage the MITRE ATT&CK framework to map the TTR.

Use OSINT techniques to evaluate and analyze the threats.

Update security awareness training to address new threats, such as best practices for data
security.

oo W

Correct Answer: C

QUESTION 29

An organization is prioritizing efforts to remediate or mitigate risks identified during the latest
assessment. For one of the risks, a full remediation was not possible, but the organization was
able to successfully apply mitigations to reduce the likelihood of impact. Which of the following
should the organization perform NEXT?

A. Assess the residual risk.

B. Update the organization's threat model.
C. Move to the next risk in the register.

D. Recalculate the magnitude of impact.

Correct Answer: D

QUESTION 30

A vulnerability scanner detected an obsolete version of an open-source file-sharing application on
one of a company's Linux servers. While the software version is no longer supported by the OSS
community, the company's Linux vendor backported fixes, applied them for all current
vulnerabilities, and agrees to support the software in the future. Based on this agreement, this
finding is BEST categorized as a:

A. true positive.

B. true negative.
C. false positive.
D. false negative.

Correct Answer: C

QUESTION 31

SIMULATION

You are a security analyst tasked with interpreting an Nmap scan output from company's
privileged network.

The company's hardening guidelines indicate the following:
There should be one primary server or service per device.
Only default ports should be used.

Non-secure protocols should be disabled.

INSTRUCTIONS
Using the Nmap output, identify the devices on the network and their roles, and any open ports
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that should be closed.

For each device found by Nmap, add a device entry to the Devices Discovered list, with the
following information:

The IP address of the device

The primary server or service of the device (Note that each IP should by associated with one
service/port only)

The protocol(s) that should be disabled based on the hardening guidelines (Note that multiple
ports may need to be closed to comply with the hardening guidelines)

If at any time you would like to bring back the initial state of the simulation, please click the Reset
All button.
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