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A. PKI

B. Mutual authentication
C. Biometrics

D. Kerberos

Correct Answer: C

QUESTION 157
In which of the following Risk Management Framework (RMF) phases is strategic risk
assessment planning performed?

A. Phase 0
B. Phase 1
C. Phase 2
D. Phase 3

Correct Answer: A

QUESTION 158
Which of the following administrative policy controls requires individuals or organizations to be
engaged in good business practices relative to the organization's industry?

A. Segregation of duties
B. Separation of duties
C. Need to Know

D. Due care

Correct Answer: D

QUESTION 159
Which of the following is a security policy implemented by an organization due to compliance,
regulation, or other legal requirements?

A. Advisory policy

B. Informative policy

C. System Security policy
D. Regulatory policy

Correct Answer: D

QUESTION 160
Which of the following phases begins with a review of the SSAA in the DITSCAP accreditation?

A. Phase 1
B. Phase 4
C. Phase 3
D. Phase 2

Correct Answer: C
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QUESTION 161
Which of the following formulas was developed by FIPS 199 for categorization of an information

type?

A. SC information type = {(confidentiality, controls), (integrity, controls), (authentication, controls)}
B. SC information type = {(confidentiality, impact), (integrity, impact), (availability, impact)}

C. SC information type = {(confidentiality, risk), (integrity, risk), (availability, risk)}

D. SC information type = {(Authentication, impact), (integrity, impact), (availability, impact)}

Correct Answer: B

QUESTION 162
Which of the following is NOT considered an environmental threat source?

A. Pollution
B. Hurricane
C. Chemical
D. Water

Correct Answer: B

QUESTION 163
Which of the following is NOT a type of penetration test?

A. Cursory test

B. Partial-knowledge test
C. Zero-knowledge test
D. Full knowledge test
Correct Answer: A

QUESTION 164
Which of the followingformulas was developed by FIPS 199 for categorization of an information
system?

A. SC information system = {
B. SC information system = {
C. SC information system = {
D. SC information system = {

confidentiality, impact), (integrity, controls), (availability, risk)}
confidentiality, impact), (integrity, impact),(availability, impact)}
confidentiality, controls), (integrity, controls), (availability, controls )}
confidentiality, risk), (integrity, impact), (availability, controls)}

__==

Correct Answer: B

QUESTION 165
Which of the following NIST documents defines impact?

A. NIST SP 800-53
B. NIST SP 800-26
C. NIST SP 800-30
D. NIST SP 800-53A

Correct Answer: C
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QUESTION 166
Which of the following relations correctly describes residual risk?

A. Residual Risk = Threats x Vulnerability x Asset Gap x Control Gap
B. Residual Risk = Threats x Exploit x Asset Value x Control Gap

C. Residual Risk = Threats x Exploit x Asset Value x Control Gap

D. Residual Risk = Threats x Vulnerability x Asset Value x Control Gap

Correct Answer: D

QUESTION 167
Which of the following is NOT a phase of the security certification and accreditation process?

A. Initiation
B. Security certification
C. Operation

D. Maintenance

Correct Answer: C

QUESTION 168
Which of the following processes has the goal to ensure that any change does not lead to
reduced or compromised security?

A. Change control management
B. Security management

C. Configuration management
D. Risk management

Correct Answer: A

QUESTION 169

Which of the following isnota part of Identify Risks process?
A. System or process flow chart

B. Influence diagram

C. Decision tree diagram

D. Cause and effect diagram

Correct Answer: C

QUESTION 170
In which of the following phases does the SSAA maintenance take place?

A. Phase 3
B. Phase 2
C. Phase 1
D. Phase 4

Correct Answer: D
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QUESTION 171
In which of the following phases do the system security plan update and the Plan of Action and
Milestones (POAM) update take place?

A. Continuous Monitoring Phase
B. Accreditation Phase

C. Preparation Phase

D. DITSCAP Phase

Correct Answer: A

QUESTION 172
Which of the following processes is used to protect the data based on its secrecy, sensitivity, or
confidentiality?

A. Change Control

B. Data Hiding

C. Configuration Management
D. Data Classification

Correct Answer: D

QUESTION 173
Which of the following assessment methods is used to review, inspect, and analyze assessment
objects?

A. Testing

B. Examination
C. Interview

D. Debugging

Correct Answer: B

QUESTION 174
Which of the following documents is used to provide a standard approach to the assessment of
NIST SP 800-53 security controls?

A. NIST SP 800-37
B. NIST SP 800-41
C. NIST SP 800-53A
D. NIST SP 800-66

Correct Answer: C

QUESTION 175
What is the objective of the Security Accreditation Decision task?

A. To determine whether the agency-level risk is acceptable or not.
B. To make an accreditation decision
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C. To accredit the information system
D. To approve revisions of NIACAP

Correct Answer: A

QUESTION 176

You are the project manager for your organization. You are working with your key stakeholders in
the qualitative risk analysis process. You understand that there is certainbias towards the risk
events in the project that you need to address, manage, and ideally reduce. What solution does
the PMBOK recommend to reduce the influence of bias during qualitativerisk analysis?

A. Establish the definitions of the levels of probability and impact

B. Isolate the stakeholders by project phases to determine their risk bias

C. Involve all stakeholders to vote on the probability and impact of the risk events

D. Provideiterations of risk analysis for true reflection of a risk probability and impact

Correct Answer: A

QUESTION 177

Numerous information security standards promote good security practices and define frameworks
or systems to structure the analysis and design for managing information security controls. Which
of the following are the international information security standards? Each correct answer
represents a complete solution. Choose all that apply.

A. Human resources security

B. Organization of information security
C. Risk assessment and treatment

D. AU audit and accountability

Correct Answer: ABC

QUESTION 178

Beth is the project manager of the BFG Project for her company. In this project Beth has decided
to create a contingency response based on the performance of the project schedule. If the project
schedule variance is greater than $10,000 the contingency plan will be implemented. What is the
formula for the schedule variance?

A. SV=EV-PV
B. SV=EV/AC
C. SV=PV-EV
D. SV=EV/PV

Correct Answer: A

QUESTION 179
You are the project manager of the HJK Project for your organization. You and the project team
have created risk responses for many of the risk events in the project. Where should you
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