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QUESTION 138 
The Phase 2 of DITSCAP C&A is known as Verification. The goal of this phase is to obtain a fully 
integrated system for certification testing and accreditation. What are the process activities of this 
phase? Each correct answer represents a complete solution. Choose all that apply. 
 
A. System development 
B. Certification analysis 
C. Registration 
D. Assessment of the Analysis Results 
E. Configuring refinement of the SSAA 
 
Correct Answer: ABDE 
 
 
QUESTION 139 
ISO 17799 has two parts. The first part is an implementation guide with guidelines on how to build 
a comprehensive information security infrastructure and the second part is an auditing guide 
based on requirements that must be met for an organization to be deemed compliant with ISO 
17799. What are the ISO 17799 domains? Each correct answer represents a complete solution. 
Choose all that apply. 
 
A. Information security policy for the organization 
B. Personnel security 
C. Business continuity management 
D. System architecture management 
E. System development and maintenance 
 
Correct Answer: ABCE 
 
 
QUESTION 140 
Certification and Accreditation (C&A or CnA) is a process for implementing information security. It 
is a systematic procedure for evaluating, describing, testing, and authorizing systems prior to or 
after a system is in operation. Which of the following statements are true about Certification and 
Accreditation? Each correct answer represents a complete solution. Choose two. 
 
A. Certification is a comprehensive assessment of the management, operational, and technical 

security controls in an information system. 
B. Accreditation is a comprehensive assessment of the management, operational, and technical 

security controls in an information system. 
C. Certification isthe official management decision given by a senior agency official to authorize 

operation of an information system. 
D. Accreditation is the official management decision given by a senior agency official to authorize 

operation of an information system. 
 
Correct Answer: AD 
 
 
QUESTION 141 
Amy is the project manager for her company. In her current project the organization has a very 
low tolerance for risk events that will affect the project schedule. Management has asked Amyto 
consider the affect of all the risks onthe project schedule. What approach can Amy take to create 
a bias against risks that will affect the schedule of the project? 
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A. She can have the project team pad their time estimates to alleviate delays in the project schedule. 
B. She can shift risk-laden activities that affect the project schedule from the critical path as much as 

possible. 
C. She can create an overall project rating scheme to reflect the bias towards risks that affect the 

project schedule. 
D. She can filter all risks based on their affect on schedule versus other project objectives. 
 
Correct Answer: C 
 
 
QUESTION 142 
Joan is a project management consultant and she has been hired by a firm to help them identify 
risk events within the project. Joan would first like to examine the project documentsincluding the 
plans, assumptions lists, project files, and contracts. What key thing will help Joan to discover 
risks within the review of the project documents? 
 
A. Lack of consistency between the plans and the project requirements and assumptions can bethe 

indicators of risk in the project. 
B. The project documents will help the project manager, or Joan, to identify what risk identification 

approach is best to pursue. 
C. Plans that have loose definitions of terms and disconnected approaches will revealrisks. 
D. Poorly written requirements will reveal inconsistencies in the project plans and documents. 
 
Correct Answer: A 
 
 
QUESTION 143 
You and your project team are just starting the risk identification activities for a project that is 
scheduled to last for 18 months. Your project team has already identified a long list of risks that 
need to be analyzed. How often should you and the project team do risk identification? 
 
A. At least once per month 
B. Several times until the project moves into execution 
C. It depends on how many risks are initially identified. 
D. Identify risks is an iterative process. 
 
Correct Answer: D 
 
 
 
QUESTION 144 
Which of the following documents were developed by NIST for conducting Certification & 
Accreditation (C&A)?Each correct answer represents acomplete solution. Choose all that apply. 
 
A. NIST Special Publication 800-53A 
B. NIST Special Publication 800-37A 
C. NIST Special Publication 800-59 
D. NIST Special Publication 800-53 
E. NIST Special Publication 800-37 
F. NIST Special Publication 800-60 
 
Correct Answer: ACDEF 
 
 
QUESTION 145 
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John is the project manager of the NHQ Project for his company. His project has 75 stakeholders, 
some of which are external to the organization. John needs to make certain that he 
communicates about risk in the most appropriate method for the external stakeholders. Which 
project management plan will be the best guide for John to communicate to the external 
stakeholders? 
 
A. Communications Management Plan 
B. Risk Management Plan 
C. Project Management Plan 
D. Risk ResponsePlan 
 
Correct Answer: A 
 
 
QUESTION 146 
Which of the following individuals informs all C&A participants about life cycle actions, security 
requirements, and documented user needs? 
 
A. IS program manager 
B. Certification Agent 
C. User representative 
D. DAA 
 
Correct Answer: A 
 
 
QUESTION 147 
Your project has several risks that may cause serious financial impact should they happen. You 
have studied the risk events and made some potential risk responses for the risk events but 
management wants you to do more. They'd like for you to create some type of a chart that 
identified the risk probability and impact with a financial amount for each risk event. What is the 
likely outcome of creating this type of chart? 
 
A. Quantitative analysis 
B. Risk response plan 
C. Contingency reserve 
D. Risk response 
 
Correct Answer: C 
 
 
QUESTION 148 
Gary is the project manager for his project. He and the project team have completed the 
qualitative risk analysis process and are about to enter the quantitative risk analysis process 
when Mary, the project sponsor, wants to know what quantitative risk analysis will review. Which 
of the following statements best defines what quantitative risk analysis will review? 
 
A. The quantitative risk analysis process will analyze the effect of risk events that may substantially 

impact the project's competing demands. 
B. The quantitative risk analysis reviews the results of risk identification and prepares the project for 

risk response management. 
C. The quantitative risk analysis process will review risk events for their probability and impact on the 

project objectives. 
D. The quantitative risk analysis seeks to determine the true cost of each identified risk event and the 

probability of each risk event to determine the risk exposure. 
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Correct Answer: A 
 
 
QUESTION 149 
You are the project manager of the NNH Project. In this project you have created a contingency 
response that the schedule performance index should be less than 0.93. The NHH Project has a 
budget at completion of $945,000 and is 45 percent complete though the project shouldbe 49 
percent complete. The project has spent $455,897 to reach the 45 percent complete milestone. 
What is the project's schedule performance index? 
 
A. 1.06 
B. 0.93 
C. -$37,800 
D. 0.92 
 
Correct Answer: D 
 
 
QUESTION 150 
Which of the following techniques are usedafter a security breach and are intended to limit the 
extent of any damage caused by the incident? 
 
A. Safeguards 
B. Preventive controls 
C. Detective controls 
D. Corrective controls 
 
Correct Answer: D 
 
 
QUESTION 151 
Which of the following is NOT an objective of the security program? 
 
A. Security plan 
B. Security education 
C. Security organization 
D. Information classification 
 
Correct Answer: A 
 
 
QUESTION 152 
Which of the following is NOT a responsibility of a data owner? 
 
A. Maintaining and protecting data 
B. Ensuring that the necessary security controls are in place 
C. Delegating responsibility of the day-to-day maintenance of the data protection mechanisms to the 

data custodian 
D. Approving access requests 
 
Correct Answer: A 
 
 
QUESTION 153 
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Walter is the project manager of a large construction project. He'll be working with several 
vendors on the project. Vendors will be providing materials and labor for several parts of the 
project. Some of the works in the project are very dangerous so Walter has implemented safety 
requirementsfor all of the vendors and his own project team. Stakeholders for the project have 
added new requirements, which have caused new risks in the project. A vendor has identified a 
new risk that could affect the project if it comes into fruition. Walter agreeswith the vendor and 
has updated the risk register and created potential risk responses to mitigate the risk. What 
should Walter also update in this scenario considering the risk event? 
 
A. Project communications plan 
B. Project management plan 
C. Projectcontractual relationship with the vendor 
D. Project scope statement 
 
Correct Answer: B 
 
 
QUESTION 154 
Penetration testing (also called pen testing) is the practice of testing a computer system, network, 
or Web application to find vulnerabilities that an attacker could exploit. Which of the following 
areas can be exploited in a penetration test? Each correct answer represents a complete 
solution. Choose all that apply. 
 
A. Race conditions 
B. Social engineering 
C. Information system architectures 
D. Buffer overflows 
E. Kernel flaws 
F. Trojan horses 
G. File and directory permissions 
 
Correct Answer: ABDEFG 
 
 
QUESTION 155 
Harry is the project manager of the MMQ Construction Project. In this project Harry has identified 
a supplier who can create stained glass windows for 1,000 window units in the construction 
project. The supplier is an artist who works by himself, but creates windows for several 
companies throughout the United States. Management reviews the proposal to use this supplier 
and while they agree that the supplier is talented, they do not think the artist can fulfill the 1,000 
window units in time for the project's deadline. Management asked Harry to find a supplier who 
will guarantee the completion of the windows by the needed date in the schedule. What risk 
response has management asked Harry to implement? 
 
A. Mitigation 
B. Acceptance 
C. Transference 
D. Avoidance 
 
Correct Answer: A 
 
 
QUESTION 156 
Which of the following methods of authentication uses finger prints to identify users? 
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