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QUESTION 117

Which of the following phases of the DITSCAP C&A process is used to define the C&A level of
effort, to identify the main C&A roles and responsibilities, and to create an agreement on the
method for implementing the security requirements?

A. Phase 3
B. Phase 2
C. Phase 4
D. Phase 1

Correct Answer: D

QUESTION 118

A security policy is an overall general statement produced by senior management that dictates
what role security plays within the organization. Which of the following are required to be
addressed in a well designed policy? Each correct answer represents a part of the solution.
Choose all that apply.

A. Who is expected to exploit the vulnerability?
B. What is being secured?

C. Where is the vulnerability, threat, or risk?

D. Who is expected to comply with the policy?

Correct Answer: BCD

QUESTION 119
The Project Risk Management knowledge area focuses on which of the following processes?
Each correct answer represents a complete solution. Choose all that apply.

A. Potential Risk Monitoring

B. Risk Management Planning
C. Quantitative Risk Analysis
D. Risk Monitoring and Control

Correct Answer: BCD

QUESTION 120
Which of the following objectives are defined by integrity in the C.I.A triad of information security
systems? Each correct answer represents a part of the solution. Choose three.

A. It preserves the internal and external consistency of information.

B. It prevents the unauthorized or unintentional modification of information by the authorized users.
C. It prevents the intentional or unintentional unauthorized disclosure of a message's contents .

D. It prevents the modification of information by the unauthorized users.

Correct Answer: ABD
QUESTION 121

Which of the following are the goals ofrisk management? Each correct answer represents a
complete solution. Choose three.
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Finding an economic balance between the impact of the risk and the cost of the countermeasure
Identifying the risk

Assessing the impact of potential threats

Identifying the accused

ooOw»

Correct Answer: ABC

QUESTION 122

In which of the following testing methodologies do assessors use all available documentation and
work under no constraints, and attempt to circumvent the security features of an information
system?

A. Full operational test
B. Penetration test

C. Paper test

D. Walk-through test

Correct Answer: B

QUESTION 123

You are the project manager of the GHG project. You are preparing for the quantitative risk
analysis process. You are using organizational process assets to help you complete the
quantitative risk analysis process. Which one of the following is NOT a valid reason to utilize
organizational process assets as a part of the quantitative risk analysis process?

A. You will use organizational process assets for studies of similar projects by riskspecialists.

B. You will use organizational process assets to determine costs of all risks events within the current
project.

C. You will use organizational process assets for information from prior similar projects.

D. You will use organizational process assets for risk databases that may be available from industry

sources.

Correct Answer: B
QUESTION 124

Which of the following refers to an information security document that is used in the United States
Department of Defense (DoD) to describe and accredit networks and systems?

A. SSAA
B. FIPS
C. FITSAF
D. TCSEC

Correct Answer: A

QUESTION 125

Bill is the project manager of the JKH Project. He and the project team have identified a risk event
in the project with a high probability of occurrence and the risk event has a high cost impact on
the project. Bill discusses the risk event with Virginia, the primary project customer, and she
decides that the requirements surrounding the risk event should be removed from the project.
The removal of the requirements does affect the project scope, but it can release the project from
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the high riskexposure. What risk response has been enacted in this project?

A. Acceptance
B. Mitigation

C. Avoidance

D. Transference

Correct Answer: C

QUESTION 126
Which of the following statements is true about residual risks?

A. ltis a weakness or lack of safeguard that can be exploited by a threat.
B. It can be considered as an indicator of threats coupled with vulnerability.
C. ltis the probabilistic risk after implementing all security measures.

D. Itis the probabilistic risk before implementing all security measures.

Correct Answer: C

QUESTION 127
Which of the following documents is described in the statement below?

"It is developed along with all processes of the risk management. It contains the results of the
qualitative risk analysis, quantitative risk analysis, andrisk response planning."

A. Risk register

B. Risk management plan
C. Project charter

D. Quality management plan

Correct Answer: A

QUESTION 128

You are the project manager of the GHY project for your organization. You are working withyour
project team to beginidentifying risks for the project. As part of your preparation for identifying the
risks within the project you will need eleven inputs for the process. Which one of the following is
NOT an input to the risk identification process?

A. Cost management plan

B. Quality management plan

C. Procurement management plan
D. Stakeholder register

Correct Answer: C

QUESTION 129

Mary is the project manager of the HGH Project for her company. She and her project team have
agreed that if the vendor is late by more than ten days they will cancel the order and hire the NBG
Company to fulfill the order. The NBG Company can guarantee orders within three days, but the
costs of their products are significantly more expensive than the current vendor. What type of a
response strategyis this?

A. External risk response
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B. Internal risk management strategy
C. Contingent response strategy
D. Expert judgment

Correct Answer: C
QUESTION 130

Which of the following is a standard that sets basic requirements for assessing the effectiveness
of computer security controls built into a computer system?

A. FITSAF
B. TCSEC
C. FIPS

D. SSAA

Correct Answer: B

QUESTION 131

Your project uses a piece of equipment that if the temperature of the machine goes above 450
degree Fahrenheit the machine will overheat andhave to be shut down for 48 hours. Should this
machine overheat even once it will delay the project's end date. You work with your project to
create a response that should the temperature of the machine reach 430, the machine will be
paused for at least anhour to cool it down. The temperature of 430 is called what?

A. Risk identification
B. Risk response
C. Risk triggerD. Risk event

Correct Answer: C

QUESTION 132

According to U.S. Department of Defense (DoD) Instruction 8500.2, there are eight Information
Assurance (lA) areas, and the controls are referred to as IA controls. Which of the following are
among the eight areas of 1A defined by DoD? Each correct answer represents a complete
solution. Choose all that apply.

A. DC Security Design & Configuration

B. VI Vulnerability and Incident Management

C. EC Enclave and Computing Environment

D. Information systems acquisition, development, and maintenance

Correct Answer: ABC

QUESTION 133

Which of the following is an Information Assurance (IA) model that protects and defends
information and information systems by ensuring their availability, integrity, authentication,
confidentiality, and non-repudiation?

A. Parkerian Hexad

B. Capability Maturity Model (CMM)
C. Classic information security model
D. Five Pillars model
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Correct Answer: D

QUESTION 134

You work as a project manager for BlueWell Inc. Your project is running late and you must
respond to the risk. Which risk response can you choose that will also cause you to updatethe
human resource management plan?

A. Teamingagreements

B. Crashing the project

C. Transference

D. Fast tracking the project

Correct Answer: B

QUESTION 135

FITSAF stands for Federal Information Technology Security Assessment Framework. It is a
methodology for assessing the security of information systems. Which of the following FITSAF
levels shows that the procedures and controls have been implemented?

A. Level 2
B. Level 3
C. Level 5
D. Level4
E. Level 1

Correct Answer: B

QUESTION 136

You are the project manager for your company and a new change request hasbeen approved for
your project. This change request, however, has introduced several new risks to the project. You
have communicated these risk events and the project stakeholders understand the possible
effects these risks could have on your project. You elect to create a mitigation response for the
identified risk events. Where will you record the mitigation response?

A. Risk register

B. Risklog

C. Risk management plan

D. Project management plan

Correct Answer: A

QUESTION 137

Which of the following recoveryplans includes specific strategies and actions to deal with specific
variances to assumptions resulting in a particular security problem, emergency, or state of
affairs?

A. Continuity of Operations Plan
B. Disaster recovery plan

C. Contingency plan

D. Business continuity plan

Correct Answer: C

CAP Exam Dumps CAP PDF Dumps CAP VCE Dumps CAP Q&As

https://www.ensurepass.com/CAP.html



http://www.ensurepass.com/CAP.html
http://www.ensurepass.com/CAP.html
http://www.ensurepass.com/CAP.html

