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You need to ensure that the rg1lod10598168n1 Azure Storage account is encrypted by using a
key stored in the KeyVault10598168 Azure key vault.

To complete this task, sign in to the Azure portal.
Correct Answer: See the explanation below.

Explanation:
Step 1: To enable customer-managed keys in the Azure portal, follow these steps:
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1. Navigate to your storage account rg110d10598168n1

2. On the Settings blade for the storage account, click Encryption. Select the Use your own key
option, as shown in the following figure.

Hsee X

Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's written in our datacenters, and automatically decrypts it for you as you access it

By default, data is encrypted using Microsoft Managed Keys for Azure Blobs, Tables, Files and Queues. You may choose to bring your own key for encryption for Azure Blobs and Files. Encryption for
Tables and Queues will always use Microsoft Managed Keys.

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this storage account will retroactively get encrypted by a background encryption
process.

Learn maore

Your storage account is currently encrypted with Microsoft managed key by default. You can choose to use your own key.

Step 2: Specify a key from a key vault

To specify a key from a key vault, first make sure that you have a key vault that contains a key.
To specify a key from a key vault, follow these steps:

4. Choose the Select from Key Vault option.
5. Choose the key vault KeyVault10598168 containing the key you want to use.
6. Choose the key from the key vault.

Hsave ¥ Discard
Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's written in our datacenters, and automatically decrypts it for you as you access it.

By default, data is encrypted using Microsoft Managed Keys for Azure Blobs, Tables, Files and Queues. You may choose to bring your own key for encryption for Azure Blobs and Files. Encryption for
Tables and Queues will always use Microsoft Managed Keys

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this storage account will retroactively get encrypted by a background encryption
process.

Your storage account is currently encrypted with Microsoft managed key by default. You can choose to use your own key.

) Enter key URI

®) Select from Key Vault

* Key Vault

>
<key-vault>
* Encryption key
S
<key>

) <storage-accounts will be granted access to the selected key vault. Both soft delete and purge protection will be enabled on the key vault and cannot be disabled. Learn more

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal
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QUESTION 77

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result these
questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure
subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups.
Does this meet the goal?

A. Yes
B. No

Correct Answer: A

QUESTION 78

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets

might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure
subscriptions.

You use several policy definitions to manage the security of the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create an initiative and an assignment that is scoped to a management group.
Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Explanation:
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https://docs.microsoft.com/en-us/azure/governance/policy/overview

QUESTION 79
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the
following table:

Name Region Resource group
Vaultl West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vault4 East US RG2

In Sub1, you create a virtual machine that has the following configurations:

*Name: VM1

= Size: DS2v2

» Resource group: RG1

* Region: West Europe

» Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.
In which key vaults can you store the encryption key for VM1?

A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4
C. Vault1 only

D. Vault1 or Vault2 only

Correct Answer: A

Explanation:

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk
Encryption needs the Key Vault and the VMs to be co-located in the same region. Create and use
a Key Vault that is in the same region as the VM to be encrypted.

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites

QUESTION 80

HOTSPOT

You have Azure virtual machines that have Update Management enabled. The virtual machines
are configured as shown in the following table.
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