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Actions
1 Verify your identity by using multi-factor
1authentication (MFA).

T e ——

1Sign up PIM for Azure AD roles.
1

Answer Area

I Verify your identity by using multi-factor
authentication (MFA).

Discover privileged roles.

L ———

QUESTION 49
You have an Azure subscription that contains the virtual networks shown in the following table.
Name Region Subnet
VNET1 West US Subnet11 and Subnet12
VNET2 West US 2 Subnet21
VNET3 East US Subnet31

The subscription contains the virtual machines shown in the following table.

Name Network interface Connected to
VM1 NIC1 Subnetll
VM2 NIC2 Subnetll
VM3 MNIC3 Subnet12
VM4 MNIC4 Subnet21
VM5 MNICS Subnet31

On NIC1, you configure an application security group named ASG1.

On which other network interfaces can you configure ASG1?

A. NIC2 only
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B. NIC2, NIC3, NIC4, and NIC5
C. NIC2 and NIC3 only
D. NIC2, NIC3, and NIC4 only

Correct Answer: C
Explanation:

Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured
in ASG1, as all network interfaces assigned to an application security group have to exist in the
same virtual network that the first network interface assigned to the application security group is
in.

Reference:
https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/
QUESTION 50

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use
managed disks.

You need to prevent users from creating virtual machines that use unmanaged disks.
What should you use?

A. Azure Monitor

B. Azure Policy

C. Azure Security Center

D. Azure Service Health

Correct Answer: B

QUESTION 51

DRAG DROP

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity
Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.
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Actions Answer Area

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

Correct Answer:

Actions Answer Area
T T
Discover privileged roles. I : Consent to PIM.
I
5 Veri identit i Iti-fact
Sign up PIM for Azure AD roles. aj:gg;’;?:;%gh&gﬂ using mufti-factor
Consent to PIM. Sign up PIM for Azure AD roles.

[
Discover resources. I

Verify your identity by using multi-factor
authentication (MFA).

QUESTION 52

DRAG DROP

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named
VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.
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Actions Answer Area

Configure secrets for the Azure key vault,
Create an A.zgre key vault.
Run set-AzureRmStorageAccount.
| Configure ac;ess policies for the Azure key vault.

Run Set-AzureRmVmDiskEncryptionExtension.

Correct Answer:

Actions Answer Area
__________________ 1 R e S|
I Configure secrets for the Azure key vault, | | create an Azure keyvault. |
e e e s ey e e VR
I_ _________________ I P e ———
 Create an Azure key vault. I Configure access policies for the Azure key vault.
R | e e S |
I Run Set-AzureRmStorageAccount. i | Run Set-AzureRmVmDiskEncryptionExtension. |
e Ak

| Configure access policies for the Azure key vault. |

————— |

e |

| Run Set-AzureRmvmDiskEncryptionExtension. |

e o e e o - o o

QUESTION 53

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains
the users shown in the following table.

Name Role Sign in frequency
User1 Password administrator | Sign in every work day
User2 Password administrator | Sign in bi-weekly

Global administrator,

Password administrator | > /9" IN €very month

User3
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You configure an access review named Review1 as shown in the following exhibit.

'Rewew1
i N
2019-03-01 -
2019-03-20 -
Users
® r
Password administrator
R-‘--..'le\'.':-r-
Members(seif)
. =

Use the drop-down menus to select the answer choice that completes each statement based on
the information presented in the graphic.

NOTE: Each correct selection is worth one point.

User3 can perform Review1 for

User3 only
User1 and User2 only
User1, User2, and User3

If User2 fails to complete Review1 by March 20, 2019 ' v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role

‘User3 will receive a confirmation request
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