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Create a custom policy definition that has effect set to: \ V'|
Append

Deny
DeploylfNotExists

Create a policy assignment and modify: ‘ V'|
The Create a Managed Identify setting
The exclusion settings

The scope

QUESTION 3
DRAG DROP
You need to configure SQLDB1 to meet the data and application requirements.

Which three actions should you recommend be performed in sequence? To answer, move the

appropriate actions from the list of actions to the answer area and arrange them in the correct
order.

Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1.

In SQLDB1, create contained
| database users.

I

Connect to SQLDB1 by using
Microsoft SQL Server Management
i Studio (SSMS). @

©O

[ i T N T N o
|

In Azure AD, create a system-assigned
managed identity.

[ ' ' -

| In Azure AD, create a user-assigned
managed identity. ‘

Correct Answer:
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Actions Answer Area

Il From the Azure portal, create an : _____________________ !

I Azure AD administrator for Connect to SQLDB1 by using

: LitwareSQLServer1. Microsoft SQL Server Management
L — e - — —— — — — - — — — — — — — - Studio {SSMS)-

- B S e ———— .
i In SQLDB1, create contained ! prammsssem e o e on s e I

| database users. L [
. In SQLDB1, create contained |
database users. |

{ Connectto SQLDB1 by using AN S e s s s o s e e e

: Microsoft SQL Server Management o~ -~~~ -"-"--7-7-"-------"

| Studio (SSMS). @ '

S —— ‘ In Azure AD, create a system-assigned

i , | managed identity.

In Azure AD, create a system-assigned ! 1 ! I
managed identity.

P e e e e o

i In Azure AD, create a user-assigned
managed identity.

QUESTION 4
HOTSPOT
You need to create Role1 to meet the platform protection requirements.

How should you complete the role definition of Role1? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.
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WName "’ I “Rﬂl&l",
“igar | “11111111-1111-11131-31111-111111111111"~,

“WIsCustom” : true,
“WDescription”: “WM storage operator”
“Actions” : [
|
v v
"Microsoft. Compute/ _ disks/™",
"Microsoft. Resources/ storageAccounts/™,
“Microsoft. Storage/ virtualMachines/disks/*",
1,
“NotActions”: [
1,
“WAssignableScopes” : [
]
}

Correct Answer:
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“Name” | “Rolel”,

wyadr* | »11111111-1111-1111-1111-111111111111",
WIsCustom” : true,

“WDescription”: “WM storage operator”
“WActions” : [

v v

“Microsoft. Compute/ disks/™",
"Microsoft. Resources/ storageAccounts/*”,
“Microsoft. Storage/ virtualMachines/disks/*",
1,
“NotActions”: [
1,
“AssignableScopes” : [
]
}
QUESTION 5

You need to meet the identity and access requirements for Group1. What should you do?

A. Add a membership rule to Group1.

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365.
Add users and devices to the group.

C. Modify the membership rule of Group1.

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic
memberships. Add the new groups to Group1.

Correct Answer: B

QUESTION 6
You need to ensure that users can access VMO. The solution must meet the platform protection
requirements. What should you do?

A. Move VMO to Subnet1.

B. On Firewall, configure a network traffic filtering rule.
C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

Correct Answer: A
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Explanation:
Azure Firewall has the following known issue:

Conflict with Azure Security Center (ASC) Just-in-Time (JIT) feature.

If a virtual machine is accessed using JIT, and is in a subnet with a user-defined route that points
to Azure in via the virtual machine public IP (JIT opened the access), but the return path is via the
firewall, which drops the packet because there is no established session on the firewall.

Solution: To work around this issue, place the JIT virtual machines on a separate subnet that
doesn't have a user-defined route to the firewall.

Scenario:

VMO is an Azure virtual machine that runs
Windows Server 2016, connectsto
Subnet0, and has just in time (JIT) VM
access configured.

VMO Virtual machine

Following the implementation of the planned changes, the IT team must be able to connect to
VMO by using JIT VM access.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

References:
https://docs.microsoft.com/en-us/azure/firewall/overview

QUESTION 7
You need to ensure that you can meet the security operations requirements. What should you do
first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.
C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Correct Answer: C

Explanation:

The Standard tier extends the capabilities of the Free tier to workloads running in private and
other public clouds, providing unified security management and threat protection across your
hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which
uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits,
access and application controls to reduce exposure to network attacks and malware, and more.

Scenario: Security Operations Requirements
Litware must be able to customize the operating system security configurations in Azure Security
Center.
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