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You need to deploy a new Azure Firewall policy that will contain mandatory rules for all Azure
Firewall deployments. The new policy will be configured as a parent policy for the existing
policies.

What is the minimum number of additional Azure Firewall policies you should create?

A0
B. 1
C. 2
D. 3

Correct Answer: B
Explanation:
Firewall policies work across regions and subscriptions.

Place all your global configurations in the parent policy.

Note:

Policies can be created in a hierarchy. You can create a parent/global policy that will contain
configurations and rules that will apply to all/a number of firewall instances. Then you create a
child policy that inherits from the parent; note that rules changes in the parent instantly appear in
the child. The child is associated with a firewall and applies configurations/rules from the parent
policy and the child policy instantly to the firewall.

Reference:
https://aidanfinn.com/?p=22006

QUESTION 80
HOTSPOT
You have an Azure web app named App1 and an Azure key vault named KV1.

App1 stores database connection strings in KV1.
App1 performs the following types of requests to KV1:

= Get

= List
Wrap
*Delete

= Unwrap
= Backup
= Decrypt
* Encrypt

You are evaluating the continuity of service for App1.
You need to identify the following if the Azure region that hosts KV1 becomes unavailable:

» To where will KV1 fail over?
= During the failover, which request type will be unavailable?

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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To where will KV1 fail over? v
A server in the same Availability Set

A server in the same fault domain
A server in the same paired region
A virtual machine in a scale set

During the failover, which request type v
will be unavailable? | Backup

Decrypt
Delete
Encrypt
Get

List
Unwrap
Wrap

Correct Answer:
To where will K1 fail over? -
A server in the same Availability Set

A server in the same fault domain
A server in the same paired region
A virtual machine in a scale set

During the failover, which request type v
will be unavailable? | Backup

Decrypt
Delete
Encrypt
Get

List
Unwrap

Wrap

QUESTION 81
You ate designing an Azure governance solution.

All Azure resources must be easily identifiable based on the following operational information
environment, owner, department and cost center

You need 10 ensure that you can use the operational information when you generate reports for
the Azure resources.

What should you include in the solution?
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Azure Active Directory (Azure AD) administrative units

an Azure data catalog that uses the Azure REST API as a data source

an Azure policy that enforces tagging rules

an Azure management group that uses parent groups to create a hierarchy

ooOw»

Correct Answer: C

Explanation:

You use Azure Policy to enforce tagging rules and conventions. By creating a policy, you avoid
the scenario of resources being deployed to your subscription that don't have the expected tags
for your organization. Instead of manually applying tags or searching for resources that aren't
compliant, you create a policy that automatically applies the needed tags during deployment.

Note:
Organizing cloud-based resources is a crucial task for IT, unless you only have simple
deployments. Use naming and tagging standards to organize your resources for these reasons:

Resource management: Your IT teams will need to quickly locate resources associated with
specific workloads, environments, ownership groups, or other important information. Organizing
resources is critical to assigning organizational roles and access permissions for resource
management.

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/decision-guides/resource-

tagging
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies

QUESTION 82

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You plan to deploy multiple instances of an Azure web app across several Azure regions.

You need to design an access solution for the app. The solution must meet the following
replication requirements:

= Support rate limiting.

= Balance requests between all instances.

» Ensure that users can access the app in the event of a regional outage.
Solution: You use Azure Application Gateway to provide access to the app.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 83
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You plan to deploy an Azure App Service web app that will have multiple instances across
multiple Azure regions.

You need to recommend a load balancing service for the planned deployment. The solution must
meet the following requirements:

» Maintain access to the app in the event of a regional outage.
= Support Azure Web Application Firewall (WAF).

= Support cookie-based affinity.

= Support URL routing.

What should you include in the recommendation?

A. Azure Front Door

B. Azure Load Balancer

C. Azure Traffic Manager

D. Azure Application Gateway

Correct Answer: B

Explanation:

Azure Traffic Manager performs the global load balancing of web traffic across Azure regions,
which have a regional load balancer based on Azure Application Gateway. This combination gets
you the benefits of Traffic Manager many routing rules and Application Gateway's capabilities
such as WAF, TLS termination, path-based routing, cookie-based session affinity among others.

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/features

QUESTION 84

HOTSPOT

Your company develops a web service that is deployed to an Azure virtual machine named VM1.
The web service allows an API to access real-time data from VM1.

The current virtual machine deployment is shown in the Deployment exhibit. (Click the
Deployment tab).

VM

VM1 VM 2
Subnet1 ProdSubnet

D

VNet1

The chief technology officer (CTO) sends you the following email message: "Our developers have
deployed the web service to a virtual machine named VM1. Testing has shown that the APl is
accessible from VM1 and VM2. Our partners must be able to connect to the API over the Internet.
Partners will use this data in applications that they develop."

You deploy an Azure API Management (APIM) service. The relevant APl Management
configuration is shown in the API exhibit. (Click the API tab.)
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LOCATION VIRTUAL NETWORK SUBNET
West Europe VNetl ProdSubnet

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

The APl is available to partners over the Internet. O O
The APIM instance can access real-time data from VM1. O O

A VPN gateway is required for partner access. O ®)

Correct Answer:

Statements Yes No
The APl is available to pariners over the Internet. O @)
The APIM instance can access real-time data from VM1. |O ©)
A VPN gateway is required for partner access. O ®

QUESTION 85

You are designing a microservices architecture that will be hosted in an Azure Kubernetes
Service (AKS) cluster. Apps that will consume the microservices will be hosted on Azure virtual
machines. The virtual machines and the AKS cluster will reside on the same virtual network.

You need to design a solution to expose the microservices to the consumer apps. The solution
must meet the following requirements:

= Ingress access to the microservices must be restricted to a single private IP address and
protected by using mutual TLS authentication.

* The number of incoming microservice calls must be rate-limited.

= Costs must be minimized.

What should you include in the solution?

A. Azure APl Management Premium tier with virtual network connection
B. Azure Front Door with Azure Web Application Firewall (WAF)

C. Azure API Management Standard tier with a service endpoint

D. Azure App Gateway with Azure Web Application Firewall (WAF)

Correct Answer: A
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