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Components

An Azure ExpressRoute
connection

A network security group (NSG)

A new virtual network

A site-to-site VPN

Virtual network peering

Correct Answer:
Components

An Azure ExpressRoute
connection

A network security group (NSG)

QUESTION 100

Answer Area

The Azure virtual machines on Subnetl must be
accessible only from the computers in the
London office:

Engineers require access to the Azure virtual
machines on Subnet2 over the Internet on a
specific TCP/IP management port:

The Azure virtual machines in the West
Europe region must be able to communicate
on all ports to the Azure virtual machines in
the North Europe region:

Answer Area

The Azure virtual machines on Subnetl must be
accessible only from the computers in the
London office:

Engineers require access to the Azure virtual
machines on Subnet2 over the Internet on a
specific TCP/IP management port:

The Azure virtual machines in the West
Europe region must be able to communicate
on all ports to the Azure virtual machines in
the North Europe region:

Component

Component

Component

A site-to-site VPN

| A network security group (N5G)
L

Virtual network peering

You plan to deploy a payroll system to Azure. The payroll system will use Azure virtual machines
that run SUSE Linux Enterprise Server and Windows.

You need to recommend a business continuity solution for the payroll system. The solution must
meet the following requirements:

= Minimize costs.

* Provide business continuity if an Azure region fails.
* Provide a recovery time objective (RTO) of 30 minutes.
* Provide a recovery point objective (RPO) of five minutes.

What should you include in the recommendation?

A. Microsoft System Center Data Protection Manage (DPM)
B. unmanaged disks that use geo-redundant storage (GRS)

C. Azure Site Recovery
D. Azure Backup

Correct Answer: C
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QUESTION 101

HOTSPOT

You have 20 Azure virtual machines that run Windows Server 2016 based on a custom virtual
machine image. Each virtual machine hosts an instance of a VSS-capable web app that was
developed in-house. Each instance is accessed by using a public endpoint. Each instance uses a
separate database. The average database size is 200 GB.

You need to design a disaster recovery solution for individual instances. The solution must meet
the following requirements:

* Provide a recovery time objective (RTO) of six hours

= Provide a recovery point objective (RPO) of eight hours
= Support recovery to a different Azure region

= Support VSS-based backups

* Minimize costs

What should you include in the recommendation? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Disaster recovery solution: Vv

Azure Site Recovery

Scheduled backups by using an Azure Backup agent
Scheduled backups by using Windows Server Backup
Scheduled virtual machine-level backups

Storage type: v

A Recovery Services vault
Premium managed disks
Unmanaged disks in an storage account that uses RA-GRS

Correct Answer:

Disaster recovery solution: Vv

Azure Site Recovery

Scheduled backups by using Windows Server Backup
Scheduled virtual machine-level backups

Storage type: v

Premium managed disks
Unmanaged disks in an storage account that uses RA-GRS
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QUESTION 102

Note: This question is part of series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure subscription that contains a resource group named RG1.

You create an Azure Active Directory (Azure AD) group named ResearchUsers that contains the
user accounts of all researchers.

You need to recommend a solution that meets the following requirements:
= The researchers must be allowed to create Azure virtual machines.
* The researchers must only be able to create Azure virtual machines by using specific Azure

Resource Manager templates.

Solution: Create a lab in Azure DevTest Lab. Configure the DevTest Labs settings. Assign the
DevTest Labs User role to the ResearchUsers group.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 103

You have 100 Microsoft SQL Server Integration Services (SSISJ packages that are configuted to
use 10 on-premrees SQ1 Server databases as their destinations.

You plan to migrate the 10 on-premises databases to Azure SQL Database.

You need to recommend a solution to host the SS1S packages in Azure.

The solution must ensure that the packages can target the SQL Database instances as the*
destinations.

What should you include m the recommendation?
A. Azure Data Catalog

B. SQL Server Migration Assistant (SSMS)

C. Data Migration Assistant

D. Azure Data Factory

Correct Answer: A
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QUESTION 104

Note: This question is part of series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You are designing an Azure solution for a company that wants to move a .NET Core web
application from an on-premises data center to Azure. The web application relies on a Microsoft
SQL Server 2016 database on Windows Server 2016. The database server will not move to
Azure.

A separate networking team is responsible for configuring network permissions.

The company uses Azure ExpressRoute and has an ExpressRoute gateway connected to an
Azure virtual network named VNET1.

You need to recommend a solution for deploying the web application.

Solution: Deploy the web application to a web app hosted in an isolated App Service plan on
VNET1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 105
You have an Azure subscription that contains 100 virtual machines.

You plan to design a data protection strategy to encrypt the virtual disks.

You need to recommend a solution to encrypt the disks by using Azure Disk Encryption. The
solution must provide the ability to encrypt operating system disks and data disks.

What should you include in the recommendation?

A. a passphrase
B. a certificate
C. akey

D. asecret

Correct Answer: C

Explanation:

For enhanced virtual machine (VM) security and compliance, virtual disks in Azure can be
encrypted. Disks are encrypted by using cryptographic keys that are secured in an Azure Key
Vault. You control these cryptographic keys and can audit their use.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks
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QUESTION 106

You deploy two instances of an Azure web app. One instance is in the East US Azure region and
the other instance is in the West US Azure region. The web app uses Azure Blob storage to
deliver large files to end users.

You need to recommend a solution for delivering the files to the users. The solution must meet
the following requirements:

» Ensure that the users receive files from the same region as the web app that they access.
= Ensure that the files only need to be updated once.
* Minimize costs.

What should you include in the recommendation?

A. Azure File Sync

B. Distributed File System (DFS)

C. read-access geo-redundant storage (RA-GRS)
D. geo-redundant storage (GRS)

Correct Answer: C

QUESTION 107
You have an on-premises Active Directory forest and an Azure Active Directory (Azure AD)
tenant. All Azure AD users are assigned a Premium P1 license.

You deploy Azure AD Connect.

Which two features are available in this environment that can reduce operational overhead for
your company's help desk? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Azure AD Privileged Identity Management policies

access reviews

self-service password reset

Microsoft Cloud App Security Conditional Access App Control
password writeback

moowy

Correct Answer: CE

QUESTION 108

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions with not appear in the review screen.

You need to deploy resources to host a stateless web app in an Azure subscription The solution
must meet the following requirements:

= Provide access to the full .NET framework.
= Provide redundancy it an Azure region fails.
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