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QUESTION 1
You need to meet the LabelMaker security requirement. What should you do?

A. Create a conditional access policy and assign it to the Azure Kubernetes Service duster

B. Place the Azure Active Directory account into an Azure AD group. Create a ClusterRoleBinding
and assign it to the group.

C. Create a Microsoft Azure Active Directory service principal and assign it to the Azure Kubernetes
Service (AKS) duster.

D. Create a RoleBinding and assign it to the Azure AD account.

Correct Answer: B

Explanation:

Scenario: The LabelMaker applications must be secured by using an AAD account that has full
access to all namespaces of the Azure Kubernetes Service (AKS) cluster.

Permissions can be granted within a namespace with a RoleBinding, or cluster-wide with a
ClusterRoleBinding.

References:
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
QUESTION 2

You need to provision and deploy the order workflow.

Which three components should you include? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point

A. Connections

B. On-premises Data Gateway
C. Workflow definition

D. Resources

E. Functions

Correct Answer: BCE
Explanation:
Scenario: The order workflow fails to run upon initial deployment to Azure.
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QUESTION 3

You need to meet the security requirements for the E-Commerce Web App. Which two steps
should you take? Each correct answer presents part of the solution. NOTE: Each correct
selection is worth one point.

A. Create an Azure AD service principal.

B. Enable Managed Service Identity (MSI) on the E-Commerce Web App.

C. Add a policy to the Azure Key Vault to grant access to the E-Commerce Wet) App.
D. Update the E-Commerce Web App with the service principal's client secret.

Correct Answer: BC

Explanation:

Scenario: E-commerce application sign-ins must be secured by using Azure App Service
authentication and Azure Active Directory (AAD).

A managed identity from Azure Active Directory allows your app to easily access other AAD-
protected resources such as Azure Key Vault. T

References:

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity
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QUESTION 4

Note: In this section you will see one or more sets of questions with the same scenario and
problem. Each question presents a unique solution to the problem, and you must determine
whether the solution meets the stated goals. More than one solution might solve the problem. It is
also possible that none of the solutions solve the problem.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution. Determine whether the solution meets the stated goals.

You need to meet the LabelMaker application security requirement.
Solution: Create a RoleBinding and assign it to the Azure AD account.
Does the solution meet the goal?

A. Yes
B. No

Correct Answer: B

Explanation:

Scenario: The LabelMaker applications must be secured by using an AAD account that has full
access to all namespaces of the Azure Kubernetes Service (AKS) cluster.

Permissions can be granted within a namespace with a RoleBinding, or cluster-wide with a
ClusterRoleBinding.

References:
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

QUESTION 5
You need to implement the e-commerce checkout API.

Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

In the Azure Function App, enable Manger Service Identity (MSI).

Set the function template's Mode property to Webhook and the Webhook type property to Generic
JSON

Set the function template's Mode property to Webhook and the Webhook type property to GitHub.
Create an Azure Function using the HTTP POST function template.

In the Azure Function App, enable Cross-Origin Resource Sharing (CORS) with all origins
permitted.

Create an Azure Function using the Generic webhook function template.

moo wp

m

Correct Answer: ABD

Explanation:

Scenario: E-commerce application sign-ins must be secured by using Azure App Service
authentication and Azure Active Directory (AAD).

References:
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https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity

QUESTION 6
HOTSPOT
You need to retrieve all order line items sorted alphabetically by the city.

How should you complete the code? To answer select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

SELECT liid AS lineitemid, li price

FROM v
Orders o
Lineltems i
JOIN v N v
I o.line_items
0 liline_items
0.address
ORDPER BY ¥ ASC
0.address city
li.address.city
0.city
li_city

Correct Answer:

SELECT li.id AS lineitemid, li_price

FROM v
IOrders o
Lineltems li
JOIN v N v
., 0 line_items |
o li line_items
0.address
ORDER BY ¥ ASC
0 address cify |
i.address.city
0.city
li.city
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QUESTION 7
Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution. Determine whether the solution meets the stated goals.

You need to meet the LabelMaker application security requirement.

Solution: Create a Microsoft Azure Active Directory service principal and assign it to the Azure
Kubernetes Service (AKS) cluster.

Does the solution meet the goal?

A. Yes
B. No

Correct Answer: A

QUESTION 8
Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution. Determine whether the solution meets the stated goals.

You need to meet the LabelMaker application security requirement.

Solution: Place the Azure Active Directory account into an Azure AD group. Create a
ClusterRoleBinding and assign it to the group.

Does the solution meet the goal?

A. Yes
B. No

Correct Answer: A

Explanation:

Scenario: The LabelMaker applications must be secured by using an AAD account that has full
access to all namespaces of the Azure Kubernetes Service (AKS) cluster.

Permissions can be granted within a namespace with a RoleBinding, or cluster-wide with a
ClusterRoleBinding.

References:
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

QUESTION 9
You need to access user claims in the e-commerce web app* What should you do first?

A. Update the e-commerce web app to read the HTTP request header values.

B. Assign the Contributor RBAC role to the e-commerce web app by using the Resource Manager
create role assignment API.

C. Write custom code to make a Microsoft Graph API call from the e-commerce web app.

D. Using the Azure CU enable Cross-origin resource sharing (CORS) from the e-commerce checkout
API to the e-commerce web app

Correct Answer: C
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