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[ Metwork security group VM1 -nsg (attached to netwark interface; vm1900) Add inbound port rule
Impacts 0 subnets, 1 network interfaces

PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
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1000 default-allow-rdp 3389 HEP Arry Ay w Allow
1010 Rule1 20-500  TCP Ay Ay W Allow
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OUTBOUND PORT RULES ©

[ Metwork security group Y1 -nsg (attached to netwark interface: vm1900) Add outbound port
Impacts 0 subnets, 1 network interfaces

PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
1000 Rule3 &0 Ay Ay Ay Q Deny
55000 AllownetOutBound Ay Ay YirtualMet... wirtualMet. .. W Allow
52001 AllowinternetoOutBou...  Any Ay ATy Internet o Allow
55500 DenyAllOutBound Ay Ay Arry Arry () Deny

Use the drop-down menus to select the answer choice that completes each statement based on
the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Internet users [answer choice]. v

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1

If you delete Rule2, Interent users [answer choice]. v

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1
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Correct Answer:

Internet users [answer choice]. v

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1

If you delete Rule2, Interent users [answer choice]. v

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannat connect to the web server and the DNS server on VM1

QUESTION 13

HOTSPOT

You have Azure virtual machines that run Windows Server 2019 and are configured as shown in
the following table.

Name Private IP Public IP Virtual network name | DNS suffix configured in
address address Windows Server
VM1 10.1.0.4 52.186.85.63 | VNET1 Adatum.com
VM2 10.1.0.5 13.92.168.13 | VNET1 Contoso.com

You create a private Azure DNS zone named adatum.com. You configure the adatum.com zone
to allow auto registration from VNET1.

Which A records will be added to the adatum.com zone for each virtual machine? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A records for VM1: v

None

Private IP address only

Public IP address only

Private IP address and public I[P address

A records for VM2: v

None

Private IP address only

Public IP address only

Private IP address and public IP address

Correct Answer:
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Answer Area

A records for VM1: v

None

Private IP address only

Public IP address only

Private IP address and public I[P address

A records for VM2: v

None

Private IP address only

Public IP address only

Private IP address and public IP address

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an app named App1 that is installed on two Azure virtual machines named VM1 and
VM2. Connections to App1 are managed by using an Azure Load Balancer.

The effective network security configurations for VM2 are shown in the following exhibit.

Home VM2 - Networking
& VM2 - Networking

Bl Overview I Network Interface: VM2-NIC1  Effective se curity rules Topology

B Activitylog Virtual network/subnet: Vnetl/Subnet11 NIC Public IP: - NIC Private IP: 10.240.11.5  Accelerated networking: Disabled
Activity log
Access control (IAM) Inbound port rules Qutbound portrules  Application security groups  Load balancing
® g W Network security group NSG2 (attached to network interface: Subnet11) ‘Add Inbound port rule
Impacts 1 s 0 network interface

/2 Diagnose and solve problems mpacts 1 subnets, 0 network interfaces

Priority Name Port Protocol Source Destination Action
Settings

100 Allow_131.107.100.50 443 TCP 131.107.100.50 VirtualNetwork @ Alow
= Networking

200 BlockAllOther441 443 Any Any Any € Deny
& Disks .

65000 Allow\VnetinBound Any Any VirtualNetwork VirtualNetwork @ Aliow
u Size &y Al 4 A A A -3 A "

65001 AllowAzureloadBalancerinBound  Any Any AzureloadBalancer Any @ allow
O Security 65500 DenyAllinBound Any Any Any Any € Deny

7 Extensions

You discover that connections to App1 from 131.107.100.50 over TCP port 443 fail. You verify
that the Load Balancer rules are configured correctly.

You need to ensure that connections to App1 can be established successfully from
131.107.100.50 over TCP port 443.
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Solution: You modify the priority of the Allow_131.107.100.50 inbound security rule.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Explanation:
The rule currently has the highest priority.

Reference:
https://fastreroute.com/azure-network-security-groups-explained/

Allow_131.107.100.50 rule already has the highest priority.
https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview
QUESTION 15

You have an Azure subscription named AZPT1 that contains the resources shown in the following
table:

Name Type
storagel Azure Storage account
VNET1 Virtual network
VM1 Azure virtual machine
VMI1Managed Managed disk for VM1
RVAULTI Recovery Services vault for the site recovery of VM1

You create a new Azure subscription named AZPT2.
You need to identify which resources can be moved to AZPT2.
Which resources should you identify?

A. VM1, storage1, VNET1, and VM1Managed only

B. VM1 and VM1Managed only

C. VM1, storage1, VNET1, VM1Managed, and RVAULT1
D. RVAULT1 only

Correct Answer: C

Explanation:

You can move a VM and its associated resources to a different subscription by using the Azure
portal.

You can now move an Azure Recovery Service (ASR) Vault to either a new resource group within
the current subscription or to a new subscription.

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/move-resource-
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group-and-subscription
https://docs.microsoft.com/en-us/azure/key-vault/general/keyvault-move-subscription

QUESTION 16
Your network contains an on-premises Active Directory forest named contoso.com that contains
two domains named contoso.com and east.contoso.com.

The forest contains the users shown in the following table.

Name Domain Member of
Usert Contoso.com Enterprise Admins
User2 Contoso.com Domain Admins
User3 East contoso.com Domain Admins
Userd East contoso.com Domain Users

You plan to sync east.contoso.com to an Azure Active Directory (Azure AD) tenant by using
Azure AD Connect.

You need to select an account for Azure AD Connect to use to connect to the forest.

Which account should you select?

A. User1
B. User2
C. User3
D. User4

Correct Answer: D

Explanation:

It is no longer supported to use an enterprise admin or a domain admin account as the AD DS
Connector account.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions

QUESTION 17
You have an Azure subscription that contains the resources shown in the following table.
Name Type Resource group Location
RG1 Resource group Not applicable Central US
RG2 Resource group Not applicable West US
VMS51 Virtual machine scale set RG2 West US
Proximity1 | Proximity placement group RG1 West US
Proximity2 | Proximity placement group RG2 Central US
Proximity3 | Proximity placement group RG1 Central US

You need to configure a proximity placement group for VMSS1.
Which proximity placement groups should you use?
A. Proximity2 only
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