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Answer Area

H save ¥ Discard

Users may join devices to Azure AD @ All Selected | None

Selected

No member selected

Additional local administrators on Azure AD joined devices @ | Salected

Selected

No member selected

Users may register their devices with Azure AD @ “E

Require Multi-Factor Auth to join devices @ Yes

Maximum number of devices per user @ 50

Users may sync settings and app data across devices @ All Selected m

Selected

No member selected

Correct Answer:
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Selected
No member selected

Users may register their devices with Azure AD @ “E

Require Multi-Factor Auth to join devices @ Yes

Maximum number of devices per user @ 50

Users may sync settings and app data across devices @ All Selected m

N e Te
>elecied

No member selected

QUESTION 7
You need to move the blueprint files to Azure. What should you do?

A.

B.
C.
D.

Generate a shared access signature (SAS). Map a drive, and then copy the files by using File
Explorer.

Use the Azure Import/Export service.

Generate an access key. Map a drive, and then copy the files by using File Explorer.

Use Azure Storage Explorer to copy the files.

Correct Answer: D
Explanation:
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Azure Storage Explorer is a free tool from Microsoft that allows you to work with Azure Storage
data on Windows, macOS, and Linux. You can use it to upload and download data from Azure
blob storage.

Scenario:
Planned Changes include: move the existing product blueprint files to Azure Blob storage.

Technical Requirements include: Copy the blueprint files to Azure over the Internet.

References:
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-data-
to-azure-blob-using-azure-storage-explorer

QUESTION 8
You need to implement a backup solution for App1 after the application is moved. What should
you create first?

A. arecovery plan

B. an Azure Backup Server
C. abackup policy

D. a Recovery Services vault

Correct Answer: D

Explanation:

A Recovery Services vault is a logical container that stores the backup data for each protected
resource, such as Azure VMs. When the backup job for a protected resource runs, it creates a
recovery point inside the Recovery Services vault.

Scenario:
There are three application tiers, each with five virtual machines.

Move all the virtual machines for App1 to Azure.
Ensure that all the virtual machines for App1 are protected by backups.

References:
https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal

Topic 4, Contoso Ltd (Consulting Company)

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
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a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

General Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in
Seattle and New York.

Environment

Existing Environment

Contoso has an Azure subscription named Sub1 that is linked to an Azure Active Directory (Azure
AD) tenant. The network contains an on-premises Active Directory domain that syncs to the
Azure AD tenant.

The Azure AD tenant contains the users shown in the following table.

Name Type Role
User1 Member None
User2 Guest None
User3 Member None
User4 Member None

Sub1 contains two resource groups named RG1 and RG2 and the virtual networks shown in the
following table.

Name Subnet Peered with
VNET1 Subnett, Subnet?2 | VNET2
VNET2 Subneti VNET1 VNET3
VNET3 Subneti VNET2
VNET4 Subnett None

User1 manages the resources in RG1. User4 manages the resources in RG2.

Sub1 contains virtual machines that run Windows Server 2019 as shown in the following table

Name IP address Location Connected to
VM1 10014 West US VNET1/Subneti
VM2 10024 West US VNET1/Subnet2
VM3 1721614 Central US | VNET2/Subnet1
V4 192.168.1.4 West US VNET3/Subnet1
VM5 100224 East US VNET4/Subnet1

No network security groups (NSGs) are associated to the network interfaces or the subnets.

Sub1 contains the storage accounts shown in the following table.
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Identity-based

Name Kind Location File share
access for file share
storage! | Storage West US sharea Azure Active Directory
(general Domain Services
purpose v1) (Azure AD DS)
storage2 | StorageV2 East US shareb, Disabled
(general sharec
purpose v2)
storage3 | BlobStorage East US 2 Not Not applicable
applicable
storaged | FileStorage Central US shared Azure Active Directory
Domain Services
(Azure AD DS)

Requirements
Planned Changes
Contoso plans to implement the following changes:

= Create a blob container named container1 and a file share named share1 that will use the Cool
storage tier.

= Create a storage account named storage5 and configure storage replication for the Blob
service.

» Create an NSG named NSG1 that will have the custom inbound security rules shown in the
following table.

Priority Port Protocol Source Destination Action
500 3389 TCP 1002024 | Any Deny
1000 Any ICMP Any VirtualNetwork | Allow

= Associate NSG1 to the network interface of VM1.
= Create an NSG named NSG2 that will have the custom outbound security rules shown in the
following table.

Priority Port Protocol Source Destination Action
200 3389 TCP 10.0.0.0/16 VirtualNetwork Deny
400 Any ICMP 10.0.2.0/24 10.0.1.0/24 Allow

= Associate NSG2 to VNET1/Subnet2.

Technical Requirements
Contoso must meet the following technical requirements:

= Create container1 and share1.

» Use the principle of least privilege.

= Create an Azure AD security group named Group4.

* Back up the Azure file shares and virtual machines by using Azure Backup.

= Trigger an alert if VM1 or VM2 has less than 20 GB of free space on volume C.

= Enable User1 to create Azure policy definitions and User2 to assign Azure policies to RG1.

= Create an internal Basic Azure Load Balancer named LB1 and connect the load balancer to
VNET1/Subnet1

» Enable flow logging for IP traffic from VM5 and retain the flow logs for a period of eight months.

*Whenever possible, grant Group4 Azure role-based access control (Azure RBAC) read-only
permissions to the Azure file shares.

QUESTION 1
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