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QUESTION 192

A user has created a VPC with the public and private subnets using the VPC wizard. The VPC
has CIDR 20.0.0.0/16. The public subnet uses CIDR 20.0.1.0/24. The user is planning to host a
web server in the public subnet (port 80. and a DB server in the private subnet (port 3306.. The
user is configuring a security group for the public subnet (WebSecGrp. and the private subnet
(DBSecGrp.. Which of the below mentioned entries is required in the private subnet database
security group (DBSecGrp.?

A. Allow Inbound on port 3306 for Source Web Server Security Group (WebSecGrp.

B. Allow Inbound on port 3306 from source 20.0.0.0/16

C. Allow Outbound on port 3306 for Destination Web Server Security Group (WebSecGrp.

D. Allow Outbound on port 80 for Destination NAT Instance IP

Correct Answer: A

Explanation:

A user can create a subnet with VPC and launch instances inside that subnet. If the user has
created a public private subnet to host the web server and DB server respectively, the user
should configure that the instances in the private subnet can receive inbound traffic from the
public subnet on the DB port. Thus, configure port 3306 in Inbound with the source as the Web
Server Security Group (WebSecGrp.. The user should configure ports 80 and 443 for Destination
0.0.0.0/0 as the route table directs traffic to the NAT instance from the private subnet.

QUESTION 193

An organization has setup Auto Scaling with ELB. Due to some manual error, one of the
instances got rebooted. Thus, it failed the Auto Scaling health check. Auto Scaling has marked it
for replacement. How can the system admin ensure that the instance does not get terminated?

A. Update the Auto Scaling group to ignore the instance reboot event

B. Itis not possible to change the status once it is marked for replacement

C. Manually add that instance to the Auto Scaling group after reboot to avoid replacement
D. Change the health of the instance to healthy using the Auto Scaling commands

Correct Answer: D

Explanation:

After an instance has been marked unhealthy by Auto Scaling, as a result of an Amazon EC2 or
ELB health check, it is almost immediately scheduled for replacement as it will never
automatically recover its health. If the user knows that the instance is healthy then he can
manually call the SetinstanceHealth action (or the as-setinstance- health command from CLI. to
set the instance's health status back to healthy. Auto Scaling will throw an error if the instance is
already terminating or else it will mark it healthy.

QUESTION 194

A user is having data generated randomly based on a certain event. The user wants to upload
that data to CloudWatch. It may happen that event may not have data generated for some period
due to andomness. Which of the below mentioned options is a recommended option for this
case?

For the period when there is no data, the user should not send the data at all

For the period when there is no data the user should send a blank value

For the period when there is no data the user should send the value as 0

The user must upload the data to CloudWatch as having no data for some period will cause an
error at CloudWatch monitoring
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Correct Answer: C
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Explanation:

AWS CloudWatch supports the custom metrics. The user can always capture the custom data
and upload the data to CloudWatch using CLI or APIs. When the user data is more random and
not generated at regular intervals, there can be a period which has no associated data. The user
can either publish the zero (0. Value for that period or not publish the data at all. It is
recommended that the user should publish zero instead of no value to monitor the health of the
application. This is helpful in an alarm as well as in the generation of the sample data count.

QUESTION 195

A user has created a VPC with public and private subnets using the VPC wizard. The VPC has
CIDR 20.0.0.0/16. The private subnet uses CIDR 20.0.0.0/24 . The NAT instance ID is i-a12345.
Which of the below mentioned entries are required in the main route table attached with the
private subnet to allow instances to connect with the internet?

A. Destination: 0.0.0.0/0 and Target: i-a12345
B. Destination: 20.0.0.0/0 and Target: 80

C. Destination: 20.0.0.0/0 and Target: i-a12345
D. Destination: 20.0.0.0/24 and Target: i-a12345

Correct Answer: A

Explanation:

A user can create a subnet with VPC and launch instances inside that subnet. If the user has
created a public private subnet, the instances in the public subnet can receive inbound traffic
directly from the Internet, whereas the instances in the private subnet cannot. If these subnets are
created with Wizard, AWS will create two route tables and attach to the subnets. The main route
table will have the entry "Destination: 0.0.0.0/0 and Target: ia12345", which allows all the
instances in the private subnet to connect to the internet using NAT.

QUESTION 196
An organization has configured Auto Scaling with ELB. One of the instance health check returns
the status as Impaired to Auto Scaling. What will Auto Scaling do in this scenario?

A. Perform a health check until cool down before declaring that the instance has failed
B. Terminate the instance and launch a new instance

C. Notify the user using SNS for the failed state

D. Notify ELB to stop sending traffic to the impaired instance

Correct Answer: B

Explanation:

The Auto Scaling group determines the health state of each instance periodically by checking the
results of the Amazon EC2 instance status checks. If the instance status description shows any
other state other than "running" or the system status description shows impaired, Auto Scaling
considers the instance to be unhealthy. Thus, it terminates the instance and launches a
replacement.

QUESTION 197

A user has created a VPC with CIDR 20.0.0.0/16. The user has created one subnet with CIDR
20.0.0.0/16 in this VPC. The user is trying to create another subnet with the same VPC for CIDR
20.0.0.1/24. What will happen in this scenario?
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The VPC will modify the first subnet CIDR automatically to allow the second subnet IP range
It is not possible to create a subnet with the same CIDR as VPC

The second subnet will be created

It will throw a CIDR overlaps error
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Correct Answer: D

Explanation:

A Virtual Private Cloud (VPC. is a virtual network dedicated to the user's AWS account. A user
can create a subnet with VPC and launch instances inside that subnet. The user can create a
subnet with the same size of VPC. However, he cannot create any other subnet since the CIDR
of the second subnet will conflict with the first subnet.

QUESTION 198
A user wants to upload a complete folder to AWS S3 using the S3 Management console. How
can the user perform this activity?

A. Just drag and drop the folder using the flash tool provided by S3

B. Use the Enable Enhanced Folder option from the S3 console while uploading objects
C. The user cannot upload the whole folder in one go with the S3 management console

D. Use the Enable Enhanced Uploader option from the S3 console while uploading objects

Correct Answer: D

Explanation:

AWS S3 provides a console to upload objects to a bucket. The user can use the file upload
screen to upload the whole folder in one go by clicking on the Enable Enhanced Uploader option.
When the user uploads afolder, Amazon S3 uploads all the files and subfolders from the specified
folder to the user's bucket. It then assigns a key value that is a combination of the uploaded file
name and the folder name.

QUESTION 199
A user wants to find the particular error that occurred on a certain date in the AWS MySQL RDS
DB. Which of the below mentioned activities may help the user to get the data easily?

A. ltis not possible to get the log files for MySQL RDS

B. Find all the transaction logs and query on those records

C. Direct the logs to the DB table and then query that table

D. Download the log file to DynamoDB and search for the record

Correct Answer: C

Explanation:

The user can view, download, and watch the database logs using the Amazon RDS console, the
Command Line Interface (CLI. or the Amazon RDS API. For the MySQL RDS, the user can view
the error log, slow query log, and general logs. The user can also view the MySQL logs easily by
directing the logs to a database table in the main database and querying that table.

QUESTION 200
You have a proprietary data store on-premises that must be backed up daily by dumping the data
store contents to a single compressed 50GB file and sending the file to AWS. Your SLAs state
that any dump file backed up within the past 7 days can be retrieved within 2 hours. Your
compliance department has stated that all data must be held indefinitely. The time required to
restore the data store from a backup is approximately 1 hour. Your on-premise network
connection is capable of sustaining 1gbps to AWS. Which backup methods to AWS would be
most cost-effective while still meeting all of your requirements?
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Send the daily backup files to Glacier immediately after being generated

Transfer the daily backup files to an EBS volume in AWS and take daily snapshots of the volume
Transfer the daily backup files to S3 and use appropriate bucket lifecycle policies to send to
Glacier

Host the backup files on a Storage Gateway with Gateway-Cached Volumes and take daily
snapshots
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Correct Answer: D
Explanation:
http://aws.amazon.com/storagegateway/faqs/

QUESTION 201

A user is collecting 1000 records per second. The user wants to send the data to CloudWatch
using the custom namespace. Which of the below mentioned options is recommended for this
activity?

A. Aggregate the data with statistics, such as Min, max, Average, Sum and Sample data and send
the data to CloudWatch.

B. Send all the data values to CloudWatch in a single command by separating them with a comma.
CloudWatch will parse automatically.

C. Create one csv file of all the data and send a single file to CloudWatch.

D. ltis not possible to send all the data in one call. Thus, it should be sent one by one. CloudWatch
will aggregate the data automatically.

Correct Answer: A

Explanation:

AWS CloudWatch supports the custom metrics. The user can always capture the custom data
and upload the data to CloudWatch using CLI or APIs. The user can publish data to CloudWatch
as single data points or as an aggregated set of data points called a statistic set using the
command put-metric-data. It is recommended that when the user is having multiple data points
per minute, he should aggregate the data so that it will minimize the number of calls to put-metric-
data. In this case it will be single call to CloudWatch instead of 1000 calls if the data is
aggregated.

QUESTION 202
Which services allow the customer to retain run administrative privileges or the undertying EC2
instances? Choose 2 answers

AWS Elastic Beanstalk

Amazon Elastic Map Reduce

Elastic Load Balancing

Amazon Relational Database Service
Amazon Elasti Cache
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Correct Answer: AB

QUESTION 203
A user has created a public subnet with VPC and launched an EC2 instance within it. The user is
trying to delete the subnet. What will happen in this scenario?

A. It will delete the subnet and make the EC2 instance as a part of the default subnet
B. It will not allow the user to delete the subnet until the instances are terminated
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C. It will delete the subnet as well as terminate the instances
D. The subnet can never be deleted independently, but the user has to delete the VPC first

Correct Answer: B

Explanation:

A Virtual Private Cloud (VPC. is a virtual network dedicated to the user's AWS account. A user
can create a subnet with VPC and launch instances inside that subnet. When an instance is
launched it will have a network interface attached with it. The user cannot delete the subnet until
he terminates the instance and deletes the network interface.

QUESTION 204

A user has configured an EC2 instance in the US-East-1a zone. The user has enabled detailed
monitoring of the instance. The user is trying to get the data from CloudWatch using a CLI. Which
of the below mentioned CloudWatch endpoint URLs should the user use?

A. monitoring.us-east-1.amazonaws.com
B. monitoring.us-east-1-a.amazonaws.com
C. monitoring.us-east-1a.amazonaws.com
D. cloudwatch.us-east-1a.amazonaws.com

Correct Answer: A

Explanation:

The CloudWatch resources are always region specific and they will have the end point as region
specific. If the user is trying to access the metric in the US-East-1 region, the endpoint URL wiill
be: monitoring.us-east- 1.amazonaws.com

QUESTION 205
How can an EBS volume that is currently attached to an EC2 instance be migrated from one
Availability Zone to another?

A. Simply create a new volume in the other AZ and specify the original volume as the source.

B. Detach the volume, then use the ec2-migrate-volume command to move it to another AZ.

C. Create a snapshot of the volume, and create a new volume from the snapshot in the other AZ.
D. Detach the volume and attach it to another EC2 instance in the other AZ.

Correct Answer: D
Explanation:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumes.htmi

QUESTION 206
A root account owner has given full access of his S3 bucket to one of the IAM users using the
bucket ACL. When the IAM user logs in to the S3 console, which actions can he perform?

A. He can just view the content of the bucket

B. He can do all the operations on the bucket

C. ltis not possible to give access to an IAM user using ACL

D. The IAM user can perform all operations on the bucket using only API/SDK

Correct Answer: C

Explanation:

Each AWS S3 bucket and object has an ACL (Access Control List. associated with it. An ACL is a
list of grants identifying the grantee and the permission granted. The user can use ACLs to grant
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