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AWS to select the best Availability Zone based on the system health and available capacity. If the 
user launches additional instances, only then an Availability Zone should be specified. This is to 
specify the same or different AZ from the running instances. 
 
 
QUESTION 129 
An organization has created 50 IAM users. The organization has introduced a new policy which 
will change the access of an IAM user. How can the organization implement this effectively so 
that there is no need to apply the policy at the individual user level? 
 
A. Use the IAM groups and add users as per their role to different groups and apply policy to group 
B. The user can create a policy and apply it to multiple users in a single go with the AWS CLI 
C. Add each user to the IAM role as per their organization role to achieve effective policy setup 
D. Use the IAM role and implement access at the role level 
 
Correct Answer: A 
Explanation: 
With AWS IAM, a group is a collection of IAM users. A group allows the user to specify 
permissions for a collection of users, which can make it easier to manage the permissions for 
those users. A group helps an organization manage access in a better way; instead of applying at 
the individual level, the organization can apply at the group level which is applicable to all the 
users who are a part of that group. 
 
 
QUESTION 130 
An organization, which has the AWS account ID as 999988887777, has created 50 IAM users. All 
the users are added to the same group cloudacademy. If the organization has enabled that each 
IAM user can login with the AWS console, which AWS login URL will the IAM users use? 
 
A. https:// 999988887777.signin.aws.amazon.com/console/ 
B. https:// signin.aws.amazon.com/cloudacademy/ 
C. https:// cloudacademy.signin.aws.amazon.com/999988887777/console/ 
D. https:// 999988887777.aws.amazon.com/ cloudacademy/ 
 
Correct Answer: A 
Explanation: 
AWS Identity and Access Management is a web service which allows organizations to manage 
users and user permissions for various AWS services. Once the organization has created the 
IAM users, they will have a separate AWS console URL to login to the AWS console. The console 
login URL for the IAM user will be https:// AWS_Account_ID.signin.aws.amazon.com/console/. It 
uses only the AWS account ID and does not depend on the group or user ID. 
 
 
QUESTION 131 
An organization is using AWS since a few months. The finance team wants to visualize the 
pattern of AWS spending. Which of the below AWS tool will help for this requirement? 
 
A. AWS Cost Manager 
B. AWS Cost Explorer 
C. AWS CloudWatch 
D. AWS Consolidated Billing 
 
Correct Answer: B 
Explanation: 
The AWS Billing and Cost Management console includes the Cost Explorer tool for viewing AWS 
cost data as a graph. It does not charge extra to user for this service. With Cost Explorer the user 
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can filter graphs using resource tags or with services in AWS. If the organization is using 
Consolidated Billing it helps generate report based on linked accounts. This will help organization 
to identify areas that require further inquiry. The organization can view trends and use that to 
understand spend and to predict future costs. 
 
 
QUESTION 132 
A user has configured an Auto Scaling group with ELB. The user has enabled detailed 
CloudWatch monitoring on Elastic Load balancing. Which of the below mentioned statements will 
help the user understand this functionality better? 
 
A. ELB sends data to CloudWatch every minute only and does not charge the user 
B. ELB will send data every minute and will charge the user extra 
C. ELB is not supported by CloudWatch 
D. It is not possible to setup detailed monitoring for ELB 
 
Correct Answer: A 
Explanation: 
CloudWatch is used to monitor AWS as well as the custom services. It provides either basic or 
detailed monitoring for the supported AWS products. In basic monitoring, a service sends data 
points to CloudWatch every five minutes, while in detailed monitoring a service sends data points 
to CloudWatch every minute. Elastic Load Balancing includes 10 metrics and 2 dimensions, and 
sends data to CloudWatch every minute. This does not cost extra. 
 
 
QUESTION 133 
A user has setup Auto Scaling with ELB on the EC2 instances. The user wants to configure that 
whenever the CPU utilization is below 10%, Auto Scaling should remove one instance. How can 
the user configure this? 
 
A. The user can get an email using SNS when the CPU utilization is less than 10%. The user can 

use the desired capacity of Auto Scaling to remove the instance. 
B. Use CloudWatch to monitor the data and Auto Scaling to remove the instances using scheduled 

actions. 
C. Configure CloudWatch to send a notification to Auto Scaling Launch configuration when the CPU 

utilization is less than 10% and configure the Auto Scaling policy to remove the instance. 
D. Configure CloudWatch to send a notification to the Auto Scaling group when the CPU Utilization is 

less than 10% and configure the Auto Scaling policy to remove the instance. 
 
Correct Answer: D 
Explanation: 
Amazon CloudWatch alarms watch a single metric over a time period that the user specifies and 
performs one or more actions based on the value of the metric relative to a given threshold over a 
number of time periods. The user can setup to receive a notification on the Auto Scaling group 
with the CloudWatch alarm when the CPU utilization is below a certain threshold. The user can 
configure the Auto Scaling policy to take action for removing the instance. When the CPU 
utilization is below 10% CloudWatch will send an alarm to the Auto Scaling group to execute the 
policy. 
 
 
QUESTION 134 
A sys admin has created a shopping cart application and hosted it on EC2. The EC2 instances 
are running behind ELB. The admin wants to ensure that the end user request will always go to 
the EC2 instance where the user session has been created. How can the admin configure this? 
 
A. Enable ELB cross zone load balancing 
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B. Enable ELB cookie setup 
C. Enable ELB sticky session 
D. Enable ELB connection draining 
 
Correct Answer: C 
Explanation: 
Generally AWS ELB routes each request to a zone with the minimum load. The Elastic Load 
Balancer provides a feature called sticky session which binds the user's session with a specific 
EC2 instance. If the sticky session is enabled the first request from the user will be redirected to 
any of the EC2 instances. But, henceforth, all requests from the same user will be redirected to 
the same EC2 instance. This ensures that all requests coming from the user during the session 
will be sent to the same application instance. 
 
 
QUESTION 135 
An organization has created 50 IAM users. The organization wants that each user can change 
their password but cannot change their access keys. How can the organization achieve this? 
 
A. The organization has to create a special password policy and attach it to each user 
B. The root account owner has to use CLI which forces each IAM user to change their password on 

first login 
C. By default each IAM user can modify their passwords 
D. The root account owner can set the policy from the IAM console under the password policy screen 
 
Correct Answer: D 
Explanation: 
With AWS IAM, organizations can use the AWS Management Console to display, create, change 
or delete a password policy. As a part of managing the password policy, the user can enable all 
users to manage their own passwords. If the user has selected the option which allows the IAM 
users to modify their password, he does not need to set a separate policy for the users. This 
option in the AWS console allows changing only the password. 
 
QUESTION 136 
A user has created a subnet with VPC and launched an EC2 instance in that subnet with only 
default settings.Which of the below mentioned options is ready to use on the EC2 instance as 
soon as it is launched? 
 
A. Elastic IP 
B. Private IP 
C. Public IP 
D. I nternet gateway 
 
Correct Answer: B 
Explanation: 
A Virtual Private Cloud (VPC. is a virtual network dedicated to a user's AWS account. A subnet is 
a range of IP addresses in the VPC. The user can launch the AWS resources into a subnet. 
There are two supported platforms into which a user can launch instances: EC2- Classic and 
EC2-VPC. When the user launches an instance which is not a part of the non-default subnet, it 
will only have a private IP assigned to it. The instances part of a subnet can communicate with 
each other but cannot communicate over the internet or to the AWS services, such as RDS / S3. 
 
 
QUESTION 137 
A user is trying to delete an Auto Scaling group from CLI. Which of the below mentioned steps 
are to be performed by the user? 
 

http://www.ensurepass.com/AWS-SysOps.html
http://www.ensurepass.com/AWS-SysOps.html
http://www.ensurepass.com/AWS-SysOps.html


Download Full Version AWS-SysOps Exam Dumps(Updated in Feb/2023)

AWS-SysOps Exam Dumps   AWS-SysOps PDF Dumps   AWS-SysOps VCE Dumps   AWS-SysOps Q&As 

https://www.ensurepass.com/AWS-SysOps.html

A. Terminate the instances with the ec2-terminate-instance command 
B. Terminate the Auto Scaling instances with the as-terminate-instance command 
C. Set the minimum size and desired capacity to 0 
D. There is no need to change the capacity. Run the as-delete-group command and it will reset all 

values to 0 
 
Correct Answer: C 
Explanation: 
If the user wants to delete the Auto Scaling group, the user should manually set the values of the 
minimum and desired capacity to 0. Otherwise Auto Scaling will not allow for the deletion of the 
group from CLI. While trying from the AWS console, the user need not set the values to 0 as the 
Auto Scaling console will automatically do so. 
 
 
QUESTION 138 
A user is launching an instance. He is on the "Tag the instance" screen. Which of the below 
mentioned information will not help the user understand the functionality of an AWS tag? 
 
A. Each tag will have a key and value 
B. The user can apply tags to the S3 bucket 
C. The maximum value of the tag key length is 64 unicode characters 
D. AWS tags are used to find the cost distribution of various resources 
 
Correct Answer: C 
Explanation: 
AWS provides cost allocation tags to categorize and track the AWS costs. When the user applies 
tags to his AWS resources, AWS generates a cost allocation report as a comma- separated value 
(CSV file. with the usage and costs aggregated by those tags. Each tag will have a key-value and 
can be applied to services, such as EC2, S3, RDS, EMR, etc. The maximum size of a tag key is 
128 unicode characters. 
QUESTION 139 
A user has a refrigerator plant. The user is measuring the temperature of the plant every 15 
minutes. If the user wants to send the data to CloudWatch to view the data visually, which of the 
below mentioned statements is true with respect to the information given above? 
 
A. The user needs to use AWS CLI or API to upload the data 
B. The user can use the AWS Import Export facility to import data to CloudWatch 
C. The user will upload data from the AWS console 
D. The user cannot upload data to CloudWatch since it is not an AWS service metric 
 
Correct Answer: A 
Explanation: 
AWS CloudWatch supports the custom metrics. The user can always capture the custom data 
and upload the data to CloudWatch using CLI or APIs. While sending the data the user has to 
include the metric name, namespace and timezone as part of the request. 
 
 
QUESTION 140 
A user has recently started using EC2. The user launched one EC2 instance in the default subnet 
in EC2-VPC Which of the below mentioned options is not attached or available with the EC2 
instance when it is launched? 
 
A. Public IP address 
B. Internet gateway 
C. Elastic IP 
D. Private IP address 
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Correct Answer: C 
Explanation: 
A Virtual Private Cloud (VPC. is a virtual network dedicated to a user's AWS account. A subnet is 
a range of IP addresses in the VPC. The user can launch the AWS resources into a subnet. 
There are two supported platforms into which a user can launch instances: EC2- Classic and 
EC2-VPC (default subnet.. A default VPC has all the benefits of EC2-VPC and the ease of use of 
EC2-Classic. Each instance that the user launches into a default subnet has a private IP address 
and a public IP address. These instances can communicate with the internet through an internet 
gateway. An internet gateway enables the EC2 instances to connect to the internet through the 
Amazon EC2 network edge. 
 
 
QUESTION 141 
A user has setup an RDS DB with Oracle. The user wants to get notifications when someone 
modifies the security group of that DB. How can the user configure that? 
 
A. It is not possible to get the notifications on a change in the security group 
B. Configure SNS to monitor security group changes 
C. Configure event notification on the DB security group 
D. Configure the CloudWatch alarm on the DB for a change in the security group 
 
Correct Answer: C 
Explanation: 
Amazon RDS uses the Amazon Simple Notification Service to provide a notification when an 
Amazon RDS event occurs. These events can be configured for source categories, such as DB 
instance, DB security group, DB snapshot and DB parameter group. If the user is subscribed to a 
Configuration Change category for a DB security group, he will be notified when the DB security 
group is changed. 
 
 
QUESTION 142 
An organization wants to move to Cloud. They are looking for a secure encrypted database 
storage option. Which of the below mentioned AWS functionalities helps them to achieve this? 
 
A. AWS MFA with EBS 
B. AWS EBS encryption 
C. Multi-tier encryption with Redshift 
D. AWS S3 server side storage 
 
Correct Answer: B 
Explanation: 
AWS EBS supports encryption of the volume while creating new volumes. It also supports 
creating volumes from existing snapshots provided the snapshots are created from encrypted 
volumes. The data at rest, the I/O as well as all the snapshots of EBS will be encrypted. The 
encryption occurs on the servers that host the EC2 instances, providing encryption of data as it 
moves between the EC2 instances and EBS storage. EBS encryption is based on the AES-256 
cryptographic algorithm, which is the industry standard 
 
 
QUESTION 143 
A user is publishing custom metrics to CloudWatch. Which of the below mentioned statements 
will help the user understand the functionality better? 
 
A. The user can use the CloudWatch Import tool 
B. The user should be able to see the data in the console after around 15 minutes 
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