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subnet. It also creates an internet gateway for the public subnet. By default the internet traffic of
the VPN subnet is routed to a virtual private gateway while the internet traffic of the public subnet
is routed through the internet gateway. The user can set up the route and security group rules.
These rules enable the traffic to come from the organization's network over the virtual private
gateway to the public subnet to allow proxy settings on that public subnet.

QUESTION 75

A sys admin is maintaining an application on AWS. The application is installed on EC2 and user
has configured ELB and Auto Scaling. Considering future load increase, the user is planning to
launch new servers proactively so that they get registered with ELB. How can the user add these
instances with Auto Scaling?

A. Increase the desired capacity of the Auto Scaling group.

B. Increase the maximum limit of the Auto Scaling group.

C. Launch an instance manually and register it with ELB on the fly.
D. Decrease the minimum limit of the Auto Scaling group.

Correct Answer: A

Explanation:

A user can increase the desired capacity of the Auto Scaling group and Auto Scaling will launch a
new instance as per the new capacity. The newly launched instances will be registered with ELB
if Auto Scaling group is configured with ELB. If the user decreases the minimum size the
instances will be removed from Auto Scaling. Increasing the maximum size will not add instances
but only set the maximum instance cap.

QUESTION 76
An admin is planning to monitor the ELB. Which of the below mentioned services does not help
the admin capture the monitoring information about the ELB activity?

A. ELB Access logs

B. ELB health check

C. CloudWatch metrics

D. ELB API calls with CloudTrail

Correct Answer: B

Explanation:

The admin can capture information about Elastic Load Balancer using either:

CloudWatch Metrics ELB Logs files which are stored in the S3 bucket CloudTrail with API calls
which can notify the user as well generate logs for each API calls

The health check is internally performed by ELB and does not help the admin get the ELB
activity.

QUESTION 77
An organization has created 5 IAM users. The organization wants to give them the same login ID
but different passwords. How can the organization achieve this?

A. The organization should create a separate login ID but give the IAM users the same alias so that
each one can login with their alias
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The organization should create each user in a separate region so that they have their own URL to
login

It is not possible to have the same login ID for multiple IAM users of the same account

The organization should create various groups and add each user with the same login ID to
different groups. The user can login with their own group ID

Correct Answer: C

Explanation:

AWS |dentity and Access Management is a web service which allows organizations to manage
users and user permissions for various AWS services. Whenever the organization is creating an
IAM user, there should be a unique ID for each user. It is not possible to have the same login ID
for multiple users. The names of users,groups, roles, instance profiles must be alphanumeric,
including the following common characters: plus (+., equal (=., comma (., period (.., at (@., and
dash (-..

QUESTION 78
A user has created an ELB with three instances. How many security groups will ELB create by
default?
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Correct Answer: C

Explanation:

Elastic Load Balancing provides a special Amazon EC2 source security group that the user can
use to ensure that back-end EC2 instances receive traffic only from Elastic Load Balancing. This
feature needs two security groups: the source security group and a security group that defines
the ingress rules for the back-end instances. To ensure that traffic only flows between the load
balancer and the back-end instances, the user can add or modify a rule to the back-end security
group which can limit the ingress traffic. Thus, it can come only from the source security group
provided by Elastic load Balancing.

QUESTION 79
A sys admin has created the below mentioned policy and applied to an S3 object named aws.jpg.
The aws.jpg is inside a bucket named cloudacademy. What does this policy define?

"Statement": [{

"Sid": "Stmt1388811069831",

"Effect": "Allow",

"Principal’: { "AWS": "'},

"Action": [ "s3:GetObjectAcl", "s3:ListBucket", "s3:GetObject"],

"Resource": [ "arn:aws:s3:::cloudacademy/*.jpg"]

It is not possible to define a policy at the object level

It will make all the objects of the bucket cloudacademy as public
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C. It will make the bucket cloudacademy as public
D. the aws.jpg object as public

Correct Answer: A

Explanation:

A system admin can grant permission to the S3 objects or buckets to any user or make objects
public using the bucket policy and user policy. Both use the JSON-based access policy language.
Generally if the user is defining the ACL on the bucket, the objects in the bucket do not inherit it
and vice a versa. The bucket policy can be defined at the bucket level which allows the objects as
well as the bucket to be public with a single policy applied to that bucket. It cannot be applied at
the object level.

QUESTION 80

A user has created a photo editing software and hosted it on EC2. The software accepts requests
from the user about the photo format and resolution and sends a message to S3 to enhance the
picture accordingly.Which of the below mentioned AWS services will help make a scalable
software with the AWS infrastructure in this scenario?

A. AWS Glacier

B. AWS Elastic Transcoder

C. AWS Simple Notification Service
D. AWS Simple Queue Service

Correct Answer: D

Explanation:

Amazon Simple Queue Service (SQS. is a fast, reliable, scalable, and fully managed message
queuing service. SQS provides a simple and cost-effective way to decouple the components of
an application. The user can configure SQS, which will decouple the call between the EC2
application and S3. Thus, the application does not keep waiting for S3 to provide the data.

QUESTION 81

A user is planning to evaluate AWS for their internal use. The user does not want to incur any
charge on his account during the evaluation. Which of the below mentioned AWS services would
incur a charge if used?

A. AWS S3 with 1 GB of storage

B. AWS micro instance running 24 hours daily
C. AWS ELB running 24 hours a day

D. AWS PIOPS volume of 10 GB size

Correct Answer: D

Explanation:

AWS is introducing a free usage tier for one year to help the new AWS customers get started in

Cloud. The free tier can be used for anything that the user wants to run in the Cloud. AWS offers
a handful of AWS services as a part of this which includes 750 hours of free micro instances and
750 hours of ELB. It includes the AWS S3 of 5 GB and AWS EBS general purpose volume upto

30 GB. PIOPS is not part of free usage tier.

QUESTION 82
A user is planning to use AWS Cloud formation for his automatic deployment requirements.
Which of the below mentioned components are required as a part of the template?

A. Parameters
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B. Outputs
C. Template version
D. Resources

Correct Answer: D

Explanation:

AWS Cloud formation is an application management tool which provides application modelling,
deployment, configuration, management and related activities. The template is a JSON-format,
text-based file that describes all the AWS resources required to deploy and run an application. It
can have option fields, such as Template Parameters, Output, Data tables, and Template file
format version. The only mandatory value is Resource. The user can define the AWS services
which will be used/ created by this template inside the Resource section

QUESTION 83

A user has setup a billing alarm using CloudWatch for $200. The usage of AWS exceeded $200
after some days. The user wants to increase the limit from $200 to $400? What should the user
do?

A. Create a new alarm of $400 and link it with the first alarm

B. Itis not possible to modify the alarm once it has crossed the usage limit
C. Update the alarm to set the limit at $400 instead of $200

D. Create a new alarm for the additional $200 amount

Correct Answer: C

Explanation:

AWS CloudWatch supports enabling the billing alarm on the total AWS charges. The estimated
charges are calculated and sent several times daily to CloudWatch in the form of metric data.
This data will be stored for 14 days. This data also includes the estimated charges for every
service in AWS used by the user, as well as the estimated overall AWS charges. If the user wants
to increase the limit, the user can modify the alarm and specify a new threshold.

QUESTION 84

A user has launched 10 instances from the same AMI ID using Auto Scaling. The user is trying to
see the average CPU utilization across all instances of the last 2 weeks under the CloudWatch
console. How can the user achieve this?

View the Auto Scaling CPU metrics

Aggregate the data over the instance AMI ID

The user has to use the CloudWatchanalyser to find the average data across instances

It is not possible to see the average CPU utilization of the same AMI ID since the instance ID is
different

oo W

Correct Answer: B

Explanation:

Amazon CloudWatch is basically a metrics repository. Either the user can send the custom data
or an AWS product can put metrics into the repository, and the user can retrieve the statistics
based on those metrics. The statistics are metric data aggregations over specified periods of
time. Aggregations are made using the namespace, metric name, dimensions, and the data point
unit of measure, within the time period that is specified by the user. To aggregate the data across
instances launched with AMI, the user should select the AMI ID under EC2 metrics and select the
aggregate average to view the data.

QUESTION 85
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A user has launched an EC2 instance from an instance store backed AMI. The infrastructure
team wants to create an AMI from the running instance. Which of the below mentioned steps will
not be performed while creating the AMI?

A. Define the AMI launch permissions
B. Upload the bundled volume

C. Register the AMI

D. Bundle the volume

Correct Answer: A

Explanation:

When the user has launched an EC2 instance from an instance store backed AMI, it will need to
follow certain steps, such as "Bundling the root volume", "Uploading the bundled volume" and
"Register the AMI". Once the AMI is created the user can setup the launch permission. However,
it is not required to setup during the launch.

QUESTION 86

A user has created a queue named "myqueue” in US-East region with AWS SQS. The user's
AWS account ID is 123456789012. If the user wants to perform some action on this queue, which
of the below Queue URL should he use?

A. http://sgs.us-east-1.amazonaws.com/123456789012/myqueue

B. http://sqs.amazonaws.com/123456789012/myqueue

C. http://sgs. 123456789012.us-east-1.amazonaws.com/myqueue
D. http:// 123456789012.sqs. us-east-1.amazonaws.com/myqueue

Correct Answer: A

Explanation:

When creating a new queue in SQS, the user must provide a queue name that is unique within
the scope of all queues of user's account. If the user creates queues using both the latest WSDL
and a previous version, he will have a single namespace for all his queues. Amazon SQS assigns
each queue created by user an identifier called a queue URL, which includes the queue name
and other components that Amazon SQS determines. Whenever the user wants to perform an
action on a queue, he must provide its queue URL. The queue URL for the account id
123456789012 & queue name "myqueue"” in US-East-1 region will be http:// sgs.us-east-
1.amazonaws.com/123456789012/myqueue.

QUESTION 87

An organization is planning to use AWS for 5 different departments. The finance department is
responsible to pay for all the accounts. However, they want the cost separation for each account
to map with the right cost centre. How can the finance department achieve this?

A. Create 5 separate accounts and make them a part of one consolidate billing

B. Create 5 separate accounts and use the IAM cross account access with the roles for better
management

C. Create 5 separate IAM users and set a different policy for their access

D. Create 5 separate IAM groups and add users as per the department's employees

Correct Answer: A

Explanation:

AWS consolidated billing enables the organization to consolidate payments for multiple Amazon

Web Services (AWS. accounts within a single organization by making a single paying account.

Consolidated billing enables the organization to see a combined view of the AWS charges

incurred by each account as well as obtain a detailed cost report for each of the individual AWS
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