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C. IPsec DVTI
D. GET VPN

Correct Answer: D

QUESTION 39

Which two kinds of attacks are prevented by multifactor authentication? (Choose two.)
A. phishing

B. brute force

C. man-in-the-middle

D. DDOS

E. teardrop

Correct Answer: AC

QUESTION 40

An engineer must force an endpoint to re-authenticate an already authenticated session without
disrupting the endpoint to apply a new or updated policy from ISE. Which CoA type achieves this
goal?

A. Port Bounce

B. CoA Terminate

C. CoA Reauth

D. CoA Session Query

Correct Answer: C
QUESTION 41

Which Cisco product provides proactive endpoint protection and allows administrators to centrally
manage the deployment?

A. NGFW
B. AMP
C. WSA
D. ESA

Correct Answer: B

QUESTION 42

What provides visibility and awareness into what is currently occurring on the network?
A. CMX

B. WMI

C. Prime Infrastructure

D. Telemetry

Correct Answer: D

QUESTION 43
Which two application layer preprocessors are used by Firepower Next Generation Intrusion
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Prevention System? (Choose two.)

A. SIP

B. inline normalization
C. SSL

D. packet decoder

E. modbus

Correct Answer: BD

QUESTION 44
Which technology reduces data loss by identifying sensitive information stored in public
computing environments?

A. Cisco SDA

B. Cisco Firepower
C. Cisco HyperFlex
D. Cisco Cloudlock

Correct Answer: D

QUESTION 45
What can be integrated with Cisco Threat Intelligence Director to provide information about
security threats, which allows the SOC to proactively automate responses to those threats?

A. Cisco Umbrella

B. External Threat Feeds
C. Cisco Threat Grid

D. Cisco Stealthwatch

Correct Answer: B

QUESTION 46

An engineer used a posture check on a Microsoft Windows endpoint and discovered that the
MS17-010 patch was not installed, which left the endpoint vulnerable to WannaCry ransomware.
Which two solutions mitigate the risk of this ransomware infection? (Choose two.)

A. Configure a posture policy in Cisco Identity Services Engine to install the MS17-010 patch before
allowing access on the network.

B. Set up a profiling policy in Cisco Identity Service Engine to check and endpoint patch level before
allowing access on the network.

C. Configure a posture policy in Cisco Identity Services Engine to check that an endpoint patch level
is met before allowing access on the network.

D. Configure endpoint firewall policies to stop the exploit traffic from being allowed to run and
replicate throughout the network.

E. Set up a well-defined endpoint patching strategy to ensure that endpoints have critical
vulnerabilities patched in a timely fashion.

Correct Answer: CE

QUESTION 47
Which benefit does endpoint security provide the overall security posture of an organization?
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It streamlines the incident response process to automatically perform digital forensics on the
endpoint.

It allows the organization to mitigate web-based attacks as long as the user is active in the
domain.

It allows the organization to detect and respond to threats at the edge of the network.

It allows the organization to detect and mitigate threats that the perimeter security devices do not
detect.

Correct Answer: D

QUESTION 48
Which feature requires a network discovery policy on the Cisco Firepower Next Generation
Intrusion Prevention System?

A.
B.
C.
D.

security intelligence
impact flags

health monitoring
URL filtering

Correct Answer: A

QUESTION 49
Refer to the exhibit. What does the number 15 represent in this configuration?

snmp-server group SHNMP v3 auth access 15

oow>

privilege level for an authorized user to this router

access list that identifies the SNMP devices that can access the router
interval in seconds between SNMPv3 authentication attempts

number of possible failed attempts until the SNMPv3 user is locked out

Correct Answer: B

QUESTION 50
Under which two circumstances is a CoA issued? (Choose two.)

moow>»

A new authentication rule was added to the policy on the Policy Service node.

An endpoint is deleted on the Identity Service Engine server.

A new ldentity Source Sequence is created and referenced in the authentication policy.

An endpoint is profiled for the first time.

A new ldentity Service Engine server is added to the deployment with the Administration personA.

Correct Answer: AC

QUESTION 51
Which VPN technology can support a multivendor environment and secure traffic between sites?

A.
B.

SSL VPN
GET VPN
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FlexVPN
DMVPN

Correct Answer: C

QUESTION 52

What is the result of running the crypto isakmp key ciscXXXXXXXX address 172.16.0.0
command?

A. authenticates the IKEv2 peers in the 172.16.0.0/16 range by using the key ciSCXXXXXXXX
B. authenticates the IP address of the 172.16.0.0/32 peer by using the key cisSCXXXXXXXX
C. authenticates the IKEv1 peers in the 172.16.0.0/16 range by using the key cisCXXXXXXXX
D. secures all the certificates in the IKE exchange by using the key ciscXXXXXXXX

Correct Answer: B

QUESTION 53
Which ASA deployment mode can provide separation of management on a shared appliance?

A.
B.
C.
D.

DMZ multiple zone mode
transparent firewall mode
multiple context mode
routed mode

Correct Answer: C

QUESTION 54

Which two deployment model configurations are supported for Cisco FTDv in AWS? (Choose

two.)

A. Cisco FTDv configured in routed mode and managed by an FMCy installed in AWS

B. Cisco FTDv with one management interface and two traffic interfaces configured

C. Cisco FTDv configured in routed mode and managed by a physical FMC appliance on premises
D. Cisco FTDv with two management interfaces and one traffic interface configured

E. Cisco FTDv configured in routed mode and IPv6 configured

Correct Answer: AB

QUESTION 55

Which two services must remain as on-premises equipment when a hybrid email solution is
deployed? (Choose two.)

moowy

DDoS
antispam
antivirus
encryption
DLP

Correct Answer: DE

QUESTION 56
An MDM provides which two advantages to an organization with regards to device management?
(Choose two.)
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asset inventory management

allowed application management

Active Directory group policy management
network device management

critical device management

moowy

Correct Answer: BE

QUESTION 57
Which two mechanisms are used to control phishing attacks? (Choose two.)

Enable browser alerts for fraudulent websites.
Define security group memberships.

Revoke expired CRL of the websites.

Use antispyware software.

Implement email filtering techniques.

moow»

Correct Answer: AE

QUESTION 58
Which functions of an SDN architecture require southbound APIs to enable communication?

A. SDN controller and the network elements

B. management console and the SDN controller
C. management console and the cloud

D. SDN controller and the cloud

Correct Answer: A

QUESTION 59

An engineer needs a solution for TACACS+ authentication and authorization for device
administration. The engineer also wants to enhance wired and wireless network security by
requiring users and endpoints to use 802.1X, MAB, or WebAuth. Which product meets all of
these requirements?

A. Cisco Prime Infrastructure

B. Cisco Identity Services Engine
C. Cisco Stealthwatch

D. Cisco AMP for Endpoints

Correct Answer: B

QUESTION 60
Which ID store requires that a shadow user be created on Cisco ISE for the admin login to work?

A. RSA SecurelD
B. Internal Database
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