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Correct Answer: B

QUESTION 360

There is a WEP encrypted wireless access point (AP) with no clients connected. In order to crack
the WEP key, a fake authentication needs to be performed. What information is needed when
performing fake authentication to an AP? (Choose two.)

The IP address of the AP.
The MAC address of the AP.
The SSID of the wireless network.

oo w >

A failed authentication packet.

Correct Answer: BC

QUESTION 361

What type of OS fingerprinting technique sends specially crafted packets to the remote OS and
analyzes the received response?

A. Passive

B. Reflective
C. Active

D. Distributive

Correct Answer: C

QUESTION 362
How do employers protect assets with security policies pertaining to employee surveillance
activities?

A. Employers promote monitoring activities of employees as long as the employees
demonstrate trustworthiness.

B. Employers use informal verbal communication channels to explain employee monitoring
activities to employees.

C. Employers use network surveillance to monitor employee email traffic, network access, and
to record employee keystrokes.

D. Employers provide employees written statements that clearly discuss the boundaries of
monitoring activities and consequences.

Correct Answer: D
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QUESTION 363

When analyzing the IDS logs, the system administrator noticed an alert was logged when the
external router was accessed from the administrator's computer to update the router
configuration. What type of an alert is this?

False positive
False negative
True positive

oo w >

True negative

Correct Answer: A

QUESTION 364
Which of the following parameters enables NMAP's operating system detection feature?

A. NMAP -sV
B. NMAP -0S
C. NMAP -sR
D. NMAP-O

Correct Answer: D

QUESTION 365
Which of the following is an example of IP spoofing?

SQL injections
Man-in-the-middle

Cross-site scripting

oo w >

ARP poisoning

Correct Answer: B

QUESTION 366
Which of the following processes of PKI (Public Key Infrastructure) ensures that a trust
relationship exists and that a certificate is still valid for specific operations?

Certificate issuance
Certificate validation
Certificate cryptography

oo w >

Certificate revocation

312-50v11 Exam Dumps _ 312-50v11 PDF Dumps 312-50v11 VCE Dumps _312-50v11 Q&As
https://www.ensurepass.com/312-50v11.html



http://www.ensurepass.com/312-50v11.html
http://www.ensurepass.com/312-50v11.html
http://www.ensurepass.com/312-50v11.html

Download Full Version 312-50v11 Exam Dumps(Updated in Feb/2023)

Correct Answer: B

QUESTION 367
What is the correct PCAP filter to capture all TCP traffic going to or from host 192.168.0.125 on
port 25?

tcp src == 25 and ip host == 192.168.0.125
host 192.168.0.125:25

port 25 and host 192.168.0.125

tcp port == 25 and ip host == 192.168.0.125

oo w >

Correct Answer: D

QUESTION 368
When creating a security program, which approach would be used if senior management is

supporting and enforcing the security policy?

A bottom-up approach
A top-down approach
A senior creation approach

oo w >

An IT assurance approach

Correct Answer: B

QUESTION 369

Which element of Public Key Infrastructure (PKI) verifies the applicant?

Certificate authority

Validation authority
Registration authority

oo w >

Verification authority

Correct Answer: C

QUESTION 370
Which Open Web Application Security Project (OWASP) implements a web application full of
known vulnerabilities?

A. WebBugs
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B. WebGoat
C. VULN_HTML
D. WebScarab

Correct Answer: B

QUESTION 371
A hacker is attempting to use nslookup to query Domain Name Service (DNS). The hacker uses
the nslookup interactive mode for the search. Which command should the hacker type into the

command shell to request the appropriate records?

Locate type=ns
Request type=ns
Set type=ns

oo w >

Transfer type=ns

Correct Answer: C

QUESTION 372

After gaining access to the password hashes used to protect access to a web based application,
knowledge of which cryptographic algorithms would be useful to gain access to the application?

A. SHA1

B. Diffie-Helman
C. RSA

D. AES

Correct Answer: A

QUESTION 373
To send a PGP encrypted message, which piece of information from the recipient must the

sender have before encrypting the message?

Recipient's private key
Recipient's public key
Master encryption key

oo w >

Sender's public key

Correct Answer: B
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QUESTION 374

An attacker has been successfully modifying the purchase price of items purchased on the
company's web site. The security administrators verify the web server and Oracle database have
not been compromised directly. They have also verified the Intrusion Detection System (IDS) logs
and found no attacks that could have caused this. What is the mostly likely way the attacker has
been able to modify the purchase price?

By using SQL injection
By changing hidden form values

By using cross site scripting

oo w >

By utilizing a buffer overflow attack

Correct Answer: B

QUESTION 375
Which of the following items is unique to the N-tier architecture method of designing software
applications?

A. Application layers can be separated, allowing each layer to be upgraded independently from
other layers.

B. Itis compatible with various databases including Access, Oracle, and SQL.
Data security is tied into each layer and must be updated for all layers when any upgrade is
performed.

D. Application layers can be written in C, ASP.NET, or Delphi without any performance loss.

Correct Answer: A

QUESTION 376

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how
much information can be obtained from the firm's public facing web servers. The engineer
decides to start by using netcat to port 80. The engineer receives this output:

HTTP/1.1 200 OK

Server: Microsoft-11S/6

Expires: Tue, 17 Jan 2011 01:41:33 GMT

Date. Mon, 16 Jan 2011 01:41:33 GMT
Content-Type. text/html

Accept-Ranges: bytes

Last-Modified. Wed, 28 Dec 2010 15:32:21 GMT
ETag. "b0Oaac0542e25c31:89d"

Content-Length: 7369
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