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You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection 
technique. What is the correct syntax? 
 
A.  

 
B.  
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C.  

 

D.  

 
 
Correct Answer: A 
 
 
QUESTION 228 
How do you defend against ARP Poisoning attack? (Select 2 answers) 
 

 
 
A. Enable DHCP Snooping Binding Table 
B. Restrict ARP Duplicates 
C. Enable Dynamic ARP Inspection 
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D. Enable MAC snooping Table 
 
Correct Answer: AC 
 
 
QUESTION 229 
You are the security administrator for a large network. You want to prevent attackers from 
running any sort of traceroute into your DMZ and discovering the internal structure of publicly 
accessible areas of the network. How can you achieve this? 
 
A. There is no way to completely block tracerouting into this area. 
B. Block UDP at the firewall. 
C. Block TCP at the firewall. 
D. Block ICMP at the firewall. 
 
Correct Answer: A 
 
 
QUESTION 230 
Neil is an IT security consultant working on contract for Davidson Avionics. Neil has been hired to 
audit the network of Davidson Avionics. He has been given permission to perform any tests 
necessary. Neil has created a fake company ID badge and uniform. Neil waits by one of the 
company's entrance doors and follows an employee into the office after they use their valid 
access card to gain entrance. What type of social engineering attack has Neil employed here? 
 
A. Neil has used a tailgating social engineering attack to gain access to the offices. 
B. He has used a piggybacking technique to gain unauthorized access. 
C. This type of social engineering attack is called man trapping. 
D. Neil is using the technique of reverse social engineering to gain access to the offices of 

Davidson Avionics. 
 
Correct Answer: A 
 
 
QUESTION 231 
After a client sends a connection request (SYN) packet to the server, the server will respond 
(SYN-ACK) with a sequence number of its choosing, which then must be acknowledged (ACK) by 
the client. This sequence number is predictable; the attack connects to a service first with its own 
IP address, records the sequence number chosen, and then opens a second connection from a 
forged IP address. The attack doesn't see the SYN-ACK (or any other packet) from the server, but 
can guess the correct responses. If the source IP address is used for authentication, then the 
attacker can use the one-sided communication to break into the server. What attacks can you 
successfully launch against a server using the above technique? 
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A. Denial of Service attacks 
B. Session Hijacking attacks 
C. Web page defacement attacks 
D. IP spoofing attacks 
 
Correct Answer: B 
 
 
QUESTION 232 
Which of the following represent weak password? (Select 2 answers) 
 
A. Passwords that contain letters, special characters, and numbers Example ap1$%##f@52. 
B. Passwords that contain only numbers Example 23698217. 
C. Passwords that contain only special characters Example &*#@!(%). 
D. Passwords that contain letters and numbers Example meerdfget123. 
E. Passwords that contain only letters Example QWERTYKLRTY. 
F. Passwords that contain only special characters and numbers Example 123@$45. 
G. Passwords that contain only letters and special characters Example bob@&ba. 
H. Passwords that contain Uppercase/Lowercase from a dictionary list Example OrAnGe. 
 
Correct Answer: EH 
 
 
QUESTION 233 
Harold just got home from working at Henderson LLC where he works as an IT technician. He was 
able to get off early because they were not too busy. When he walks into his home office, he 
notices his teenage daughter on the computer, apparently chatting with someone online. As 
soon as she hears Harold enter the room, she closes all her windows and tries to act like she was 
playing a game. When Harold asks her what she was doing, she acts very nervous and does not 
give him a straight answer. Harold is very concerned because he does not want his daughter to 
fall victim to online predators and the sort. Harold doesn't necessarily want to install any 
programs that will restrict the sites his daughter goes to, because he doesn't want to alert her to 
his trying to figure out what she is doing. Harold wants to use some kind of program that will 
track her activities online, and send Harold an email of her activity once a day so he can see what 
she has been up to. What kind of software could Harold use to accomplish this? 
 
A. Install hardware Keylogger on her computer. 
B. Install screen capturing Spyware on her computer. 
C. Enable Remote Desktop on her computer. 
D. Install VNC on her computer. 
 
Correct Answer: B 
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