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indicate?

A. A buffer overflow attack has been attempted.

B. A buffer overflow attack has already occurred.

C. Afirewall has been breached and this is logged.
D. Anintrusion detection system has been triggered.
E. The system has crashed.

Correct Answer: A

QUESTION 165
This is an example of whois record.

Registrant:

Jason Springfield, Inc

11807 M.E. 95th Street, Suite 1100
Mew “fork, NY 98682

LIS,

Registrar: Jason Springfield (http: //vese. Jspringfield.com)
Domain MName: jspringfield com

Created on: 28-DEC-10

Expires on: 29-DEC-14

Last Updated on: 23-FEB-11

Administrative Contact:

Contact, Admin Jack_ﬁmith@jspringfield.cam
Jason Springfield, Inc

11807 M.E. 99th Strest, Suite 1100

New York, NY 98682

USA

360.253.6744

360.253.3556

Technical Contact:

Contact, Technical Sheels Ravin@jspringfield.com
Jagon Springfield, Inc

11807 N.E. 99th Street, Suite 1100

New York, HY 98682

TSA

360.253.3456

380.253.2R75

Billing Contact:

Contact, Technical Duvid_Btuc:@jsp:ingficld.cnm
Jason Springfield, Inc

11807 W.E. 99th Strest, Suite 1100

Hew York, NY 98682

USA

360.253.6654

360.253.1256

Domain servers (DNS) In listed order
H5l.jspringfield.com
N5Z.jspringfield. com

312-50v11 Exam Dumps  312-50v11 PDF Dumps  312-50v11 VCE Dumps

312-50v11 Q&As

https://www.ensurepass.com/312-50v11.html



http://www.ensurepass.com/312-50v11.html
http://www.ensurepass.com/312-50v11.html
http://www.ensurepass.com/312-50v11.html

Download Full Version 312-50v11 Exam Dumps(Updated in Feb/2023)

Sometimes a company shares a little too much information on their organization through public
domain records. Based on the above whois record, what can an attacker do? (Select 2 answers)

Search engines like Google, Bing will expose information listed on the WHOIS record.

B. An attacker can attempt phishing and social engineering on targeted individuals using the
information from WHOIS record.

C. Spammers can send unsolicited e-mails to addresses listed in the WHOIS record.

D. IRS Agents will use this information to track individuals using the WHOIS record information.

Correct Answer: BC

QUESTION 166

Neil is closely monitoring his firewall rules and logs on a regular basis. Some of the users have
complained to Neil that there are a few employees who are visiting offensive web site during
work hours, without any consideration for others. Neil knows that he has an up-to-date content
filtering system and such access should not be authorized. What type of technique might be used
by these offenders to access the Internet without restriction?

A. They are using UDP that is always authorized at the firewall.

B. They are using HTTP tunneling software that allows them to communicate with protocols in
a way it was not intended.

C. They have been able to compromise the firewall, modify the rules, and give themselves
proper access.

D. They are using an older version of Internet Explorer that allow them to bypass the proxy

server.

Correct Answer: B

QUESTION 167

In this attack, a victim receives an e-mail claiming from PayPal stating that their account has been
disabled and confirmation is required before activation. The attackers then scam to collect not
one but two credit card numbers, ATM PIN number and other personal details.
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My Accouni Send Money Request Money Merchant Services Auction Tools Products & Services
-

Overview  AddFunds  Withdraw  History  Resolution Center  Profile

o o i R My Account Overview

» Add Bank Account

> Get verfied @ Your account access is limited. Verify your identity by filing out the appropriate details
below.

Enhance Your Account

* Upgrade Account

* PayPal Flus Credit Card Personal Information Profile: ¥
* Confirm phone Make sure you enter the information accurately, and according to the formats required.
Fill in all the required fields,

What's New “First Name: |
Learn about important fLastisame ——
updates to Recent Activity “Billing Address!
Shopping Is Safe And Easy Lty
wlith PayPal

IState / Province:

See Where You Can Use T i T
PayPal 'Postal Code: |

Free Alerts Help Protect You “Country: |United States j“
Erom IG Thaft “Date of Birth: [Jan =] [01 =] [1910%]
Policy Updates “Mother's Maiden Name: _Mer's Naﬂe_i
*Social Security Number: [3345676901234567890|
Email: [omail_address@email
“Home Phone Number: 111111111111111111

This number will be used to contact you about Security Measures and/or
other issues regarding your PayPal sccount.

PP '\._I-\‘ _ﬂ“"\’\--,..r"“"\_,,l"““"’”"""""“ — e

August 21, 2008

Credit/Debit Card Profile

*Card Number: | 7090123456789012345
‘Expiration Date: |01 *| 2021 ¥

*Card Yerification Numbe, 4 | e

ard Verification Number

‘Issuing Bank: |

‘card Type: |AMencan Express bl

“Credit/Debit: |Credit b
“ATM PIN: {56769012] why is ATM PIN reuited?

Secondary Credit/Debi rd Profile
A backup credit or debit card is recquired if there is a problem verifying your primary card.
Fill in all the required fields,

“Expiration Date: |01 x| {2021 =

“Card Verification Number: | 1234 — P
“Issuing Bank: [lssuing Bank |

“Card Type: | American Express =]
“Credit/Debit: [Credit -

“ATM PIN: 156789000 Why is ATM PIN required?

Required Field"
The pracess normally takes about 30 seconds, but it may take longer during certain times of the day.

Aboud S5 Cedificales

wPel. Allrights reserved,

Infe FDIC pass-thwough insurance

Ignorant users usually fall prey to this scam. Which of the following statement is incorrect related

to this attack?

A. Do not reply to email messages or popup ads asking for personal or financial information.
B. Do not trust telephone numbers in e-mails or popup ads.
C. Review credit card and bank account statements regularly.
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D. Antivirus, anti-spyware, and firewall software can very easily detect these type of attacks.
E. Do not send credit card numbers, and personal or financial information via e-mail.

Correct Answer: D

QUESTION 168

Bob is going to perform an active session hijack against Brownies Inc. He has found a target that
allows session oriented connections (Telnet) and performs the sequence prediction on the target
operating system. He manages to find an active session due to the high level of traffic on the
network. What is Bob supposed to do next?

Take over the session
Reverse sequence prediction
Guess the sequence numbers

o N wpr

Take one of the parties offline

Correct Answer: C

QUESTION 169

ViruXine.W32 virus hides their presence by changing the underlying executable code. This Virus
code mutates while keeping the original algorithm intact, the code changes itself each time it
runs, but the function of the code (its semantics) will not change at all.

Malicious Website Malicious Website
U
T
¢,
?’»'?f%‘!uﬁ
: .*"’%” The website and the .
9’1._ rea a files altered by virus J!‘ 5
"r:f%h o ﬁ o
%ﬁ% A v - Redirected : :
i o G | 9 ~ ﬂ to malicious &  Virus Infects
: ; User publishes the | website ¢ E sl
H infected filesinto a 1\ . P H z
: web server i al Ao e"-@‘a% H :
: Y. e @
. Ay N
L e %56- "’Q& -y,
2 . SR ‘g Ugg, ¥,
The virus attempts the following activities: e, e v
“o'%c% .
¥ Attempts to infect .exe and/or .ser files N & o
] e
¥ Interferes file protection activities provided by

windows

» Embeds the command to give the user access ; ¥
- = * " - -
iR R e s e <hEpame aromihibps/ /e pl re/n widthel heighitl

%, style="border:0"></if >
where virus was trapped in advance .s):&--r.er P

Here is a section of the Virus code:
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lots of encrypted code

Decryption_Code:

C=C+1

A = Encrypted

Loop

B="A

C=3214"4

B = B XOR Cryptokey

10, %A =

11, &=
G

© 0~ OO

1
A+ B

13 A=A+

14, GOTO Loop IF MOT A& = Decryption_Code
19. C =02

6. GOTO Encrypted

Cryptokey:

18. some_randam_number

What is this technique called?

Polymorphic Virus
Metamorphic Virus
Dravidic Virus
Stealth Virus

oo w >

Correct Answer: A

QUESTION 170
"Testing the network using the same methodologies and tools employed by attackers" Identify
the correct terminology that defines the above statement.

Vulnerability Scanning
Penetration Testing
Security Policy Implementation

oo w >

Designing Network Security

Correct Answer: B

QUESTION 171

Nathan is testing some of his network devices. Nathan is using Macof to try and flood the ARP
cache of these switches. If these switches' ARP cache is successfully flooded, what will be the
result?

A. The switches will drop into hub mode if the ARP cache is successfully flooded.
B. If the ARP cache is flooded, the switches will drop into pix mode making it less susceptible to
attacks.
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