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C. The endpoint is using the wrong protocol to authenticate with Cisco ISE.
D. An AC | on the port is blocking HTTP traffic

Correct Answer: B

QUESTION 117
Which three default endpoint identity groups does cisco ISE create? (Choose three)

A. Unknown
B. whitelist
C. end point
D. profiled
E. blacklist

Correct Answer: ADE

QUESTION 118

MacOS users are complaining about having to read through wordy instructions when remediating
their workstations to gam access to the network Which alternate method should be used to tell
users how to remediate?

A. URL link

B. message text
C. executable

D. file distribution

Correct Answer: A

QUESTION 119
Which two ports do network devices typically use for CoA? (Choose two)

A. 443

B. 19005
C. 8080
D. 3799
E. 1700

Correct Answer: DE

QUESTION 120
What is the minimum certainty factor when creating a profiler policy?

A. the minimum number that a predefined condition provides

B. the maximum number that a predefined condition provides

C. the minimum number that a device certainty factor must reach to become a member of the profile
D. the maximum number that a device certainty factor must reach to become a member of the profile
Correct Answer: C

QUESTION 121
In a standalone Cisco ISE deployment, which two personas are configured on a node? (Choose
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two )

A. publisher

B. administration
C. primary

D. policy service
E. subscriber

Correct Answer: BD

QUESTION 122
During BYOD flow, from where does a Microsoft Windows PC download the Network Setup
Assistant?

A. Cisco App Store

B. Microsoft App Store

C. Cisco ISE directly

D. Native OTA functionality

Correct Answer: C
QUESTION 123

Which two task types are included in the Cisco ISE common tasks support for TACACS+
profiles? (Choose two.)

A. Firepower
B. WLC

C. 10S

D. ASA

E. Shell

Correct Answer: BE

QUESTION 124
Which compliance status is set when a matching posture policy has been defined for that
endpomt. but all the mandatory requirements during posture assessment are not met?

A. unauthorized
B. untrusted

C. non-compliant
D. unknown

Correct Answer: C

QUESTION 125

An organization has a fully distributed Cisco ISE deployment When implementing probes, an
administrator must scan for unknown endpoints to learn the IP-to-MAC address bindings. The
scan is complete on one FPSN. but the information is not available on the others. What must be
done to make the information available?

A. Scanning must be initiated from the PSN that last authenticated the endpoint
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B. Cisco ISE must learn the IP-MAC binding of unknown endpoints via DHCP profiling, not via
scanning

C. Scanning must be initiated from the MnT node to centrally gather the information

D. Cisco ISE must be configured to learn the IP-MAC binding of unknown endpoints via RADIUS
authentication, not via scanning

Correct Answer: B

QUESTION 126

A network administrator is configuring a secondary cisco ISE node from the backup configuration
of the primary cisco ISE node to create a high availability pair The Cisco ISE CA certificates and
keys must be manually backed up from the primary Cisco ISE and copied into the secondary
Cisco ISE Which command most be issued for this to work?

A. copy certificate Ise

B. application configure Ise
C. certificate configure Ise
D. Import certificate Ise

Correct Answer: B
QUESTION 127

An engineer is designing a BYOD environment utilizing Cisco ISE for devices that do not support
native supplicants Which portal must the security engineer configure to accomplish this task?

A. MDM

B. Client provisioning
C. My devices

D. BYOD

Correct Answer: C

QUESTION 128

A network administrator changed a Cisco ISE deployment from pilot to production and noticed
that the JVM memory utilization increased significantly. The administrator suspects this is due to
replication between the nodes What must be configured to minimize performance degradation?

A. Review the profiling policies for any misconfiguration

B. Enable the endpoint attribute filter

C. Change the reauthenticate interval.

D. Ensure that Cisco ISE is updated with the latest profiler feed update

Correct Answer: B
QUESTION 129
What is the maximum number of PSN nodes supported in a medium-sized deployment?

A. three
B. five
C. two
D. eight

Correct Answer: B
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QUESTION 130

An administrator needs to allow guest devices to connect to a private network without requiring
usernames and passwords. Which two features must be configured to allow for this? (Choose
two.)

hotspot guest portal

device registration WebAuth
central WebAuth

local WebAuth
self-registered guest portal

moowy

Correct Answer: AB

QUESTION 131

An administrator needs to connect ISE to Active Directory as an external authentication source
and allow the proper ports through the firewall. Which two ports should be opened to accomplish
this task? (Choose two)

A. TELNET 23
B. LDAP 389
C. HTTP 80

D. HTTPS 443
E. MSRPC 445

Correct Answer: BE

QUESTION 132
An engineer is migrating users from MAB to 802.1X on the network. This must be done during
normal business hours with minimal impact to users. Which CoA method should be used?

A. Port Bounce

B. Port Shutdown

C. Session Termination

D. Session Reauthentication

Correct Answer: D

QUESTION 133

An administrator is configuring TACACS+ on a Cisco switch but cannot authenticate users with
Cisco ISE. The configuration contains the correct key of Cisc039712287. but the switch is not
receiving a response from the Cisco ISE instance What must be done to validate the AAA
configuration and identify the problem with the TACACS+ servers?

A. Check for server reachability using the test aaa group tacacs+ admin <key> legacy command.

B. Test the user account on the server using the test aaa group radius server CUCS user admin
pass <key> legacy command.

C. Validate that the key value is correct using the test aaa authentication admin <key> legacy
command.
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