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An engineer is configuring a dedicated SSID for onboarding devices. Which SSID type
accomplishes this configuration?

A. dual

B. hidden

C. broadcast
D. guest

Correct Answer: A

QUESTION 67

An administrator is configuring RADIUS on a Cisco switch with a key set to Cisc403012128 but is
receiving the error "Authentication failed: 22040 Wrong password or invalid shared secret. "what
must be done to address this issue?

A. Add the network device as a NAD inside Cisco ISE using the existing key.

B. Configure the key on the Cisco ISE instead of the Cisco switch.

C. Use akey that is between eight and ten characters.

D. Validate that the key is correct on both the Cisco switch as well as Cisco ISE.

Correct Answer: D

QUESTION 68
A Cisco ISE server sends a CoA to a NAD after a user logs in successfully using CWA Which
action does the CoA perform?

A. It terminates the client session

B. It applies the downloadable ACL provided in the CoA

C. It applies new permissions provided in the CoA to the client session.
D. It triggers the NAD to reauthenticate the client

Correct Answer: B

QUESTION 69

A new employee just connected their workstation to a Cisco IP phone. The network administrator
wants to ensure that the Cisco IP phone remains online when the user disconnects their
Workstation from the corporate network Which CoA configuration meets this requirement?

A. Port Bounce
B. Reauth

C. NoCoA

D. Disconnect

Correct Answer: C

QUESTION 70
An administrator is configuring cisco ISE lo authenticate users logging into network devices using
TACACS+ users are able to log into the network devices?

A. Enable the device administration service in the Administration persona
B. Enable the session services in the administration persona
C. Enable the service sessions in the PSN persona.
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D. Enable the device administration service in the PSN persona.

Correct Answer: D

QUESTION 71

An administrator is trying to collect metadata information about the traffic going across the
network to gam added visibility into the hosts. This Information will be used to create profiling
policies for devices us mg Cisco ISE so that network access policies can be used What must be
done to accomplish this task?

A. Configure the RADIUS profiling probe within Cisco ISE
B. Configure NetFlow to be sent to me Cisco ISE appliance.
C. Configure SNMP to be used with the Cisco ISE appliance
D. Configure the DHCP probe within Cisco ISE

Correct Answer: D

QUESTION 72

A customer wants to set up the Sponsor portal and delegate the authentication flow to a third
party for added security while using Kerberos Which database should be used to accomplish this
goal?

A. RSA Token Server
B. Active Directory

C. Local Database

D. LDAP

Correct Answer: B

QUESTION 73
Which two features must be used on Cisco ISE to enable the TACACS. feature? (Choose two)

Device Administration License
Server Sequence

Command Sets

Enable Device Admin Service
External TACACS Servers

moowp

Correct Answer: AD

QUESTION 74

An engineer is configuring sponsored guest access and needs to limit each sponsored guest to a
maximum of two devices. There are other guest services in production that rely on the default
guest types. How should this configuration change be made without disrupting the other guest
services currently offering three or more guest devices per user?

A. Create an ISE identity group to add users to and limit the number of logins via the group
configuration.
B. Create a new guest type and set the maximum number of devices sponsored guests can register
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C. Create an LDAP login for each guest and tag that in the guest portal for authentication.
D. Create a new sponsor group and adjust the settings to limit the devices for each guest.

Correct Answer: D

QUESTION 75
Which two external identity stores support EAP-TLS and PEAP-TLS? (Choose two.)

A. Active Directory
B. RADIUS Token
C. Internal Database
D. RSA SecurlD

E. LDAP

Correct Answer: AE

QUESTION 76

An engineer is configuring Cisco ISE and needs to dynamically identify the network endpoints
and ensure that endpoint access is protected. Which service should be used to accomplish this
task?

A. Profiling

B. Guest access

C. Client provisioning
D. Posture

Correct Answer: A

QUESTION 77
Which statement about configuring certificates for BYOD is true?

A. An Android endpoint uses EST, whereas other operating systems use SCEP for enroliment
B. The SAN field is populated with the end user name.

C. An endpoint certificate is mandatory for the Cisco ISE BYOD

D. The CN field is populated with the endpoint host name

Correct Answer: C

QUESTION 78

An organization is hosting a conference and must make guest accounts for several of the
speakers attending. The conference ended two days early but the guest accounts are still being
used to access the network. What must be configured to correct this?

A. Create an authorization rule denying sponsored guest access.
B. Navigate to the Guest Portal and delete the guest accounts.

C. Create an authorization rule denying guest access.

D. Navigate to the Sponsor Portal and suspend the guest accounts.

Correct Answer: D
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QUESTION 79
What is a valid guest portal type?

A. Sponsored-Guest
B. My Devices

C. Sponsor

D. Captive-Guest

Correct Answer: A

QUESTION 80

An engineer is configuring the remote access VPN to use Cisco ISE for AAA and needs to
conduct posture checks on the connecting endpoints After the endpoint connects, it receives its
initial authorization result and continues onto the compliance scan What must be done for this
AAA configuration to allow compliant access to the network?

A. Configure the posture authorization so it defaults to unknown status

B. Fix the CoA port number

C. Ensure that authorization only mode is not enabled

D. Enable dynamic authorization within the AAA server group

Correct Answer: D

QUESTION 81
Which configuration is required in the Cisco ISE authentication policy to allow Central Web
Authentication?

A. MAB and if user not found, continue

B. MAB and if authentication failed, continue
C. Dot1x and if user not found, continue

D. Dot1x and if authentication failed, continue

Correct Answer: A

QUESTION 82

There is a need within an organization for a new policy to be created in Cisco ISE. It must
validate that a specific anti-virus application is not only installed, but running on a machine before
it is allowed access to the network. Which posture condition should the administrator configure in
order for this policy to work?

A. file

B. registry

C. application
D. service

Correct Answer: C

QUESTION 83

An engineer is configuring 802.1X and is testing out their policy sets. After authentication, some
endpoints are given an access-reject message but are still allowed onto the network. What is
causing this issue to occur?
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