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D. BYOD
E. guest AUP

Correct Answer: BC
QUESTION 32

A network engineer needs to ensure that the access credentials are not exposed during the
802.1x authentication among components. Which two protocols should complete this task?

A. PEAP

B. EAP-MD5
C. LEAP

D. EAP-TLS
E. EAP-TTLS

Correct Answer: BD

QUESTION 33
What are two components of the posture requirement when configuring Cisco ISE posture?
(Choose two)

updates

remediation actions
Client Provisioning portal
conditions

access policy

moowy

Correct Answer: BD

QUESTION 34
A network engineer is configuring Cisco TrustSec and needs to ensure that the Security Group
Tag is being transmitted between two devices Where in the Layer 2 frame should this be verified?

A. CMD filed
B. 802.1Q filed
C. Payload

D. 802.1 AE header

Correct Answer: A

QUESTION 35
What is an advantage of using EAP-TLS over EAP-MS-CHAPV2 for client authentication?

A. EAP-TLS uses a username and password for authentication to enhance security, while EAP-MS-
CHAPv2 does not.

B. EAP-TLS secures the exchange of credentials, while EAP-MS-CHAPv2 does not.

C. EAP-TLS uses a device certificate for authentication to enhance security, while EAP-MS-CHAPv2
does not.

D. EAP-TLS uses multiple forms of authentication, while EAP-MS-CHAPV2 only uses one.

Correct Answer: C
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QUESTION 36

A policy is being created in order to provide device administration access to the switches on a
network. There is a requirement to ensure that if the session is not actively being used, after 10
minutes, it will be disconnected. Which task must be configured in order to meet this
requirement?

A. session timeout
B. idle time

C. monitor

D. set attribute as

Correct Answer: A

QUESTION 37
What is a characteristic of the UDP protocol?

A. UDP can detect when a server is down.

B. UDP offers best-effort delivery

C. UDP can detect when a server is slow

D. UDP offers information about a non-existent server

Correct Answer: B

QUESTION 38

An administrator is manually adding a device to a Cisco ISE identity group to ensure that it is able
to access the network when needed without authentication Upon testing, the administrator
notices that the device never hits the correct authorization policy line using the condition
EndPoints LogicalProfile EQUALS static_list Why is this occurring?

A. The dynamic logical profile is overriding the statically assigned profile

B. The device is changing identity groups after profiling instead ot remaining static
C. The logical profile is being statically assigned instead of the identity group

D. The identity group is being assigned instead of the logical profile

Correct Answer: C

QUESTION 39
Which supplicant(s) and server(s) are capable of supporting EAP-CHAINING?

A. Cisco AnyConnect NAM and Cisco Identity Service Engine

B. Cisco AnyConnect NAM and Cisco Access Control Server

C. Cisco Secure Services Client and Cisco Access Control Server
D. Windows Native Supplicant and Cisco Identity Service Engine

Correct Answer: A
QUESTION 40
What gives Cisco ISE an option to scan endpoints for vulnerabilities?

A. authorization policy
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B. authentication policy
C. authentication profile
D. authorization profile

Correct Answer: A

QUESTION 41

Which two endpoint compliance statuses are possible? (Choose two.)
A. unknown

B. known

C. invalid

D. compliant

E. valid

Correct Answer: AD

QUESTION 42

A network engineer has been tasked with enabling a switch to support standard web
authentication for Cisco ISE. This must include the ability to provision for URL redirection on
authentication Which two commands must be entered to meet this requirement? (Choose two)

Ip http secure-authentication
Ip http server

Ip http redirection

Ip http secure-server

Ip http authentication

moowy

Correct Answer: BD

QUESTION 43

An engineer is enabling a newly configured wireless SSID for tablets and needs visibility into
which other types of devices are connecting to it. What must be done on the Cisco WLC to
provide this information to Cisco ISE9

A. enable IP Device Tracking
B. enable MAC filtering

C. enable Fast Transition

D. enable mDNS snooping

Correct Answer: B

QUESTION 44

An administrator needs to give the same level of access to the network devices when users are
logging into them using TACACS+ However, the administrator must restrict certain commands
based on one of three user roles that require different commands How is this accomplished
without creating too many objects using Cisco ISE?

A. Create one shell profile and multiple command sets.
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B. Create multiple shell profiles and multiple command sets.
C. Create one shell profile and one command set.
D. Create multiple shell profiles and one command set

Correct Answer: A
QUESTION 45

What service can be enabled on the Cisco ISE node to identity the types of devices connecting to
a network?

A. MAB
B. profiling
C. posture

D. central web authentication
Correct Answer: B
QUESTION 46

Which two fields are available when creating an endpoint on the context visibility page of Cisco
IS? (Choose two)

A. Policy Assignment

B. Endpoint Family

C. Identity Group Assignment
D. Security Group Tag

E. IP Address

Correct Answer: AC

QUESTION 47
An engineer is using Cisco ISE and configuring guest services to allow wireless devices to
access the network. Which action should accomplish this task?

A. Create the redirect ACL on the WLC and add it to the WLC policy

B. Create the redirect ACL on the WLC and add it to the Cisco ISE policy.
C. Create the redirect ACL on Cisco ISE and add it to the WLC policy

D. Create the redirect ACL on Cisco ISE and add it to the Cisco ISE Policy

Correct Answer: B

QUESTION 48

An employee must access the internet through the corporate network from a new mobile device
that does not support native supplicant provisioning provided by Cisco ISE. Which portal must the
employee use to provision to the device?

A. BYOD

B. Personal Device
C. My Devices

D. Client Provisioning
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